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EmpowHR User Security (HD)

Security is critical for core business applications. Typically, not every group in the

organization should have access to al of the application features or have accessto all the data

within the application.

The EmpowHR application provides security features to ensure that agency’s sensitive
application data does not fall into the wrong hands.

The application security menu can apply to all users, including employees, managers,
customers, and contractors. Group users according to defined roles to give them different
degrees of access.

EmpowHR aso enables the agency to restrict user access to records/data within a menu
selection. Thus, a Security Administrator can limit a user’s access to only records/data that
belong in those organizational codes (DEPTID) associated with a specifically defined
Row-Security Permission List. This data access level is defined for each user in each user’s
individual profile by the Row-Security Permission List that is assigned to that profile. The
Security Administrator is at the highest level in the Department Tree (Organizational
Structure, TMGT, Table 5). A Security Administrator can delegate all or part of security
functions to a person(s) which is called a Distributed Security Officer. The Distributed
Security Officer’s access could be limited to a specific agency within the Department Tree.

EmpowHR Department 1Ds are used in place of the NFC Organizational Codes and are
required for various types of transactions within the application. Prior to data being |oaded
into the EmpowHR application, these IDs must be established in order to trandate each
unique NFC Organizational Code for organizations into unique EmpowHR department 1Ds
(DEPTID).

Also, prior to the agency data being loaded into the EmpowHR application and based on
information the agency provided, a security tree s created that represents the agency’s
organization’s security hierarchy. Security trees enable that agency to grant (or deny) access
to an employee's data by granting access to the entity (DEPTIDs) to which the user reports.
To grant access to a group of entities (DEPTIDs), grant access to the entity (DEPTID) within
the security tree to which all of those entities report. Access can be restricted to individual
entities or to a group of entities. The security definition and hierarchy is described as follows:

e A security definition refers to a collection of related security attributes that are created
using PeopleTools Security. The three main EmpowHR security definition object
types are:

e User Profiles
e Roles
e Permission Lists

Because implementing applications to the Internet considerable increases the number
of potential users the system must accommodate, an efficient method of graining
authorization to varying user types is needed. Security definitions provide a modular
means to apply security attributes in a scalable manner.
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Each user of the system has an individual User Profile, which in turn islinked to one
or more Roles. To each Role, one or more Permission Lists are assigned. These
Permission Lists ultimately control which pages a user is able to access. Thus a user
inherits permissions by way of arole. permissions being assigned directly to auser’s
profile are exception to this rule. The following table provides a summary of each
profile and the description of each:

User

Description

Super User

Considered the application expert, this user understand the setup
of the application and has access to the define business rules area
for the application. In addition, they have full access to all data entry
pages, correction mode capabilities to modify historical data, and
are able to run all processes within their application.

Lead User

This user type has full access to all data entry pages, correction
mode capabilities to modify historical data, and is able to run most
processes within the application.

Average User

This user has access to a limited number of pages and processes
within the application. If there are more than five categories in this
area it is divided into multiple roles. This area includes user that
perform tasks such as approving, data entry, updating existing data,
and processing.

Data Entry This user has access to a very limited number of pages within an
component. The data entry user has access to add or submit data
but is unable to update the record. this role is not often used to to
the restrictiveness.

Inquiry These users have access to some pages of the application in a

ready only mode. They also have access to standard inquiry pages
and report generation areas within the application.

EmpowHR security restrictions are applied to the following components in order to protect
the application and data: Reporting, inquiry, transaction processing, running processes,
system. access, User IDs, and sign-on and time-out security. The following table provides a
summary of each component and the restrictions that may be applied to each.

Component Security Description

Reporting Limits users from reporting on data from organizations or
departments they are not part of or can not conduct transactions
for. Access is limited via business unit and department role.

Inquiry Security set-up through departmental roles to allow read only
access to certain data entry or transaction pages and online inquiry
pages with predefined search capabilities. EmpowHR Query toll
allow security control at table level security, row level security, field
level security , and run only.

Transaction Data entry and transaction processing limited by assigning security

Processing based on user roles in the EmpowHR application. Allows user to

perform data entry and transaction processing for the areas that
have been authorized.

Running Processes

Utilizes process groups based on departmental business roles to
limit access to funning certain processes.

External Process

Users gain access to the application remotely via the internet with
appropriate authentication.

User ID

Security configuration to allow users the ability to access
applications and be able to move tween them without having to log
in and out.
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Component Security Description

Sign-on Time Adjustable interval during which a user is allows to access the
application or sign onto EmpowHR.

Time-out Specifies the amount of time the user’s machine can remain idle
before EmpowHR automatically disconnects the user from the
application so they could not gain access.

Below isabrief description of the various roles and steps that are performed by the Security
Administrator and the Distributed Security Administrator.

This section contains the following topics:

Security Administrator Role
Distributed Administrator Role

This section also contains a detailed explanation of each component.

Create New Oprid
Employee Password Reset
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Permission Lists

Roles
User Profiles

Security Administrator Role

This section provides the Security Administrator with a step-by-step guide for the changes to
the Security 9.0.

This section contains the following topics:

Creating A Distributed Security Administrator Role

Defining Roles That The Distributed Security Administrator Can Grant

Assigning The Distributed Security Administrator Roles To A User

Creating A Distributed Security Administrator Role

This component is used by the Security Administrator (Super User) to create anew rolein
EmpowHR. Thisroleis created for the Distributed Security Administrator (Sub-Agency
Administrator).

The following describes the procedure for adding roles:
1. Select the Peoples Tools menu group.
2. Select the Security menu.
3. Sdlect the Permissions & Roles menu item.

4. Select the Roles component. The Add A New Value tab - Roles page(Figure 1) is
displayed.
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Roles

| Find an Existing Yalue | Add a New Yalue

Role Name: |

Add

Find an Existing Yalue | Add & Mew Value

Figure 1. Add A New Value tab - Roles page

5. Enter the Role Name.

6. Click Add. The General tab - Role page(Figure 2) is displayed.

/ General "\ Permission Lists j Members | Dynamic Members | Workflow §° Role Grant J  Links

D

Fole Mame:  NFC Remaote Security Admin

*Description: I
Long Description
=
El

General | Permission Lists | Members | Dynamic Members | YWorkflow | Role Grant | Links | Role Grueries | Audit

B save [E it | | UpdsteDisplay

Figure 2. General tab - Role page

7. Enter the description of the role.

8. Click Save.
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Defining Roles That The Distributed Security Administrator Can Grant

Below is a step-by-step process that allows the Security Administrator to assign arole(s) that
the Distributed Security Administrator role will be able grant.

1. Select the Peoples Tools menu group.
2. Select the Security menu.
3. Sdlect the Permissions & Roles menu item.

4. Select the Roles component. The Find An Existing Value tab - Roles page(Figure 3) is
displayed.

Roles
Enter any infarmation you have and click Search. Leave fields hlank for 3 list of all values.
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| Find an Existing Value Y Add a New Value

Search by IRDIE Name ¥] begins with |

" Case Sensitive

Search |w

Find an Existing ¥alue | Add a Mew Yalue

Figure 3. Find An Existing Value tab - Roles page

5. Select Description or Role Name from the drop-down list.

6. Enter al, or part of the Description or Role Name based on the selection from the
drop-down list.

Note: If no information is entered, click the search icon for alist of values..
7. Click Search.
8. Sdlect avalue.

9. Select the Role Grant tab. The Role Grant tab - Roles page(Figure 4) is displayed.
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| General |} Permission Lists } Members J Dynamic Members | Warkilow " Role Grant " Links O]

Role Mame:  NFC Remote Security Admin
Description MFC Remote Security Adrmin

Roles That Can Be Granted By This Role customize | Find | view A1 | Bl First (040002 [ L aat

Role Name Description View Definition
|AM Administrator Q. Absence Mngmnt Administratar Wiew Definition =
|A\NE Adrninistrator G, AWE Adrinistrator View Definition =

Roles That Can Grant This Role Customize | Find | View &) | 38
Role Hame Description View Definition

Q, iew Definition =]
& save | LLReturn ta Search [ErAdd | Update.'Displayl

Genheral | Permission Lists | Members | Dynarnic Mermbers | Workdlow | Role Grant | Links | Bole Queties | Audit

Figure 4. Role Grant tab - Roles page

10. Enter the Role Name in the Roles That Can Be Granted By This Role section, then
click the lookup icon.

11. Click Search.
12. Select avaue.
13. Click Save.

Note: Click the Members tab to display alist of User IDs that have the selected role.

Assigning The Distributed Security Administrator Roles To A User

Below is a step-by-step process for the Security Administrator to assign the Distributed
Security Administrator role to an Operator ID (OPRID).

1. Select the Peoples Tools menu group.
2. Sdlect the Security menu.
3. Select the User Profiles menu item.

4. Select the User Profiles component. The Find An Existing Value tab - User Profiles
page(Figure 5) is displayed.
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User Profiles
Enter any infarmation you have and click Search. Leave fields hlank for a list of all walues.

[ Find an Existing Value {_Add a Mew Value |

Search by: IUser ID ) hegins with |
Search |Advanced Search

Find an Existing Yalue | Add a Mew Value
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Figure 5. Find An Existing Value tab - User Profles page

5. Select Description or User ID from the drop-down list.
6. Enter al or part of the Description or User ID.
7. Select the Role Name from the ook up results.
Note: If no information is entered, click the search icon for alist of values..
8. Click Search.

9. Select the Roles tab. The Roles tab - User Profiles page(Figure 6) is displayed.
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| General ] Roles Y Worklow | Audit )" Links | UserlD Queries |
Uzer 1D CLIENTHMON
Description:

Execute on (e} Role Hame Description

Server: IEOFP_USER Q. Common Portal User Route Control — Views Definition [=]
Test Rule(s) | Refresh Erriploves Review

IEmponee Review Adm G Adn?\n!iJSF Route Control — Views Definition =1

Execute Rule(s) | Erml R

mployes Review ) -
IEmplnyee Review Adm CL ! Route Control — View Definition =
Pracess Monitar Administrator:

Service Monitor IEmponee Review Set. Ol EQELWEE Review Route Control — View Definition =

Route Control — Yiew Definition =

Imq EQE:JOBe;FRewew
IWQ External Applicant
IWQ [WiF] Federal Emplayee
e mRs e one
mq HR Termplate Greation
WQ HR Termplate Setup

ave | LAReturnto Searct E Ipcate/Display
Bs 2\ Return to S h Ertidd Update.Displ;

Route Contral  View Definition E'
Route Contral  View Definition E'
Route Gontral  View Defnition =

Route Contral  Yiew Definition =

oA aana " oa aa

Route Contral  Yiew Definition =

Figure 6. Roles tab - User Profiles page

10. Click Add to add a new row.
11. Click the lookup icon.
12. Select the Role Name from the look up results.

13. Click Save.

Distributed Security Administrator

This section will explain the process for the Distributed Security Administrator to grant
Roles and Row-Level Permission Liststo a OPRID (user).

This section contains the following topics:
Granting Roles And Row-Level Permission Lists

Creating A Row-Level Permission List
Associating Department Security To New Row-Level Permission List

Assigning Department Security To A Permission List

Granting Roles And Row-Level Permission Lists

Below is the step-by-step process for The Security Administer to grant roles and row level
permission lists to the Distributed Security Administrator for administration:

1. Select the Peoples Tools menu group.

2. Sdlect the Security menu.
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3. Select the User Profiles menu item.

4. Select the Distributed User Profiles component. The Find An Existing Value
tab - Distributed User Profile page(Figure 7) is displayed.

Distributed User Profile
Enter any infarmation you hawve and click Search. Leawe fields blank far a list of all values.

J/ Find an Existing Value " Add a New value

Search by IUser I vl beging with |
Search |Advanced Search

Find an Existing Walue | Add a Mew Walue
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Figure 7. Find An Existing Value tab - Distributed User Profiles page

5. Select Description or User ID from the drop-down list.
6. Enter al or part of the Description or User ID.
Note: If no information is entered, click the search icon for alist of values..
7. Click Search.
8. Select a Role Name from the search criteria.

9. Select the User Rolestab. The User Roles tab - Distribute User Profiles page(Figures)
is displayed.
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[ General ] J userRoles Y Worklow " Audit ) Links UserlD Queries |

User ID AADDT234

Description: TEST

Execute on Q Role Name
Server: [EoPP_UsER a

Test Ruleds) | Refresh |
IEmpIUyee (&}
—IEXECUIE Ruls(s) Federal Emplayee Q
Process Maonitar IHH Administrator Q
Service Monitar
IHRHD Adrinistrator U G
IPAF'F'_USER Q
[ Q

B save | L\ Return to Search | Previous in List | +[E] Mext in List |

General | D | User Roles | Workflow | Audit | Links | User ID @ueties

Customize | Find |
Description
Common Portal User

[F] Employes

[WiF] Federal Emplayes
HR Administrator

HRHD Administrator USF

Enteptise Portal User

F
) | B

Dvmiathic

[ e e e B B B |

First [4] 17 1 7 ] Last

Route Control
Route Control
Route Control
Route Cantral
Route Cantral

Route Control

HEHBHENMH
nRpOEnEnEnEnEn|

Route Control

SN UpdsteDisplay

Figure 8. User Roles tab - Distributed User Profiles page

Click + to add an additional Role.

Click the lookup icon to display the roles that the Distributed Security Administrator
can grant. The roles that the Distributed Security Administrator can grant are defined

by the Security Administrator.
Select the applicable Role Name.

Click save.

Click the General tab. The General tab - Distributed User Profiles page(Figure 9) is

displayed.
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{ General Y ID | UserRoles U Worklow U Audit YV Links Y UserlD Queries |

User |D: AADD1234

- [ Account Locked Out?
Description: TEST

Logon Information

Symbolic 1D: sal -
Password: | I~ Password Expired?
Confirm Password: | m
User ID Alias: | _g
Edit Email Addresses o
S
Language Code: m [” Enable Expert Entry %
Currency Code: | US Dollar =] =
Defautt Mobile Page: | Q 8
%
Navigator IWQ Explain Primany: WQ Explain g
Process Prfile: [HocPFoaLLe Q. Euplain Row Security: |[EMPOWHR O Eplain g
=+
B save | E\Return to Search | Frevious in List | +[E] Nest in List Bk A | UpdateDisplay | i
General | 1D | User Roles | Workdlow | Audit | Links | User ID Queries %
N

Figure 9. General tab - Distributed User Profiles page

15. Click the lookup icon next to the Row Security field to display Permission List(s).

16. Select the applicable Permission List. This field grants access to the user ID in order to
view datain a component within the application.

17. Click Save.

Creating A Row-Level Permission List

Below is the step-by-step process that will allow the Security Administrator to create a
Row-Level Permission List for the Distributed Security Administrator for administration
(access to the data within a component).

1. Select the Peoples Tools menu group.
2. Sdlect the Security menu.
3. Sdlect the Permissions & Roles menu item.

4. Select the Permission Lists component. The Find An Existing Value tab - Permission
List page(Figure 10) is displayed.

11
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Permission Lists
Enter any infarmation you hawve and click Search. Leave fields blank for a list of all values.

| Find an Existing Value {_ Add a New Value |

Search by: IPermission List 'I bedins with|

Search |Ad\tanced Search

Find an Existing Value | Add a Mew Value

Figure 10. Find An Existing Value tab - Permission Lists page

5. Select the Add A New Value tab. The Add A New Value tab - Permission List
page(Figure 11) is displayed.

Permission Lists

[ Find an Existing Yalue | Add a New Value

Permission List:[HR
Add

Find an Existing Yalue | Add a MNew Value

Figure 11. Add A New Value tab - Permission List page

6. Enter the name of the new permission list.

7. Click Add.

12
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8.

/ General '\ Fages | PeopleTools 3 Process Y Sign-on Times ) [B)

Permission List HR

Description: |
Permission List General
Nawvigator Homepage: I Q

™ can Start Application Server?

™ Allow Password to be Emailed?

Time-out Minutes

& Never Time-out

™ Specific Time-out {minutes) |

B save | [EYG] Update/Display

Figure 12. General tab - Permission Lists page

Click Save.

Associating Department Security To New Row-Level Permission Lists
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Below is the step-by-step process that will alow the Security Administrator to associate the
Department Tree Security to the new Row-Level Permission List.

1.

2.

Select the Set Up HRMS menu group.
Select the Security menu.

Select the Core Row Level Security menu item.

Select the Security By Dept Tree component. The Find An Existing Vaue tab - Setup

Dept Security Tree Acc. page is displayed.

Select the Add A New Valuetab. The Add A New Value tab- Setup Dept Security Tree

Acc. page (Figure 13) is displayed.

13
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Setup Dept Security Tree Acc.

J/ Find an Existing ¥alue | Add a New Value |

Row Security Permission List:| Q

Add

Find an Existing ¥alue | Add a Mew Value

Figure 13. Add A Value tab - Setup Dept Security Tree Acc. page

6. Click the look-up to display the Row Security Permission List.
7. Select the applicable Permission List.

8. Click Add. The Security By Dept tab page (Figure 14) is displayed.

Security by Dept Tree
Row Security Permission List:

HR
Refresh Tree Effdts hy: 02/04/2000 [ Refresh Tree Effective Dates

iDefine Security Profile

Cugtomize | Find | (] First 4] 1.of 1 [ Last

SetlD “DeptiD Access Code Effective Date of Tree
a aQ Readirite - =1
& save Motify Erpcd | /E UpdsteDisplay

Figure 14. Security By Dept Tree tab - Security By Dept Tree page

9. Click the look-up for the Set ID. Select the applicable Set ID.

14
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10. Click the look-up for the Department ID. Select the applicable Department ID.
11. Click Save.

Create New Oprid

To Create a New Oprid:
1. Select the EmpowHR User Security (HD) menu group.
2. Select the Create New Oprid component.

Note: When the Create New Oprid component is selected from the EmpowHR User Security
(HD) menu group, the user is re-routed to the PAR Processing menu group, Create New
Oprid component. The completion of this component is the same from either menu group.
For more information on Create New Oprid, refer to the PAR Processing section, Create
New Oprid topic in this procedure.
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Employee Password Reset

To access the Employee Password Reset page:

1. Select the EmpowHR User Security (HD) menu group.
2. Select the Employee Password Reset component.

Note: When the Employee Password Reset component is selected from the EmpowHR User
Security (HD) menu group, the user is re-routed to the PAR Processing menu group,
Employee Password Reset component. The completion of this component is the same from
either menu group. For more information on Employee Password Reset, refer to the PAR
Processing Section, Employee Password Reset topic in this procedure.

Permission Lists Overview

Permission lists are the building blocks of user security authorizations. Create permission
lists before roles and user profiles are created. When defining permission lists, however,
consider the roles, data and user profiles that the agcy will use them with. Recall that roles
are intermediary objects between permission lists and users. The agency uses rolesto assign
application permissions to users automatically.

Application Permission lists may contain a variety of accessibility, such as sign-in times, and
view/update/add page access authority. Application Permission lists are more flexible and
scalable when they contain fewer permissions but require more effort to maintain. It is very
important to have a balanced approach when establishing these guidelines.

The EmpowHR application enforces data permission security with security search views. To
understand how thisis done, it helps to understand how the system retrieves data when the

15
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user accesses a menu selection. When the user opens a menu selection in EmpowHR, the
system displays a search page. The search page represents the search record and the fields
that appear are the search keys and alternate key fields that uniquely identify each row of
data. The system uses the information that the user entersin akey or atering key fieldsto
select the box of data that the user wantsto view or manipulate. A search page may have
EmplID as akey field and Name as an alternate key. If the user enters Smith in the Name
field, the system retrieves all the data rows with the Name field data that matches Smith. the
system also uses search records to enforce data permission security. Search views for menu
selections that contain sensitive data also contain a security view to control data access. The
system adds the user’s security profile, including their user ID and the value of the
Row-Level Security Permission List attached to their user profile, to the SQL (Structured
Query Language) select statement along with the values that the user entered on the search
page. The system retrieves the data that matches the criteria from the search page and the
user’s data Row-Level security permission List. The system doesn’t retrieve data for people
to whom you haven't granted the user’s Row-Level Security permission List data access to.

The Permission List relationship to the Department Security Tree is what defines the
Permission List as a Row-Security Permission List. SETID's, associated DEPTID's, and
Access Codes are what set apart a Row-Security Permission List from a standard application
Permission List. The SETID determines the Tree, the DEPTID determines the position on the
Tree, and the Access Code designates whether or not the DEPTID is accessible or blocked,
thus providing the translational information for the user profiles access to data via the
Row-Security Permission List and the organizations Department Security Tree.

To create, maintain, copy, and delete permission lists:
1. Select the EmpowHR User Security (HD) menu group.
2. Select the Permission Lists.

Note: When the Permission Lists component is selected from the EmpowHR User Security
(HD) menu group, the user is re-routed to the People Tools menu group, Permission Lists
component. The completion of this component is the same from either menu group. For more
information on Permission Lists, refer to the People Tools section, Permission Lists topicin
this procedure.

Roles are intermediate objects that usually link user profilesto Application Permission Lists.
The agency can assign multiple Roles to a user profile and can assign multiple Application
Permission Liststo arole. Roles are essentially used to group users by the specific tasks they
perform.

Non-permission list based roles link user profiles directly to groups of users without any
inherited menu access within the EmpowHR application.

This option is used to create and maintain roles established in the database. For more
information about Roles, refer to People Tools, Roles in this procedure.

To create and maintain roles:

1. Select the EmpowHR User Security (HD) menu group.
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2. Select the Roles component.

Note: When the Roles component is selected from the EmpowHR User Security (HD) menu
group, the user is re-routed to the People Tools menu group, Roles component. The
completion of this component is the same from either menu group. For more information on
Roles, refer to the People Tools section, Roles topic in this procedure.

User Profiles

User profiles define individual EmpowHR users. User profiles are defined, and then linked
to one or more roles. Typically, a user profile must be linked to at |east one role to be a
usable profile. the majority of values that make up a user profile re inherited from the linked
roles.

It is possible to have a user profile with no roles. This might be a user who isn't allowed
access to the EmpowHR application; however, workflow-generated email will be sent to the
user.
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Define user profiles by entering the appropriate values on the user profile pages. The user
profile contains values that are specified by the user, such as a user password, an email
address, an employee ID, etc.

The User Profiles option is used to establish user profiles. User profiles can also be copied,
deleted, distributed and purged from this option.

To Create and Maintain User Profiles:
1. Select EmpowHR User Security (HD) menu group.
2. Select User Profiles component.

Note: When the User Profiles component is selected from the EmpowHR User Security (HD)
menu group, the user is re-routed to the People Tools menu group, User Profiles component.
The completion of this component is the same from either menu group. For more information
on User Profiles, refer to the People Tools section, User Profiles topic in this procedure.

17
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People Tools

This section contains the following topics:
User Profiles
Permissions & Roles
Password Configuration
Security Objects

Query Security
Common Queries

Mass Change Operator Security

User Profiles (People Tools)

User profiles define the individual EmpowHR users access. The agency defines user profiles
and then links them to one or more roles. A users profiles must be linked to at |least one roles
in order to be avalid profile. The majority of values that make up a user profiles are inherited
form the linked roles.

The agency defines user profiles by entering the appropriate value on the user profiles pages.
the user profile contains values that are specific to a users, such as a user password, an email
address, a Row-Security Permission List, and employee ID, and so on.

The user 1D and description appear at the top of each page to help recall which user profile
the user is viewing or modifying as the agency moves through the pages.

The User Profiles option is used to establish user profiles. User profiles can also be copied,
deleted, distributed and purged from this option.

This section contains the following topics:

Create And Maintain User Profiles

Copy User Profiles

Delete User Profiles

Distribute User Profiles
Distributed User Set Up
Purge Inactive User Profiles

Create And Maintain User Profiles
To Create and Maintain User Profiles:
1. Select People Tools menu group.

2. Select User Profiles component. The Find An Existing Value tab - User Profiles
page (Figure 15) is displayed.

18
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User Profiles
Enter any information vou have and click Search. Leave fields blank for a list of all values,

| Find an Existing Value *{_Add a New Value |

Search by: [UserD =] beains with

Seatch |Ad\ranced Search

Find an Existing Yalue | Add a Mew Value

Figure 15. Find An Existing Value tab - User Profiles page

3. Complete the fields as follows:

Search By Click the down arrow and make the applicable selection.
Thisfield defaults to Role Name. Valid values are Role
Name, Description.
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Begins With Enter the applicable information.

4. Click search. The General tab - User Profiles page (Figure 17) is displayed.
OR
Click Add A New Value tab. The Add A New Value tab - User Profiles
page (Figure 16) is displayed. Click Add. The General Tab - User Profiles
page(Figure 17) is displayed.

User Profiles

[~ Find an Existing Yalue | Add a New Value |

User ID: |

Add

Find an Existing Yalue | Addd a Mew Value

Figure 16. Add A New Value tab - User Profiles page

5. Complete the User ID field as follows:

User ID Enter the user ID to be added. Spaces are not allowed
when typing the User ID. If the user attempts to put
spaces in the User ID, an error message will display.

19
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[ Gemeal ) D Ruobis Warkflow

Audit Liriks: Ll D Quiesrins

Liser 100 userl

Deserigtion:

Symbalic I hd

™ Account Locked tat?

Passwon: ¥ Password Cxpired?
Confirm Passwond:

User 1D Allas: |
Cdit Emall Addresses

Language Cot: English =

Currency Code:

@]

Ganaral | [0 | Roles | Workfiow | Aust | Links | User 10 Quarias

I Enable Expert Entry

Default Mobile Page: o
Hensgaton 3, Eplain

Process Profie: | 3, pamlain

Primmany: 2, Emialn
Foow Security: Q o

] o

Figure 17. General tab - User Profiles page

6. Complete thefields as follows:

User ID

Description

Account Locked Out?

Symbolic ID

Password

Password Expired?

Confirm Password

Thisfield is populated based on the User ID entered on
the Add A New Value tab - User Profiles

page (Figure 16).

Thisfield is popul ated based on the Description entered
on the Add A New Value tab - User Profiles

page (Figure 16).
Click thisfield to lock out a user’s account.

Select the applicable Symbolic ID from the drop-down
list.

Enter the password in this field.
Click thisfield if the password has expired.

Re-enter the password entered in the Password field to
confirm the password.

User ID Alias Enter the applicable User ID Alias.

Language Code Thisfield defaults to English. To change, select data
from the drop-down list. The valid values are as follows:

Language Code

Arabic

Can French
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Language Code

Czech

Danish

Dutch

English

French

Finnish

German

Greek

Hebrew

Hungarian

ltalian

Japanese

Korean

Malay

Norwegian

Polish
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Portuguese

Russian

S Chinese

Spanish

Swedish

T Chinese

Thai

Turkish

Enable Expert Entry

Currency Code

Default Mobile Page

Navigator Homepage

Primary

Process Profile

Row Security

Click thisfield to enable expert entry.

Select a currency code from the drop-down list.

Enter the applicable mobile information in thisfield or
select data by clicking search icon.

Thisfield is populated and cannot be changed.

Thisfield is populated based on the Description entered
on the Add A New Value tab - User Profiles

page (Figure 16).

Thisfield is populated and cannot be changed.

Enter the applicable position name or select data by
clicking search icon.
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7. Click the Edit Email Addresses link to add or modify email addresses if applicable.

8. Click theID tab. The ID tab - User Profiles page (Figure 18) is displayed.

General |~ W [ Roles Worklow At Liriks USer D Guerivs

User 1D userl

Descrigtion

[SCOnton

Dascription:

SetDegcriphon o type In User Descripion

W seve [Ty ad | FlupdsteDispisy
Genersl | IO | oles | yorow | Audit| Links | User ID Gueries

Figure 18. ID tab - User Profiles page

9. Complete thefields as follows:

User ID Thisfield is populated based on the search/add criteria.
Description Thisfield is populated based on the search/add criteria.
ID Type Click the down arrow to select the ID Type. The valid

values are Employee and None.

Attribue Name Thisfield is populated with the EmplID if Employee iS
selected in the ID Typefield. If the ID. Click the link to
sort thislist by Attribute Name.

Attribute Value Enter the applicable name or select data by clicking on
the search icon. Click the link to sort thislist by Attribute
Value.

Description Thisfield is populated. Click the link to sort this list by
Description.

Description Enter the user description in thisfield.

10. Select Roles. The Rolestab - User Profiles page (Figure 19) is displayed.
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General (1] Fnkes: Wordiow Augt Links User ID Queries
User 10 userl

Descngption

Excecuta on

.
Sorer:
Test Rulais) Retesh

& save [Beana | 50 updste Cespiny

Genars! |10 | Foles | Worko | Audit | Links | Uger (D Quaries

Figure 19. Roles tab - User Profiles page

11. Complete the fields as follows:
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User ID Thisfield is populated based on the search/add criteria.

Description Thisfield is populated based on the search/add criteria

Execute On Server Enter the server name or select data by clicking the
search icon.

Role Name Enter the applicable role or select data by clicking the

search icon. Click the link to sort the list by Role Name.

Description Thisfield is populated based on the role enter or selected
in the Role Name. Click the link to sort the list by
Description.

Dynamic Check is box if applicable. Click the link to sort the list
by Dynamic.

12. Click the Route Control link. The User Route Control Profiles page (Figure 20) is
displayed.

User Route Control Profiles

Role Hame: Allpanels

Customize | Find | 88 First [ 1 .or 1 [ Last
*Route Control Profile

| o EHE

Ok | Cancel |

Figure 20. User Route Control Profiles page
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13.

14.

15.
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Role Name Thisfield is populated.

*Route Control Profile Enter the applicable information or select data by click-
ing the search icon.

Click OK.
OR
Click Cancel to return to the Roles tab - User Profiles page (Figure 19).

Click the View Definition link to view the definition. Thisfield cannot be viewed if
there is un-saved data on the page. Save all entries before accessing thisfield.

Select Workflow. The Workflow tab - User Profiles page (Figure 21) is displayed. On
this page the Administrator can:

Select an alternate user to receive routing sent to this user. Use this option when the
user is temporarily out (vacation or leave). If the Alternate User 1D edit box contains a
user name, the system automatically forward new worklist items to the alternate user
one the profileis saved, if the From and To date range is completed. Note: It does not
reassign items already in the user’s worklist.

Reassign pending work for auser if positions change or the user is temporarily out,
such as on leave or on vacation. If auser has work items waiting (if indicated by the
total pending worklist Entries circled in red), select this check box and select the user
to whom work items should be forwarded from the drop-down list. When saved, the
system reassigns all existing worklist entries to the specified user and the Total
pending Worklist Entries value changes to zero.

Specify which types of routing a user can receive. The routing Preferences box shows
the two places where the system can deliver work items: to aworklist or to an email
mailbox. If the user doesn’t have access to one or both of these places, clear the check
box.

[ General [[5] Y Roles | Workflow Y Andit ) Links  J UserID Queries N

User 1D userl

Alternate User ID: | Q ¥ worklist User

¥ Email User

™ Reassign Work To: Q

Total Pending Worklist Entries: 0

(& save Eradd Upoiste Display

General 1110 | Roles | Workfow | Audit| Links | User 1D Gueries

Figure 21. Workflow tab - User Profiles page

16. Complete the fields as follows:

User ID Thisfield is populated based on the User ID used in the
search/add criteria.
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Description This field is populated based on the Description used in
the search/add criteria.

Alternate User ID Enter the aternate user 1D for auser or select data from
the drop-down list.

Worklist User Check this box if the user is aworklist user. m
3

g

Email User Check this box if the user is an e-mail user. %
&

@

From Date Enter the from date in mM/pD/YYYY fOrmat or select a te
date from the calendar icon. ‘_':"

3

T

To Date Enter the to date in mm/DD/YYYY fOormat or click theicon =

to select a date from the calendar icon.

Reassign Work To Check this box to reassign work to another user. If this
field is checked, enter the applicable user or select data
by clicking the search icon.

Total Pending Worklist ~ Thisfield is populated with the number of pending wor-
Entries klist entries.

17. Select Audit. The Audit tab - User Profiles page (Figure 22) is displayed. The Audit
page is adisplay only pages that enables the Administrator to determine when a profile
was last updated and/or who updated the profile.

[ General 1B y" Roles j Worklow f  Audit '\ Links ) UserD Gueries N

Last Uptate Date/Time:

& Save b add Update Display

Genera 111D | Roles |Workfow | Audit| Links | User 1D Gueries

Figure 22. Audit tab - User Profiles page

18. Complete the fields as follows:

User ID Thisfield is populated based on the User ID entered on
the search/add criteria.
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Description This field is populated based on the Description entered
on the search/add criteria.

Last Update User ID Thisfield is populated.

Last Update Date/Time  Thisfield is popul ated.

19. Select Links. The Links tab - User Profiles page (Figure 23) is displayed.

[l =] W Roles Y Workflow ¥ Aodit " Links Y UserlD Gueries N

User D userl

Description
Uise the links below to navigate to other security setings for this object

Customize | Find |

Description

B save Sy 2ot I & Update Displary

General | 1D | Roles | ¥orkflow | Audit | Links | User 1D Gueries

Figure 23. Links tab - User Profiles page

20. Complete the fields as follows:

User ID Thisfield is populated based on the User ID entered on
the search/add criteria.

Description Thisfield is populated based on the Description entered
on the search/add criteria.

Description Check this box to sort the list by Description.

21. Select the User ID Queries tab. The User ID Queriestab - User Profiles
page (Figure 24) is displayed.
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(s 5] Y Roles Y workfow J°  Audit ' Links Y UserIDQueries Y

User ID userl

Description
User ID Specific Queries

UserlD's Permission List
{Towhich Permission Lists does this User 1D belong?)
UserlD's Roles
{Towhich Roles does this User 1D helong?)
UserlD's Pade Atcess
{Which pages can this User 1D access?)
UserlD's Misc. PeapleTools Access
{Can this User ID access Application Designer, Client Process, Data Mover, Import

Manager, Definition Security ar Query?)
UserlD's lication Designer Object Access
(Which Application Designer ohjects can this User D access?)

UserlD's Signon Times
What are the valid signon times for this User D7)

UserlD's Rales, Perrmission Lists, and Page Access

QWhat access to Roles, Permission Lists and Pages has been granted for this User ID?)
UserlD's Content Reference Access

(What access to Content References has been granted for this User 1D?)
UserlD's Content Reference (includes Portal) Access

What access to Content References (includes Partal) has been granted for this User D7)

UserlD's Content Reference (includes Menu, Component and Market) Access
What access to Content References (includes Menu, Component and Markef) has been granted for this
UsgerID?)

Figure 24. User ID Queries tab - User Profiles page
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22. Complete the fields as follows:

User ID Thisfield is popul ated based on the User ID.

Description Thisfield is popul ated based on the Description entered
on the search/add criteria.

User ID Specific Queries  Thisfield displays alist of the following links:

e TheUser ID’'s Permission List link to view which Permission Lists are associated with
aUser ID.

e TheuUser ID’s Roles link displays which roles are associated with a User ID.
e TheUser ID's Page Access link displays alist of which pages a user can access.

e TheUser ID's Misc. People Tools Access link displays which a user can access
Application Designer, Client Process, Data Mover, Import Manager, Definition
Security, or Query.

e TheUser ID’s Application Designer Object Access link displays which Application
Designer objects the user can access.

e TheUser ID’s Signon Times link displays the valid signon times for the User ID.

e TheUser ID's Roles, Permission Lists, And Page Access link displays which roles,
permission lists, and pages the User 1D has access to.

e TheUser ID’s Content Reference Access link displays which content references this
User 1D has been granted access.

e TheUser ID's Content Reference (Includes Portal) Access link displays which
content references (including portal) this User ID has been granted access.

e TheUser ID’s Content Reference (Includes Menu, Component, And Market) Access
link displays which content references (including menu, component, and market) this
User 1D has been granted access.
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e TheUser ID’s Content Reference (Includes Portal, Menu, Component, And Market)
Access link displays which content references (including portal, menu, component,
and market) this User ID has been granted access.

e TheUser ID’s Web Service Operation Access link displays which access to Web
Service Operation has been granted for this User ID.

23. Click save to save the information. At this point, the following options are available:

Step Description
Click Add To return to the Add A New Value tab.
Click Update/Display | To return to the Find An Existing Value tab.

Copy User Profiles

The Copy User Profiles option is used to copy a user profile.

To copy a user profile:

1. Select the People Tools menu group.

2. Select the User Profiles menu.

3. Select the Copy User Profiles component. The Find An Existing Value tab - Copy
User Profiles page (Figure 25) is displayed.

Copy User Prefiles
Enter any infarmation you have and click Search. Leave fields blank for a list of all values

Find an Existing Value

Search by: [UseriD =] begins with|

[ case Sensitive

Search | advanced Search

Figure 25. Find An Existing Value tab - Copy User Profiles page

4. Complete the fields as follows:

Search By Thisfield defaultsto user 1D. TO change, select data
from the drop-down list. The valid values are user 1ID
and Description.

Begins With Enter the information that corresponds to the search by
value.
Case Sensitive Check this box if the user profile is case sensitive.

5. Click search. The Copy User Profiles page (Figure 26) is displayed.
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Copy User Profiles

Existing User D aa002924

“New User ID: 1

Description: |

*New Password: |

*Confirm Password: |
™ Copy ID Type Information

dncludes values assigned for types such as Employee,
CGustamer, Person, et

=) Save | ELReturn to Search | 1 Refresh

Figure 26. Copy User Profiles page

6. Complete the fields as follows:
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*New User ID Enter the new user 1D.

Description Enter the description of the new user ID.

*New Password Enter the new password for the new user ID.
*Confirm Password Re-enter the new password for the new user 1D.

Copy ID Type Information Check this box to include values assigned for types such
as Employee, Customer, Person, etc.

7. Click Save to save the information. The General Tab - User Profiles page (Figure 17)
isdisplayed. At this point, the following options are available:

Step Description

Click Return To The Find An Existing Value tab - Copy User Profiles page (Figure
Search 25) is displayed.

Click Refresh To refresh the page.

Delete User Profiles

The Delete A User Profile option is used to delete a user profile.

To delete a user profile:
1. Select the People Tools menu group.
2. Sdlect the User Profiles menu.

3. Select the Delete User Profiles component. The Find An Existing Valuetab - Delete
User Profile page (Figure 27) is displayed.
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Delete User Profile
Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value

Searchby: |UserlD | beging with]

[” Case Sensitive

Search | Advanced Search

Figure 27. Find An Existing Value tab - Delete User Profiles page

4. Complete thefields as follows:

Search By Thisfield defaultsto user 1D. TO change, select data
from the drop-down list. The valid values are user ID
and Description.

Begins With Enter the applicable information.

Case Sensitive Check thisbox if the Role Name is case sensitive.

5. Click search. The Delete User Profile page (Figure 28) is displayed.

Delete User Profile

nnnnnnnnnnnnnnnnnn

Figure 28. Delete User Profile page

6. Complete the fields as follows:

User ID Thisfield is populated based on the search/add criteria.

Begins With Thisfield is populate with the corresponding search/add
criteria entered.

Case Sensitive Check this box if the search/add criteriais case sensitive.

7. Click Delete User Profile. The User Profile Delete Confirmation pop-up (Figure 29) is
displayed.
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Warning -- Select Ok to confirm deletion of Liser Definition ar select Cancel. (48122}

ok | cancel |

Figure 29. User Profile Delete Confirmation pop-up

8. Click OK to delete the permissions list and return to the Find An Existing Value tab -
Delete User Profiles page (Figure 27).

OR

Click Cancel to cancel the deletion and return to the Find An Existing Value tab -
Delete User Profiles page (Figure 27).

Distributed User Profiles

This option alows the user to create and maintain user profiles.
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1. Select the People Tools menu group.
2. Select the User Profiles menul.

3. Select the Distributed User Profiles component. The Find An Existing Value tab -
Distributed User Profiles page (Figure 30) is displayed.

Distributed User Profile
Enter any information you have and click Search. Leave fields blank for a list of all values

J/ Find an Existing Value '\ Add a Mew »alue

Search by: [UseriD =] begins with[

Search | advance d Search

Find an Existing walue | Add a Mew value

Figure 30. Find An Existing Value tab - Distributed User Profiles page

4. Complete the fields as follows:

Search By Thisfield defaultsto user 1D. TO change, select data
from the drop-down list. The valid values are user 1ID
and Description.

Begins With Enter the applicable information that corresponds to the
search by criteria.

5. Click search. The General tab - User Profiles page (Figure 17) is displayed.
OR

Click the Add A New Value tab. The Add A New Value tab - Distributed User Profiles
page (Figure 31) is displayed.

31



32

Title 1, Chapter 17, Section 2
EmpowHR - Version 9.0

Distributed User Profile

/_Find an Existing ¥alus_}" Add a New Value

User ID: ||

Add

Find an Existing value | Add a Mew Value

Figure 31. Add A New Value tab - Distributed User Profiles page

6. Completethe User ID field asfollows:

User ID Enter the user ID to be added. Spaces are not allowed
when typing the User ID. Spaces will result in an error
message.

7. Click Add. The General Tab - User Profiles page (Figure 17) is displayed. For more
information, refer to the User Profiles section of this procedure manual.

Distributed User Set Up
This option alows the user to set up the distributed user profile component search record.
1. Select the People Tools menu group.
2. Select the User Profiles menu.

3. Select the Distributed User Set Up component. The Set Distributed User Profile
Search Record page (Figure 32) is displayed.

Set Distributed User Profile Search Record

Current Search Record: PSOPRDEFM_SRCH

Mew Search Record: I 2

Figure 32. Set Distributed User Profile Search Record page

4. Completethe field as follows:

New Search Record Enter the new search record or select data by clicking the
search icon.

5. Click Save to save the new search record.
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Purge Inactive User Profiles

This option alows the user to remove user profiles that have not been used for along period
of time.

1.
2.

Select the People Tools menu group.
Select the User Profiles menu.

Select the Purge Inactive User Profiles component. The Find An Existing Value tab -
Purge Inactive User Profiles page (Figure 33) is displayed.

Purge Inactive User Profilles
Enter any information you have and click Search. Leave fields blank for a list of all values

/ Find an Existing Value {_ Add a New value |

Search by: Run Control ID begins Withl

[” case Sensitive

Search |w

Find an Existing Value | Add a Mew Yalue
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Figure 33. Find An Existing Value tab - Purge Inactive User Profiles page

Complete the fields as follows:

Search By/Run Control
ID/Begins With Enter the run control ID.

Case Sensitive Check this box if the run control ID is case sensitive.

Click search. The Purge Inactive User Profiles page (Figure 34 ) is displayed.
OR

Click the Add A New Value tab. The Add A New Value tab - Purge Inactive User
Profiles page (Figure 34) is displayed.

Purge Inactive User Profilles

l(Eind an Existing Yalue { AddaNewValue\

Run Control ID: |

Add

Find an Existing Yalue | Add a Mew value

Figure 34. Add A New Value tab - Purge Inactive User Profiles page

6. Complete the field as follows:

Run Control ID Enter the run control ID to be added. Spaces are not
allowed when typing the User ID. Spaces will result in an
error message.

33



Title 1, Chapter 17, Section 2
EmpowHR - Version 9.0

7. Click Add. The Purge Inactive User Profiles page (Figure 35) is displayed. For more
information, refer to the User Profiles section of this procedure.

Purge Inactive User Profiles

Purge the system of user profiles that have not been used in a specified amaunt oftime
This aids in general housekeeping

Goto:  Setup Purge Fraguency for Inactive User Profiles

Run

Run Control ID: 1234 Report Mananer Process Manitor
B save | [=] Motify B Adel | B Update Display

Figure 35. Purge Inactive User Profiles page

8. Click the Setup Purge Frequency For Inactive User Profiles link. The Password
Controls page (Figure NO TAG) is displayed. For more information about password
contrals, refer to the Password Controls section of this procedure.

Permissions & Roles

This section contains the following topics:
Permission Lists
Copy Permission Lists

Delete Permission Lists

Roles

Copy Roles
Delete Roles
Execute Role Rules

Permission Lists

Permission Lists are groups of authorizations that are assigned to roles. A Permission list
may contain one or more types of permissions. The fewer types of permission in the
permission list the more modular and scalable an implementation. The granularity of the
permission lists is depended upon the organizational needs.

Permission lists include the following:
e Singon times
e Page access

e PeopleTools access
A user profile inherits most of its permissions through the roles that have been assigned to
the user profile. Some permission lists, such as process profile or row-level security are

applied directly to a user profile. Data permission, or row-level security display either
through a Primary list or a Row Security Permission lists.
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To add new permission list to arole, add more rows. Remember that a user’s access is
determined by the sum of all the permission lists applied to each role to which the user
belongs.

To create, maintain, copy, and delete permission lists:

1. Select the EmpowHR User Security (HD) menu group.

2. Select the Permission Lists. The Find An Existing Value tab - Permission Lists
page Figure 36) is displayed.

Permission Lists
Enter any information you have and click Search. Leave fields blank for a list of all values,

| Find an Existing Value " Add a New Valug |

Search by:  |[(REERINEES ~ | begins With|
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Search |Ad\ranced Search

Find an Existing Value | Add a New Walue

Figure 36. Find An Existing Value tab - Permission Lists page

3. Complete the fields as follows:

Search By Thisfield defaultsto Permission List. TO change,
select data from the drop-down list. The valid values are

Permission List and Description.

Begins With Enter the information that corresponds to Search By
value.

4. Click Search. The General tab - Permissions List page (Figure 38) is displayed.
OR
Select the Add A New Value tab. The Add A New Value tab - Permission Lists
page (Figure 37) is displayed.

Permission Lists

J Eind an Existing Value ¥ Add a New Value

Permission List: |

Add

Find an Existing Value | Add a Mew Value

Figure 37. Add A New Value tab - Permission Lists page
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5. Complete the field as follows:

Permission List Enter the applicable information.

6. Click Add. The General tab -Permission List page (Figure 38) is displayed. This tab
sets general or miscellaneous attributes and system defaults.

/ General Y Pages Y PeopleTools Y Process Y Sign-on Times O [b)

Fermission List:

Description:

123

Permission List General

36

Nawvigator Homepage:

™ can Start Application Server?

I Allow Password to be Emailed?

' Never Time-out
" Specific Time-out (minutes) I

B save

Time-out Minutes

a,

B 2ad | ] UpdateDisplay

Figure 38. General tab - Permission List page

7. Complete the fields as follows:

Permission List

Description

Navigator Homepage

Can Start Application
Server?

Allow Password To Be
Emailed?

Never Time-out

Specific Time-out
(Minutes)

Thisfield is popul ated based on the search criteria
entered.

Enter the description of the Permission List. The infor-
mation entered in this field will populate the Description
field on subsequent tabs. If thisfield is left blank, the
Description field will be blank on subsequent tabs.

Enter the applicable Navigator Homepage or select data
by clicking the search icon.

Check this box if applicable.

Check this box if applicable.

This box is selected. Deselect if applicable.

Enter a value to represent the number of minutes before
the application will time out in the second part of the
field.
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8. Select the Pages tab. The Pages tab-Permission List page (Figure 39) is displayed.
This tab set page permissions.

/ General y Pages Y FeopleTools Y Process ) Sign-on Times  [&

Fermission List: 123

Description

Mohile Page Permissions

Cuc @ First [ or 1 [P Last
Menu Name Menu Label Edit Components
| (&} Edit Components =
=) Save | [E £l | #| Upclate Display.

Figure 39. Pages tab - Permission List page

9. Complete thefields as follows:
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Permission List Thisfield is populated based on the search criteria
entered.
Description Thisfield is populated based on the description entered

on the General tab - Permission List page (Figure 38)

Menu Name Enter the applicable menu name or select data by clicking
the search icon.

Menu Label Thisfield is populated based on the menu name entered.

10. Click the Mobile Page Permissions link. The Mobile Page Permissions
page (Figure 40) is displayed.

Mobile Page Permissions

Permission List:  ALLPARNLS

Description:
Mobile Pages Custorize | Find | View &1l | B First (4] 1 ot 1 [¥] Last
Mobile Page Name Description
| Q. Time Repoting Codes =]

Ok | Cancel |

Figure 40. Mobile Page Permissions page

11. Complete the field as follows:
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Permission List Thisfield is populated based on the search criteria
entered.

Description Thisfield is popul ated based on the description entered
on the General tab - Permissions page (Figure 38).

Mobile Page Name Enter the mobile page name or select data by clicking the
search icon.

12. Click OK. Theinformation is saved. The Pages tab - Permission List page (Figure 39)
is displayed.

OR
Click Cancel. The Pages tab - Permission List page (Figure 39) is displayed.

13. Click the Edit Components link. The Component Permissions page (Figure 41) is
displayed.

Component Permissions
Adrminister COBRA
Components CUs ize | Find 5| as Select All
Authorized? Component Name Item Label View Cantont References for
-] CBR_PERSOMAL_DATA  Modify Persanal Information EditPages wiew Deselect All
- CBR_PRINT Reprint Selected Letters EditPages vigw
] COBRA_ACTIVITY Review COBRA Triggers EditPages Vigw
= COBRA_DEP_BENEF Wodify DependentBeneficiaries  EditPages Vigw
] COBRA_EVENT_ING Review Event Summary EditPages View
= COBRA_FSA FSA Benefits EditPages Vigw
] COBRA_HEALTH Health Benefits Edit Pages Vi
[l COBRA_| Reniew 0 Edit Panes Vi
-] COBRA_PARTIC_ENT1 Partitipant Elections EditPanes wiew
i GOBRA_PARTIG_TERN Terminate Participant EditPages view
-] COBRA_PROG_PARTIC  Assign ta Benefit Program EditPages vigw
- COBRA_RUNCTL Qualify EventiProc Enrallment EditPages vigw
] COBRA_STATUS Undate Event Status EditPages Vigw
= MANUAL_COBRA Create COBRANon-Employee  EditPages Vigw
] MANUAL_HEALTH Select Health Benefits EditPages View
= MANUAL_PROG_PARTIC  Assign Benefit Program EditPages Vigw
] RUN_CBRO01 Create Initial Letter Edit Pages Vi
[l RUN_CBRO0Z Greate Secondary Letter EditPanes Vi
-] RUN_CBRO03 Greate Termination Letter EditPanes wiew
i RUN_CBRO04 GCreate Open Enrallment Letter  EditPages view
-] RUN_CBRO0S Event Summary Report EditPages vigw
- RUN_CBRO0G Enroliment Report EditPages vigw
] RUN_CBROO7 Audit Report EditPages Vigw
= RUN_CBRO0S Error Report EditPages Vigw
u RUN_CBR00S Create Unavailahility Letter EditPages Vigw
oK Cancel

Figure 41. Component Permissions page

At this point, the following options are available:

Step Description

Click Select All To select all components.

Click Deselect All To deselect all components.

Click the Edit Pages The Page Permissions page (Figure 42) is displayed.
link.
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14.

15.

16.

17.

Page Permissions
ADMIMNISTER_AUTOMATED_BEMNEFITS | Use §f Review BAS Activity
First [ 4 or 4 [ Last
BenAdrmin Activity (| - ESZ:mgmismay
I™ updateDisplay All
I” correction
Select All |
Deselect All | g
T
o
(o174 Cancel i
o
c
Figure 42. Page Permissions page o
(7]
8
Complete the field as follows: 5
<
Authorized? Check this box if applicable. E
Display Only Check this box if applicable.
Add Check this box if applicable.
Update/Display Check this box if applicable.
Update/Display All Check this box if applicable.
Correction Check this box if applicable.

Click Select All to select all available components.
OR

Click Deselect All to deselect all components.
Click OK. The information is saved and the Component Permissions page (Figure 41)
is displayed.

OR
Click Cancel. The Component Permissions page (Figure 41) is displayed.
Click the Edit link. The Content References page (Figure 43) is displayed. This page
displays all the content references in the database that point to this component. If the

“Accessible” column is checked, the Permission list is displayed. This Permission List
includes accessto all parent folders of the content reference.
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Content Referances

Figure 43. Content References page

18. Click Return. The Component Permissions pages (Figure 41) is displayed.

19. Click OK to save the information. The Pages tab - Permission List page (Figure 39) is
displayed.
OR
Click Cancel to cancel the action. The Pages tab - Permission List page (Figure 39) is
displayed.

20. Select the People Tools tab. The Peoples Tools tab - Permission List page (Figure 44)
isdisplayed. Thistab grants access to the PeopleTools application and grant access for
specific options within PeopleTools.

/ General ' Fages | PeopleTools Y Process Y Sign-onTimes | [M

Permission List: 123

Description:
PeopleTools Permissions

[ application Designer Access
Definition Permissions Tools Permissions Miscellaneous Permissions
[ Data Mover Access
™ Definition Security Access
[ Query Access
[ Performance Monitor PPMI Access

Realtime Event Notification

Eealtime Event Motification Permissions

Data Archival

[ Generate SQL [ Edit SQL
[ Run saL ™ Purge Audit
B save I S Add | UpdateDizplay

Figure 44. People Tools tab - Permission List page

21. Complete the fields as follows:

Permission List Thisfield is populated based on the search criteria
entered.
Description Thisfield is populated based on the description entered

on the General tab - Permission List page (Figure 38).
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Application Designer

Access

Data Move Access

Definition Security
Access

Query Access

Performance Monitor
PPMI Access

Generate SQL

Edit SQL

Run SQL

Purge Audit

Check this box to activate the Definition Permissions,

Tools Permissions, and Miscellaneous Permissions links.
These links alow a user to define various permissionsin

the application.

Check this box to activate data mover access.

Check this box to activate definition security access.

Check this box to activate query access.

Check this box to activate performance monitor PPMI
access.

Check this box to allow users to generate an SQL.

Check this box to allow users to edit an SQL.

Check this box to allow usersto run an SQL.

Check this box to alow users to purge an audit.
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22. Click the Definition Permissions link. The Definition Permissions page (Figure 45) is

displayed.

Definition Permissions
EEMNEFITS

Fermission List

Obiect
Activity
Analytic Model

App Engine Program

Application Package

Component

Component Interface
Field

File Layout

File Reference
HThL

Image

mMenu

Merge

Message

Message Channel
Message Mode
Mobile Pages

Page

FPeopleCode WWork-In-FProgress
Problem Type
Project

Record

Style Sheet

Type Code

wisual Merge Fage

=T | cancer |

Read Only (all) I

Mo Access [ I

(&[] ] ¢

Figure 45. Definition Permissions page

41



Title 1, Chapter 17, Section 2
EmpowHR - Version 9.0

23. Complete the fields as follows:

Permission List Thisfield is populated based on the search criteria
entered.
Description Thisfield is popul ated based on the description entered

on the General tab - Permission List page (Figure 38).
Object Thisfield is populated.

*Access Select data from the drop-down list. The valid values are
Full Access, No Access, and Read Only Access.

At this point, the following options are available:

Step Description

Click Full Access (All) | To apply that value to all objects.

Click Read Only (All) To apply the read all value to all objects.
Click No Access (All) | To apply the not access value to all objects.

24. Click OK to save the data. The People Tools tab - Permission List page (Figure 44) is
displayed.
OR

Click Cancel to cancel the action. The People Tools tab - Permission List
page (Figure 44) is displayed.

25. Click the Tools Permissions link. The Tools Permissions page (Figure 46) is

displayed. The access code drop-down list for each tool listed may vary depending on
the permission list selected.

Teols Permission

Permission List  BENEFITS

Description:

Customize | Find | ] s 16 of & A S Full Access (All) |
Tool lAccess Code

Build i Diata Admin

Read Only (ally |

Change Control

Mo Access (Al |
Language Translations Mo hd

FPeoplecode Debugger IND AcCess vl

SaL Editar IND ACCESS vl

Upgrade IND AcCess vl
Ok | Cancel |

Figure 46. Tools Permissions page

26. Complete the fields as follows:
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Permission List Thisfield is populated based on the search criteria
entered.
Description Thisfield is populated based on the description entered

on the General tab - Permission List page (Figure 38).
Tool Thisfield is populated.

*Access Enter the applicable information or select data from the
drop-down list. The access code drop-down list for each
tool listed may vary depending on the permission list
selected.

At this point, the following options are available:

Step Description

Click Full Access (All) | To apply that value to all objects.

Click Read Only (All) To apply the read all value to all objects.
Click No Access (All) | To apply the not access value to all objects.
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27. Click OK to save the data. The People Tools tab - Permission List page (Figure 44) is

displayed.

OR
Click Cancel to cancel the action. The People Tools - Permission List page (Figure 44)
is displayed.

28. Click the Miscellaneous Permissions link. The Miscellaneous Permissions
page (Figure 47) is displayed.

Miscellaneous Permissions

Fermission List: BEMEFITS

Description:

Customize | Find | Hif First [«] -5 of 5 [»] Last Full Access (Al |
Feature *ACCESS

Access Profiles

0 ACCESS =2 Read Qnly (All) |
Caolor Mo access -
I _I Mo Access @l |
Field Format IND access vl
Style IND ACCRSS vl
Toaol Bar IND access 'I
(=134 | Cancel |

Figure 47. Miscellaneous Permissions page

29. Complete the fields as follows:

Permission List Thisfield is populated based on the search criteria
entered.
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Description This field is populated based on the description entered
on the General tab - Permission List page (Figure 38).

Feature Thisfield is populated.

*Access Enter the applicable information or select data from the
drop-down list. The valid values are Full Access, No
Access, and Read Only Access.

At this point, the following options are available:

Step Description

Click Full Access (All) | To apply that value to all objects.

Click Read Only (All) To apply the read all value to all objects.
Click No Access (All) | To apply the not access value to all objects.

30. Click OK to save the data. The People Tools tab - Permission List page (Figure 44) is
displayed.
OR
Click Cancel to cancel the action. The People Tools tab - Permission List
page (Figure 44) is displayed.

31. Click the Realtime Event Notification Permissions link. The REN Permissions
page (Figure 48) is displayed.

REN Permissions

Fermission List: BEMNEFITS

Description:

F'_e:missiun Customize | Find | - S i = Full Access (Al |
Obiject *Access Code - Mo Access (Al |
MCF Agent [ro Access =]

MCF CTI Sarver [Mo Access =]

MCF Customer Im

MCF MCFLOG Server [Mo Access =]

MCF Motify Queue [No Access =]

MCF Supervisar [MoAccess =]

MCF UQSRY Sarver [ro Access =]

Optimization Motify Im

Reporting Window Im

=14 I Cancel I

Figure 48. REN Permissions page

32. Complete the fields as follows:

Permission List Thisfield is popul ate based on the search criteria entered.

Description Thisfield is populated based on the description entered
on the General tab - Permission List page (Figure 38).
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Object

*Access Code

At this point, the following options are available:

Step

Thisfield is populated.

Enter the applicable information or select data from the
drop-down list. The valid values are Full Access, No
Access, and Read Only Access.

Description

Click Full Access (All)

To apply that value to all objects.

Click Read Only (All)

To apply the read all value to all objects.

Click No Access (All)

To apply the not access value to all objects.

33. Click OK to save the data. The People Tools tab - Permission List page (Figure 44) is

displayed.
OR

Click Cancel to cancel the action. The People Tools tab - Permission List
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page (Figure 44) is displayed.

34. Select the Process tab. The Process tab - Permission List page (Figure 49) is
displayed. This tab specifies to what capacity a user or role can modify EmpowHR
Process Scheduler settings.

/ General ¥  Pages Y PeopleToaols ¥ Process Y Sign-on Times  [F)

Permission List 123

Description:

Process Group Permissions

Frocess Profile Fermissions

B save I

Process Permissions

S0 | Update.fDisplayI

Figure 49. Process tab - Permission List page

35. Complete the fields as follows:

Permission List

Description

Thisfield is popul ated based on the search criteria
entered.

Thisfield is popul ated based on the description entered
on the General tab - Permission List page (Figure 38).

36. Click the Process Group Permissions link. The Process Group Permission
page Figure 50) is displayed.
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Precess Group Permission
Fermission List: BEMEFITS

Description:

Customize | Find | 58

Process Group

I (S E =

Ok I Cancel I

Figure 50. Process Group Permission page

37. Complete the fields as follows:

Permission List Thisfield is populated based on the search criteria
entered.
Description Thisfield is populated based on the description entered

on the General tab - Permission List page (Figure 38).

Process Group Enter the process group or select data by clicking the
search icon.

38. Click OK to save the data. The Process tab - Permission List page (Figure 49) is

displayed.

OR
Click Cancel to cancel the action. The Processtab - Permission List page (Figure 49)
is displayed.

39. Click the Process Profile Permissions link. The Process Profile Permission
page Figure 51) is displayed.
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Process Profile Permission

Permission List.  BENEFITS

Description:
Server Destinations Allow Requestor To

File: | ™ Override Output Destination
Printer; [™ Override Server Parameters

051390 Joh Cantrols ™ View Server Status
[” Update Server Status
Name: P
[” Enable Recurrence Selection
Acct:

Allow Process Request

“View By |None hd
*Update By | None h

Ok Cancel

Figure 51. Process Profile Permission page
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40. Complete the fields as follows:

Permission List Thisfield is populated based on the search criteria
entered.
Description Thisfield is populated based on the description entered

on the General tab - Permission List page (Figure 38).

File Enter the applicable file name for the server destination.
Printer Enter the applicable printer name for the server destina-
tion.

Override Output ) ) )
Destination Check this box if applicable.

Override Server ) ) )
Parameters Check this box if applicable.

View Server Status Check this box if applicable.

Update Server Status Check this box if applicable.

Enable Recurrence ) ) )
Selection Check this box if applicable.
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Name Enter the name for the job controls.

Acct Enter the account for the job controls.

View By Enter the applicable information or select data from the
drop-down list. The valid values are 211, None, and
Owner.

Update By Enter the applicable information or select data from the
drop-down list. The valid values are 211, None, and
Owner.

41. Click OK to save the data. The Process tab - Permission List page (Figure 49) is

displayed.

OR
Click Cancel to cancel the action. The Processtab - Permission List page (Figure 49)
is displayed.

42. Select the Sign-on Times tab. The Sign-On-Times tab - Permission List
page (Figure 52) is displayed. This tab specifies when users are authorized to sign in to
the EmpowHR application. If users are singed in to the application when the sing-in
time expires, they are automatically signed out.

[ General | Pages ) PeopleTools j Process | Sign-onTimes ' [¥)

Permission List 123

Description:

Customize | Find | L First [ 1.7 o6 7 [M] Last
Start Time End Time

W o ER B E
e A E R ®E
|Wednesday =] IF IW IF IE =
|Thursday =] IF IW IF IE =
[Few A E R ®E
|Saturday jﬁﬁﬁﬁ =
e R ®
EEd [Bvacc || upostedispy |

Figure 52. Sign-On Times tab - Permission List page

43. Complete the fields as follows:

Permission List Thisfield is populated based on the search criteria
entered.
Description Thisfield is populated based on the description entered

on the General tab - Permission List page (Figure 38).
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Day Enter the applicable information or select data from the
drop down list. The valid values are sunday, Monday,
Tuesday, Wednesday, Friday, and saturday.

Start Enter the applicable hour for the start time.
Time Enter the applicable minute(s) for the start time. |
T
]
S
End Enter the applicable hour for the end time. T
@
o
Time Enter the applicable minute(s) for the end time. g
3
44. Select the Component Interfaces tab. The Component Interfaces tab - Permission List ’g

page (Figure 53) is displayed. This tab grants access to any component interfaces that a
user may need to use to complete a transaction.

4] { Sign-on Times " Component Interfaces Y Web Libraries j Web Serices | [¥)

Permission List 11

Description:

IComponent Interfaces
HName

Custamize | Find | #E First ] A af 1 ] Last
Edit

B save

Q. Edit =l
Esadd Update.fD\sp\ayI

Figure 53. Component Interfaces tab - Permission List page

45. Complete the fields as follows:

Permission List

Description

Name

46. Click the Edit link to edit the permissions for the component interface selected. The

Thisfield is popul ated based on the search criteria
entered.

Thisfield is popul ated based on the description entered
on the General tab - Permission List page (Figure 38).

Enter the component interface name or select data by
clicking the search icon.

Component Interface Permissions page (Figure 54) is displayed.
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Component Interface Permissions

ACAD_HISTORY_PERS

Customize | Find | i First |I| 13013 [T Al

Method "Method Access
E— [— hoAccess (Al
Get Cess
Cancel Mo Access 'l
Find Mo Access 'l
0K Cancel |

Figure 54. Component Interface Permissions page

47. Complete the fields as follows:

Name Thisfield is populated based on the component interface
name entered or selected on the Component I nterfaces
tab - Permissions page (Figure 54) .

Method Thisfield is populated.

*Method Access Enter the applicable information or select data from the
drop-down list. Thevalid valuesare Full Access
and No Access.

At this point, the following options are available:

Step Description

Click Full Access (All) | To apply that value to all objects.

Click No Access (All) | To apply the not access value to all objects.

48. Click OK to save the data. The Component Interfaces tab - Permission List
page (Figure 53) is displayed.
OR

Click Cancel to cancel the action. The Component Interfaces tab - Permission List
page (Figure 53) is displayed.

49. Select the web Libraries tab. The Web Libraries tab - Permission List page (Figure 55)
is displayed. This tab sets web library permissions. Security Administrators should
make sure that users have the proper access to web libraries. If users do not have
proper authorization to the web library and its associated scripts, then they won't have
proper access to the application. If users are not authorized for a particul arity web
library or script, then cannot invoke it.
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(4] / Sign-on Times | Component Interfaces | Web Libraries {_ieb Serices | [¥)

Permission List: 1
Description

eh Libraries Customize | Find | B
Weh Library Name Edit
I @, Edit
& save I

First [4] 10f 1 [¥] Last
=
Esadd | FUpdateiDisplay

Figure 55. Web Libraries tab - Permission List page

50. Complete the fields as follows:

Permission List

Description

Web Library Name

Thisfield is popul ated based on the search criteria
entered.

Thisfield is popul ated based on the description entered
on the General tab - Permissions List page (Figure 38).

Enter the Web Library Name or select data by clicking
the search icon. Thisfile displays the web libraries added
to the permission list.

51. Click the Edit link. The Weblib Permissions page (Figure 56) is displayed.

Weblib Permissions

WEBLIB_ALERT

feb Librarny Permission

Function

ALERTCOUNT.FieldFarmula.|Script_ConnectTest

0K | Cancel

Customize | Find | #E First 1 of 1 E| Last Full Access (Al |
View Content References for

.
!Access Permissions this Script

Wiew

Mo Access (All)

Figure 56. Weblib Permissions page

52. Complete the fields as follows:

Name

Thisfield is popul ated based on the web library name
entered or selected on the Web Libraries tab - Permission
List page (Figure 55).
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Function Thisfield is populated.

*Access Permissions Enter the applicable information or select data from the

drop-down list. The valid values are Full access and
No Access.

At this point, the following options are available:

53.

54.

55.

56.

Step Description

Click Full Access (All) | To apply that value to all objects.
Click No Access (All)

To apply the not access value to all objects.

Click the View link. The Content References page (Figure 57) is displayed. This page
displays all the content references in this database that point to this script. If the
Accessible column is checked, the Permission List is displayed. This Permission List
includes accessto all parent folders of the content reference.

Content References

Hnction: ALERTCOUNT FisldFarmula IScripl_ConnecTist

The gnd below shows all She content referances inis dalabase that point o this scngt
Ifthe “Accessible” column i chacked, this Parmission Listincludes access 10 all parent folders of the content reference.

Enrtal Hame Mama Labal Accessble  palh

L ___________________________________________________________________________|
Reburn

Figure 57. Content References page

Click Return. The Weblib Permissions tab - Permission List page (Figure 56) iS
displayed.

Click OK to save the data. The Weblib Permissions tab - Permission List
page (Figure 55) is displayed.
OR
Click Cancel to cancel the action. The Weblib Permissions tab - Permission List
page (Figure 55) is displayed.

Select the Web Services tab. The Web Servicestab - Permission List page (Figure 58)
is displayed. This page can be customized.



Title 1, Chapter 17, Section 2
EmpowHR - Version 9.0

4] / gign-on Times | Componentinterfaces | Weh Libraries | Wweb Services i [F)

FPermission List 11

Description:

Full Access (Al I Mo Access (Al |

Zustomize | Find | i First [«] 1of 1 ] Last
Service Edit
I @ Edit =
Bl save I =¥ I UpdateDisplay I

Figure 58. Web Services tab - Permission List page

57. Complete the fields as follows:
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Permission List Thisfield is populated based on the value added on the
Add A New Value tab.

Description Thisfield is populated based on the Description entered
on the General tab - Permission List page (Figure 38). If
no data was entered on the General tab (Figure 38), this
field will be blank.

Service Enter the applicable service or click the icon to select the
applicable service.

58. Click the Edit link.

59. Select the Personalizations tab. The Personalizations tab - Permission List
page (Figure 59) is displayed. This tab sets which personalization users can use and
which they can customize.

(4] / wep Senvices | Per izati % Query Y MassChange | Links W
Fermission List: 123

Desctiption

Personalization Options

I i qory - - -

‘L)evglln Categol Option Category Group Edit Options

[ - | | | Edit options =]

B save Eedd | & UpdeteDisplay

Figure 59. Personalizations tab - Permission List page
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60. Complete the fields as follows:

Permission List Thisfield is populated based on the search/add criteria
entered.
Description Thisfield is popul ated based on the description entered

on the General tab - Permission List page (Figure 38).

Option Category Level Select the applicable data from the drop-down list. The
valid values are as follows:

Option Category Level Valid Values
CRM

Custom

EPM

FIN

HRMS

LA

SCM

Tools

Option Category Group  Select the applicable data from the drop-down list. The
valid values are as follows:

Option Category Group Valid Values
App Designer

Preferences

Custom Personalizations

PS Internet Architecture

Portal Personalizations

Query Preferences

Tree Manager Preferences

61. Click the Edit Options link. The Personalization Permissions page (Figure ) is
displayed.

Personalization Permissions
Option Category Level:
Option Category Group:

Personalization Options Select All

. . Allow User
Category User Option Description “option Deselect All

~

Figure 60. Personalization Permissions page
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62. Complete the fields as follows:

Option Category Level Thisfield is populated from the Personalizations tab -
Permission List page.

Option Category Group  Thisfield is populated from the Personalizations tab -
Permission List page.

m
3
Category Thisfield is blank and cannot be modified. §
3
Cc
User Option Thisfield is blank and cannot be modified. 2
w
3
Description Thisfield is blank and cannot be modified. E‘,
5
Allow Users Option Check this box if the user is allowed to use =

At this point, the following options are available:

Step Description
Click Select All To select all personalization options.
Click Deselect All To deselect all personalization options.

63. Click OK. The datais saved and the Personalizations tab - Permission List
page (Figure 59) is displayed.
OR
Click Cancel. The action is canceled and the Personalizations tab - Permission List
page (Figure 59) is displayed.

64. Select the Query tab. The Query tab - Permission Lit page (Figure 61) is displayed.
This tab control the query operations a user can perform and the data they can access
while using EmpowHR Query.

] / Web Services | Personalizations }"  Query '\ Mass Change j°  Links D]

Permission List: 123

Description:
Query Permissions

Access Group Permissions

Guery Profile

&) Save B Addd | UpdateJD\splayl

Figure 61. Query tab - Permission List page
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65. Complete the fields as follows:

Permission List Thisfield is populated based on the search criteria
entered.
Description Thisfield is populated based on the description entered

on the General tab - Permission List page (Figure 38).

66. Click the Access Group Permissions link. The Permission List Access Groups
page (Figure 62) is displayed.

Permission List Access Groups
Fermission List.  BEMEFITS

Description

Customize | Find | #H First E 10f 1 m Last

*Tree Name *hccess Group Accessible
I | a F =
Ok | Cancel |

Figure 62. Permission List Access Groups page

67. Complete the fields as follows:

Permission List Thisfield is populated based on the search/add criteria
entered.
Description Thisfield is populated based on the description entered

on the General tab - Permission List page (Figure 38)

*Tree Name Enter tree name or select data by clicking the search icon.

*Access Group Enter access group or select data by clicking the search
icon.

Accessible Check this box if applicable.

68. Click OK. The datais saved and the The Permission List Access Groups
page (Figure 62) is displayed.
OR
Click Cancel. The action is canceled and the The Permission List Access Groups
page (Figure 62) is displayed.

56



Title 1, Chapter 17, Section 2
EmpowHR - Version 9.0

69. Select the Mass Change tab. The Mass Change tab - Permission List page (Figure 63)
is displayed. This tab sets mass change security permissions.

(4] / wieh Senices | Personalizations |

Query | MassChange Y Links | Audit 3 [¥

Fermission List. 123

Description:

Mass Change Customize | Find | B8 First (4] 1 o 1 [ Last
Mass Change Template ID

" OK To Execute Online

B save |

Q & =

B Ao | UpdateDisplay

Figure 63. Mass Change tab - Permission List page

70. Complete the fields as follows:

Permission List

Description

OK To Execute Online

Mass Change Template
ID
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Thisfield is populated based on the search/add criteria
entered.

Thisfield is popul ated based on the description entered
on the General tab - Permission List page (Figure 38).

Check this box if applicable.

Enter the Mass Change Template ID or select the applica-
ble data by clicking the search icon.

71. Select the Links tab. The Links tab - Permission List page (Figure 64) is displayed.
Thelinkstab is uses to view links to other pages within the EmpowHR application
that pertain to a particular permission list.

57



58

Title 1, Chapter 17, Section 2
EmpowHR - Version 9.0

" Mass Change Links Y [

4] [/ wWeh Services | Personalizations ) Qiuery

Fermission List: 123

Description:

U=ze the links below to navigate to other security settings for this object.

Customize | Find |

Description

E £cid | UpdateDisplay |

B save I

Figure 64. Links tab - Permission List page

72. Complete the fields as follows:

Permission List Thisfield is populated based on the search/add criteria
entered.
Description Thisfield is populated based on the description entered

on the General tab - Permission List page (Figure 38).

73. Select the Audit tab. The Audit tab - Permission List page (Figure 65) is displayed.
This tab allows the user to inquiry when a permission list was last updated and by

whom.

% Permission List Queries

4]/ @Query % MassChange ¥ Links Y Audit

Fermission List: 123

Description:

Audit Information

Last Update User ID:

Last Update Date/Time:

El save I Es Add Update.lDisplayI
Figure 65. Audit tab - Permission List page
74. Complete the fields as follows:
Permission List Thisfield is populated based on the search/add criteria

entered.
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Description This field is populated based on the description entered
on the General tab - Permission List page (Figure 38).

Last Update User ID Thisfield is populated with the last update.

Last Update Date/Time  Thisfield is populated with the last date/time the User 1D
was updated.

75. Select the Permission List Queries tab. The Permissions List Queries tab - Permission
List page (Figure 66) is displayed.

@/ Guery Y MassChange §  Links " Audit ) Permission List Queries '

Permission List 123

Description:
Permission List Queries

Permission List's User|Ds
(hich User|D's are assigned to this Permission List®)
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Permizsion List's Roles
{vhich Roles are assigned to this Permission List?)

Permission List's Page Access
(Which pages can this Permission Listaccess™

Permission List's Signon Times
(hat are the valid signon times for this Permission List?)

Permission List's Application Designer Object Access
thich Application Designer objects can this Permission Listaccess?)

Fermission List's Misc. PeopleTool Access
(Can this Permission List access Application Designer, Client Process, Data Mover,
Import Manager, Object Security or Guery?)

Permission List's Content Reference Access
(hich Content References can this Permission List access?)

Permission List's Content Reference (includes Portal Access
{hich Content References (includes Portal) can this Permission List access?)

Permission List's Content Reference (includes Menu, Component and harkef) Access
(hich Content References (includes Menu, Component and Market) can this Permission List access?

Figure 66. Permission List Queries tab - Permission List page

76. Complete the fields as follows:

Permission List Thisfield is populated based on the search criteria
entered.
Description Thisfield is popul ated based on the description entered

on the General tab - Permission List page (Figure 38).

Permission List Queries  Thisfield displaysalist of links that allow the user to
perform queries. Below isalist of the links as follows:

e Click the Permission List’s User IDs link. Thislink includes; Which User IDs are
assigned to this Permission List?

e Click the Permission List’s Page Access link. Thislink includes: Which roles are
assigned to this Permission List?

59



Title 1, Chapter 17, Section 2
EmpowHR - Version 9.0

e Click the Permission List’s Signon Times link. This link includes. What are the valid
signon times for this Permission List?

e Click the Permission List’s Application Designer Signon Access link. Thislink
includes: Which application designer objects can this Permission List Access?

e Click the Permission List’s Page Access link. Thislink includes: Which pages can
this Permission List access?

e Click the Permission List’s Misc. People Tools Access link. Thislink includes: Can
this Permission List access application designer, client process, data mover, import
manager, object security, or query?

e Click the Permission List’s Content Reference (Includes Portal) Access link. This
link includes: Which content references can this Permission List access?

e Click the Permission List’'s Content Reference (Includes Menu, Component, and
Market Access link. Thislink includes: Which content references (includes Menu,
Component, and Market) can this Permission List access?

e Click the Permission List’s Web Service Operation Access link. Thislink includes:
Which Web Services operation can this Permission List Access?

77. Click Save to save the information.

At this point, the following options are available:

Step Description

Click Add To return to the Add A New Value tab.

Click Update/Display | To update the page.

Copy Permission Lists
The Copy Permission Lists option is used to copy a permission list.
To copy a permission lists:

Select the People Tools menu group.

Select the Security menu.

Select the Permission Lists menu item.

L A

Select the Copy Permission Lists component. The Find An Existing Value tab-
Permission List Save As page (Figure 67) is displayed.

Permission List Save As
Enter any infarmation you have and click Search. Leave fizlds blank far a list of all values.

Find an Existing Value
Search by: IPermission List vlbegins Withl\

Search |Advanced Search

Figure 67. Find An Existing Value tab - Permission List Save As page
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5. Complete the fields as follows:

Search By Thisfield defaultsto Permission List. TO change,
select data from the drop-down list The valid values are
Description and Permission List. |f Description

is selected, the Case Sensitive field is displayed.

Begins With Enter the information that corresponds to the Search By
value selected.

Case Sensitive Check this box if the criteriais case sensitive. Thisfield
is displayed when pescription is selected in the Search
By field.

6. Click Search. A list of matches is displayed.
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7. Select the applicable item on the list. The Permission List Save As page (Figure 68) is
displayed.

Permission List Save As

Save Permission List  ADJUDICATOR To: ||

Figure 68. Permission List Save As page

8. Complete the fields as follows:
Save Permission List This field defaults to the item selected on the list of
matches displayed after clicking Search on the Find An

Existing Vaue tab - Permission List Save As page
(Figure 67).

To Enter the applicable information.

9. Click save to save the copied permission list. At this point, the following options are

available:
Step Description
Click Return To To return to the Find An Existing Value tab - Permission Llist Save
Search As page (Figure 67).
Click Refresh To refresh the page.

Delete Permission Lists

The Delete Permission Lists option is used to delete a copied permission list that has been
saved.
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To delete a permission list:
1. Select the People Tools menu group.
2. Sdlect the Security menu.
3. Select the Permissions & Role Lists menu item.

4. Select the Delete Permission Lists component. The Find An Existing Value tab-
Permission List Save As page(Figure 69) is displayed.

Delete Permission List
Enter any information you have and click Search. Leave fields blank for a list of all values

{ Find an Existing Value '

Search by: IPermissiDn ListLI begins With||

Search |Advanced Search

Figure 69. Find An Existing Value tab - Delete Permission List page

5. Complete thefields as follows:

Search By Thisfield defaultsto Permission List. TO change,
select data from the drop-down list The valid values are
Description and Permission List. |f Description

is selected, the Case Sensitive field is displayed.

Begins With Enter the information that corresponds to the Search By
value selected.

Case Sensitive Check this box if the criteriais case sensitive. This field
is displayed when pescription is Selected in the Search
By field.

6. Click Search. A list of matches is displayed.

7. Select the applicable item on the list. The Delete Permission List page (Figure 70) is
displayed.

Delete Permission List
Permission List Id: ADJUDICATOR

Gsists Permission List |

L Roturn to Search | | 4 Refresh |

Figure 70. Delete Permission List page
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8. Complete the fields as follows:

Permission List ID Thisfield is populated based on the item selected on the
list of matches.

9. Click Delete Permission List. A Delete Permissions Confirmation pop-up (Figure 71)
appears.

Warning -- Select Ok to confirm deletion of Permission List Definition or select Cancel. (48,121)

Ol | Cancell

Figure 71. Delete Permissions Confirmation pop-up

10. Click OK to delete the permission list and return to the Find An Existing Value tab -
Delete Permission List page (Figure 69).

OR
Click Cancel to cancel the deletion and return to the Delete Permission List
page (Figure 70).
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Roles Component

Roles are assigned to user profiles and are intermediate objects that link user profiles to
permission lists. Multiple roles can be assigned to a user profile and multiple permission list
can be assigned to arole. Users are able to display both static and dynamic role member from
two Roles pages.

¢ Roles- Members page

e Roles- Dynamic Members page

The Roles - Members page is used to display the current list of static role members. the
roles-Dynamic Members page is used to display the current list of dynamic roll members. If
an agency is not currently using the dynamic roles, then thislist is not populated.

This option is used to create and maintain roles established in the database.
To create or modify a role:
The Roles option is used to create or modify arole.

1. Select the People Tools menu group.

2. Select the Security menu.

3. Sdlect the Permission Lists menu item.

4. Select the Roles component. The Find An Existing Value tab- Roles page (Figure 72)
is displayed.
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Roles
Enter any information you have and click Search. Leave fields hlank for a list of all values.

[ Find an Existing Value | Add a Mew Value |

Search by: IRDIe Name vlbegins Withl

[ Case Sensitive

Search | advanced Search

Find an Existing Value | Add a Mew Walue

Figure 72. Find An Existing Value tab - Roles page

5. Complete thefields as follows:

Search By Click the down arrow to select the applicable Search By
option. Thisfield defaultsto Role Name. Thevalid val-
Ues are Description and Role Name.

Begins With Enter the applicable information.

Case Sensitive Check this box if the criteriais case sensitive.

6. Click Search. The General tab - Roles page (Figure 74) is displayed.

OR
Select the Add A New Value tab. The Add A New Vaue tab - Roles page (Figure 73) is
displayed.
Reles

/_Eind an Existing ¥alue _} Add a New Yalue

Fole Hame: ||

Add

Find an Existing “Yalue | Add a Mew Walue

Figure 73. Add A New Value tab - Roles page

7. Complete the fields as follows:

Role Name Enter the role name.

8. Click Add. The General tab - Roles page (Figure 74) is displayed.
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[ General " Permission Lists | Members | Dynamic Members | Wordow | RoleGrant | Links | [0

Role Mame:  hr

*Description: ||

Long Description

H
m
3
T
]
- 5
=)
c
Figure 74. General tab - Roles page o
(2]
8
9. Complete the fields as follows: £
<
Role Name Thisfield is popul ated with the search/add criteria z
entered. =
*Description Enter the description of the role name.
Long Description Enter the long description of the role name.

10. Select the Permission Lists. The Permission Lists tab - Roles page (Figure 75) is
displayed.

| General Permission Lists {_Members | Dynamic Members | Workilow | Role Grant " Links [

Role Mame:  hr

Description HR FPracessor

[Permission Lists Customize | Find | View | First 4] A of 1 [+ Last
Permission List  Description View Definition

| Q View Definition =

Figure 75. Permission Lists tab - Roles page

11. Complete the fields as follows:

Role Name Thisfield is populated with the search/add criteria
entered.

*Description Thisfield is populated with the description of the role
name.
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Permission List Enter the permission list or select data by clicking the
search icon.
Description Thisfield isused to sort in ascending order.

12. Click the View Definition link. The General tab - Permission List page (Figure 38) is
displayed. For more information about Permission List, refer to the Permission Lists
topic in this procedure.

13. Select the Members tab. The Members tab - Roles page (Figure 76) is displayed.

/_ General Y Permission Lists Y Members Y Dynamic Members  Workfiow )" Role Grant " Links 4 [F)

Role Name:  hr
Descri ption’ HR Processar

user io: [ EHEENE

Customize | Find | Wiew All | L] First [4] 10f 1 [ Last
User ID Name View Definition
View Defnition

Figure 76. Members tab - Roles page

14. Complete the fields as follows:

Role Name Thisfield is populated with the search/add criteria
entered.

*Description Thisfield is populated with the description of the role
name.

User ID Thisfield is a non-entry field.

Members/User ID Thisfield is populated.

Name Thisfield is populated.

15. Click the View Definition link. The General tab - User Profiles page (Figure 17) is

displayed. For more information about User Profiles, refer to the User Profiles topic in
this procedure.

16. Select the Dynamic Members tab. The Dynamic Memberstab - Roles page (Figure 77)
is displayed.
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&1 /" Members '} Dynamic Members Y Workflow ) Role Grant )" Links | Role @ueries ' Audit |

Fole Name:  processor

Description Frocesses Documents

[ Query Rule Enabled I PeopleCode Rule Enabled I Directory Rule Enabled Assign Directary Rule
Delete Members | Test Rule(s) | Execute on Server: [} Execute Rule(s) P Retresh | ErOCESS Monitor
Service Monitor
User ID: I Search

[Dymamic Members Customize | Finc A First [1] 1af 1 [ Last
UserID Description w Definition
Wieww Definition

& save Esadd Update/Display

Figure 77. Dynamic Members tab - Roles page

17. Complete the fields as follows:

Role Name Thisfield is populated based on the Role Name entered
on the General tab - Roles page (Figure 74).
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Description Thisfield is populated based on the Description entered
on the General tab - Roles page (Figure 74).

Query Rule Enabled Check this box to enable the query rule.

People Code Rule )
Enabled Check this box to enable the people code rule.

Directory Rule Enabled  Check this box to enable the directory rule.

Execute On Server Enter the applicable server name or select a server by
clicking the search icon.

User ID Enter the User ID.

Dynamic Memebers/Uesr o
ID Thisfield is populated based on the user ID entered.

Description Thisfield is populated based on the user ID entered.
View Definition Click thislink to view the definition of the dynamic
members ID.

18. Click Delete Members to delete the members listed.
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19. Click Test Rule(s). The Test Rules prompt (Figure 78) is displayed.

20.

21.

22,

23.

Depending on the hurmber of users, this test could take several minutes to complete. Proceed? (48,139)

Figure 78. Test Rules prompt

Click Yes to run test rules. The Dynamic Role Test Results page (Figure 79) is
displayed.

OR
Click No. The Dynamic Members tab - Roles page (Figure 77) is displayed.

Dynamic Role Test Results

Rale Mame: e

De=scriptian: HRFE Frocessar

After executing the rules, the listed users will be assigned to the current role.

User ID

Feturn I

Figure 79. Dynamic Role Test Results page

Click Execute Rules. The pageis displayed.

Click Refresh to refresh the page.
OR

Click Process Monitor to process related reports. For more information, refer to the
Process Monitor topic in this procedure.

OR
Click Service Monitor if applicable.

Select the Workflow tab. The Workflow tab - Roles page (Figure 80) is displayed. User
routing options are set from the Workflow tab - Roles page. This page allows users to
specify routing options for a given role, thereby setting user routing rules for any user
who is assigned the role.
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Role Name:  processaor

[ allow notification
I~ allow Recipient Lookup
I Use Query to Route Workflow

&) save

4] / Wembers ¥ Dynamic Members ¥ Workflow Y Role Grant ' Links

General | | Permission Lists | Merbers | Dynamic Members | Workflow | Role Grant | Links | Role Gueries | Audit

'/ Role Gueries Y Audit 4

(S Upciste Display

Figure 80. Workflow tab - Roles page

24. Complete the fields as follows:

Role Name

Description

Allow Notification

Allow Recipient Lookup

Use Query To Route
Workflow

Query Name

Thisfield is populated based on the Role Name entered
on the General tab - Roles page (Figure 74).
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Thisfield is popul ated based on the Description entered
on the General tab - Roles page (Figure 74).

Click thisfield to allow notification during the workflow
process. Users can notify others of data on an EmpowHR
page through email or worklist.

When components are designed, developers can enable
the Notify toolbar on the Component Properties dialog
box in EmpowHR Application Designer. If thisoption is
set for a particular component, then this checkbos enables
security administrators to enable the Notify feature per
role.

Click thisfield to allow recipient lookup during the
workflow process. Select this field to enable role user to
browse the database for the email addresses of other user
in the EmpowHR application. Thisis available only if
the Allow Notification is selected.

Click thisfield to use query when routing in the work-
flow process. If thisfield is checked the Query Name
field is displayed. Select to determine workflow routing
by aworkflow query. This depends on the workflow
scheme.

Thisfield is displayed when you click the Use Query To
Route Workflow field. Enter the name of the query to be
used when routing workflow or click the icon to search
for the applicable query.
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25. Select the Role Grant tab. The Role Grant tab - Roles page (Figure 81) is displayed.
Users other than security administrators can be given permission to assign roles.

@] [ Members | Dynamic Members | Workilow | Role Grant | Links | Role Queries | Aodit |

Role Name:  processor
Diescription: Processes Documents

Roles That Can Be Granted By This Role

Customize | Find [ view Al | B8 First (4] 1 or 1 [P Last
Ruole Name Description View Definition

T a wiew Defnition [+ [=1

Roles That Can Grant This Role

Custornize | Find | View All | [
Role Name Description ‘View Definition
Q iew Definition =
&) save | [ErAdd UpdalelDlsplayI

General | Permission Lists | Members | Dynamic Members | Vorkflow | Role Grant | Links | Role Queries | Audit

Figure 81. Role Grant tab - Roles page

26. Complete the fields as follows:

Role Name Thisfield is populated based on the Role Name entered
on the General tab - Roles page (Figure 74).

Description Thisfield is populated based on the Role Name entered
on the General tab - Roles page (Figure 74).

Allow Notification Check this box to allow notification during the workflow
process.

Allow Recipient Lookup  Check this box to allow recipient lookup during the
workflow process.

Use Query to Route Check this box to use query in the workflow process. If
Workflow this box is checked the query namefield is displayed.
Query Name Enter the name of the query to be used when routing the
workflow or select data by clicking the search icon.
Role That Can Be Enter the role name or select data by clicking the search

Granted By This

icon. Thisfield contains the roles that the current roleis
Role/Role Name

allowed to grant to other User I1Ds. Typically, the roles
can be granted should report to the granting role.

Role That Can Be
Granted By This

Role/Description Thisfield is populated based on the role name selected.
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Roles That Can Grant Enter the role name or select data by clicking the search
This Role/Role Name icon. This group box contains the roles that can grant the
current role to other user IDs.

Roles That Can Grant o
This Role/Description Thisfield is popul ated based on the role name selected.

27. Select the View Definition link to view the associated definition and make sure that the
appropriate definition was selected for the inclusion in the role.

28. Select the Links tab. The Links tab - Roles page (Figure 82) is displayed.

4]/ members | Dynamic Members | Workflow | Role Grant_J  Links [P

Raole Name:  processor

Description: Frocesses Documents

Uze the links below to navigate to other security settings for this object.

Customize | Find | | EH
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Description

B save | [EFXE | H UpdateDisplay

General | Permission Lists | Mernbers | Dynamic Members | Workflow | Role Grant | Links | Role Queries | Audit

Figure 82. Links tab - Roles page

29. Complete the fields as follows:

Role Name Thisfield is populated based on the Role Name entered
on the General tab - Roles page (Figure 74).

Description Thisfield is populated based on the Role Name entered
on the General tab - Roles page (Figure 74).

Description Click this field to sort the list by description.

30. Click the Role Queries tab. The Role Queries tab -Roles page (Figure 83) is displayed.
This tab includes the following links:
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|@|{ Dynamic Wembers | Workllow | Role Grant | Links | Role Oueries Y} Audit |

Role Mame:  processor
Description: Processes Documents

Role Specific Queries

Role's UserlDs
(Which User IDs are assigned to this Rale - including hoth static and dynamic?)

Role's Permission Lists
(Towhich Permission Lists does this Role belong?)

Role's Page Access
twhich pages can this Role access?

Role's Content Reference Access
twhich access to Content References has been granted for this Role?)

Role's Content Reference (includes Portal Access
{Which access to Content References {includes Portal) has been granted for this Role?)

Raole's Content Reference (includes Menu, Companent and Market) Atcess
{Wihich access to Content References {includes Menu, Companent and Market) has been granted for this Role?)

Role's Content Reference (includes Portal, Menu, Component and Market) Access

(Which access to Content References {includes Portal, Menu, Component and harket) has heen granted for this
Rala?)

Role's Web Serice Operation Access
twhich access toWek Service Operations has been granted for this Role?)

& save | Eradd || UpdateiDisplay

Figure 83. Role Queries tab - Roles page

31. Complete the fields as follows:

Role Name Thisfield is populated based on the Role Name entered
on the General tab-Roles page (Figure 74).

Description Thisfield is populated based on the Role Name entered
on the General tab-Roles page (Figure 74).

Role Specific Queries Thisfield displays alist of links to perform queries. The
list of the links are as follows:

Note: All available queries are document on the Role Queries tab. Run a query by clicking
the link associated with the query to be run.

Users may also choose to download the information the query returns by clicking the link
corresponding to the preferred download type.

For downloading, the following options are available:

e Microsoft Excel spreadsheet - Downloads the query results as a Microsoft Excel
spreadsheet (.XLYS) file.

e CSV test file - Download the query results as comma-separated values (CSV) file.

At this point, the following options are available:

Link Description

Click the Role’s User | To view a when a role was last updated and by whom.

ID link.

Click the Role’s Permission list queries enable running queries that provide detailed

Permission Lists link. |information regarding a permission such as the User ID and roles
associated with a permission list.
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Link Description

Click the Role’s Page | To display a list of pages for which a role as access.

Access link.

Click the Role’s To display the content associated with certain access.
Content Reference

Access link.

Click the Role’s To display the (portal) content associated with certain access.

Content Reference
(Includes Menu,
Component, And
Market link

Click the Role’s Web | To display Web Service associated with a role.
Service Operation
Access link.

32. Select the Audit tab. The Audit tab - Roles page (Figure 84) is displayed. The page is
used for auditing purposes.
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]/ Dynamic Members | WorkAow " Role Grant | Links )" Role GQueries ' Audit

Role Mame:  processor

Description: Processes Documents
Audit Information
Last Update User ID:

Last Update Date/Time:

E save [Es et Updiate/Display

General | Permission Lists | Members | Dynamic Members | Warkflow | Role Grant | Links | Role Queries | Audit

Figure 84. Audit tab - Roles page

33. Complete the fields as follows:

Role Name Thisfield is populated based on the Role Name entered
on the General tab - Roles page (Figure 74).

Description Thisfield is populated based on the Role Name entered
on the General tab - Roles page (Figure 74).

Last Update User ID Thisfield is populated.

Last Update Date/Time Thisfield is populated.

34. Click Save to save the information.

At this point, the following options are available:
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Step Description

Click Add To return to the Add A New Value tab.

Click Update/Display | To return to the Find An Existing Value tab.

Copy Roles
The Copy Roles component allows the user to clone an existing role.
To Copy Roles:
The Copy Roles option is used to copy arole.
1. Select the People Tools menu group
2. Select the Security menu .

3. Sdlect the Permission & Roles menu item.

4. Select the Copy Roles component. The Find An Existing Value tab- Roles Save As
page (Figure 85) is displayed.

Rele Save As
Enter any information you have and click Search. Leave fields blank for a list of all values.

{ Find an Existing Value
Search by: [RoleMame =| begins witn ]

[” Case Sensitive

Search |w

Figure 85. Find An Existing Value tab - Role Save As page

5. Complete the fields as follows:

Search By Thisfield defaultsto Role Name. TO change, select data
from the drop-down list. The valid values are pescrip-
tion and Role Name.

Begins With Enter the applicable information.

Case Sensitive Check this box if the criteriais case sensitive.

6. Click Search. A list of matches is displayed.

7. Select the applicable item on the list. The Role Save As page (Figure 86) is displayed.
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8.

9.

Delete Roles

Role Save AsS

Sawe Role Name: HR Administrator as: |

B save | SuReturnto Search | | c Retresh |

Figure 86. Role Save As page

Complete the fields as follows:

Save Role Name This field defaults to the item selected on the list of
matches displayed after clicking Search on the Find An
Existing Value Tab - Role Save As page (Figure 85).

m
3
T
]
£
=
=)
[
»
(1}
=
(7
(1]
o
c
=
=5
<
-
=

As Enter the new role name.

Click save to save the copied permission list. At this point, the following options are
available:

Step Description

Click Return To To return to the Find An Existing Value tab - Permission List Save
Search As page (Figure 67).

Click Refresh To refresh the page.

The Delete Roles option is used to delete arole.

To Delete Roles:

1.
2.

Select the People Tools menu group.
Select the Security menu.
Select the Permission Lists menu item.

Select the Delete Roles component. The Find An Existing Value tab- Delete Role
page (Figure 87) is displayed.
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Delete Role

Enter any information you have and click Search. Leave fields blank for a list of all values.

{ Find an Existing Value

Search by: IRDIe Name vlbegins with||

[ case Sensitive

Search |w

Figure 87. Find An Existing Value tab - Delete Role page

5. Complete thefields as follows:

Search By Thisfield defaultsto Role Name. TO change, select data
from the drop-down list. The valid values are pescrip-
tion and Role Name.

Begins With

Enter the applicable information.

Case Sensitive Check this box if the criteriais case sensitive.

6. Click Search. A list of matches is displayed.

7. Select the applicable item on the list. The Delete Role page (Figure 88) is displayed.

Delete Role

Role Name: ~ADJUDIcAaToR

Dielete Role I

LiReturn to Search | | s Remresh |

Figure 88. Delete Role page

8. Complete the Role Name field as follows:

Role Name Thisfield is populated based on the item selected on the

Find An Existing Valuetab - Role Save As
page (Figure 85).

9. Click Delete Role. A Delete Role Confirmation pop-up (Figure 89) appears.
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Warning -- Select Ok to confirm deletion of Role Definition or select Cancel. (48,120

Ok | Cancell

Figure 89. Delete Role Confirmation pop-up

10. Click OK to delete the permission list and return to the Find An Existing Value tab -
Delete Role page (Figure 87).

OR

Click Cancel to cancel the deletion and return to the Find An Existing Value tab -
Delete Role page (Figure 87).
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Execute Role Rules

The Execute Role Rules option is used to execute role rules. The Process Monitor and
Message Monitor are both available with this option.

To execute role rules:

1. Select the People Tools menu group.

2. Sdlect the Security menu.

3. Select the Permission& Roles menu item.
4

. Select the Execute Role Rules component. Dynamic Role Rules page (Figure 90) is
displayed.

Dynamic Role Rules

Server Name: | (=N

Execute Dynamic Role Rules I

Frocess Monitor

Message Monitor

s Refresh I

Figure 90. Dynamic Role Rules page

5. Complete the Server Name field as follows:

Server Name Enter the applicable information or search data by click-
ing the search icon.
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6. Click Execute Dynamic Role Rules. The Confirmation pop-up (Figure ) is displayed.

Youare atiempling o execute the same rule(s) mufile times (48, 147)

Hote that rale ules are excuted asynchronously using the Process Scheduler, Resuts may nathe immediate, and changes willnot appear unflthe process has completed and
{he refiesh bution s clicked. Praceed anyway?

Figure 91. Confirmation pop-up

7. Click OK. The Dynamic Role Test Results page (Figure 92) is displayed.

Hole Marme: ke

First (<] 4 or 2 L]
Querny BCode
- L

e

Figure 92. Dynamic Role Test Results page

8. Complete the fields as follows:

Role Name Thisfield is populated based on the search criteria
entered.

Description Thisfield is populated based on the search criteria
entered.

Note: After executing the rules, the listed users will be assigned to the current role.

User ID Thisfield is populated with the user |Ds assigned to the
role name.
Description Thisfield is populated with the description of the user

IDs assigned to the role name.

Query Check this box if applicable.
PCode Check this box if applicable.
Dir Check this box if applicable.
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9. Click Refresh to refresh the page.

10. Click Return. The Dynamic Role Rules page (Figure 90) is displayed.

Password Configuration

This section provides information and procedures necessary for defining and configuring
password control.

Password controls help ensure access to the EmpowHR applications.

This section contains the following topics:
Password Controls
Forgotten Password Email Text

Forgotten Password Hint
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Delete Forgotten Password Hint

Password Controls

The Password Controls page allow administrators to set any password restrictions such as
duration or minimum length of a password for end users. The following table provides a list
of available password control options and a description of each.

Password Control Description

Options

Enable Signon Select this checkbox to enable the following EmpowHR password
Peoplecode controls: Age and Account Lockout. The other password controls

are not enabled by this box.

Leave the checkbox clear if no password controls should be in
place. (unless another third party utility that performs equivalent
features is in place).

Age Use this option to specify the age allowed for passwords.

o Defineanumber of days (between 1
and 365) that a password is valid by,
selecting the Password Expiresin the
number of Days option. Users
logging on after a password expires
must change their password to long
on.

e Select the Password Never Expires
checkbox if you do not want the
password to expire.

This option also allows for the specification of the duration that the
system wants user when their password is about to expire.
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Password Control
Options

Description

Account Lock

This control enables locking an account after a X number of failed
logon attempts. For instance, if the set Maximum Logon Attempts
value to 3, and the user fails three logons, the user is automatically
locked out of the application.

Setting this control to zero means the account will not be locked out
due to erroneous attempts.

After the account is locked out, a system security administrator
needs to open the user profile and clear the Account Locked
checkbox manually.

Miscellaneous

The Allow password to match User ID control enables
administrators to make sure users do not use their own User ID as
a password. This helps prevent hackers from guessing passwords
based on a list of employee names.

In general, this checkbox should not be selected as it is very risky
to allow passwords and User IDs to match.

Minimum Length

Use this control to specify the minimum allowed length for
passwords in the application. The value of zero indicates there is
no minimum length required, however, the system itself will still
require the password to not be blank.

Character
Requirements

Use this section to specify the character requirements for you
passwords. Administrators can require a set number of digits or
special characters within a password.

Special characters, or “specials”, refer to symbols such as # and @,
and digits refer to number (integers), such as 1 or 2.

A List of characters that can be included within a password are:
1@#$% " &*&* () —_=+\[II {;:/7.<>

Purge User Profiles

This setting enables purging the system of user profiles that have
not been used in a specified amount of time. This aids in general
housekeeping.This directive outlines the policy, responsibility, and
procedures for the disposal of unused user accounts.

As new agencies and employees are implemented into EmpowHR,
the number of user accounts and security vulnerabilities increase
proportionately. Consequently, in order to maintain control of
security files, guidelines for the disposal of unused user accounts
must be inforced

Notifications of user accounts not used for a period of 30 days and
60 days will be sent to division/staff security coordinators and
agency security officers. Any user account not used for a period of
60 days will be suspended or de—activated. Any user account not
used for a period of 120 days will be deleted from all platforms.
Deleted user accounts can only be re-activated for the individual to
whom it was originally assigned.For more information refer to

Title VII, Chapter 11, Directive 46, Suspension/Deletion of Unused
Accessor |dentifiers March 30, 2009.

To access the Password Control page:

1. Select the People Tools) menu group.

2. Select the Security menu.

3. Sdect the Password Configuration menu item.

4. Select the Password Controls component. The Password Controls page (Figure 93) is

displayed.
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Password Controls

¥ password Never Expires

’ t"“1u".|f2|rnfur| 0 Davs

& Save | 4y Refresh |

[ Enable Signon PeopleCode
Password Expiration Minimum Length

~ Password Expires in I 0 Days Character Requirements

& Do not warn of expiration I_El Required Humber of Specials

I_EI Mazimum Logon Attempts after: I_ Days Schedule |
¥ Allow password to match UserlD I_ Humber of Passwords to Retain

I 0 Minimum Password Length

I_El Required Humber of Digits
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Figure 93. Password Controls

5. Complete thefields as follows:

Enable Signon
PeopleCode

Password Never Expires

OR

Password Expires In
Days

Warn For Days

Do Not Warn Of
Expiration

Maximum Long Attempts

Check this box to enable the Age and Account Lockout
password controls. the Age and Account Lockout options
are not editable.

Select this button if the password should never expire.

Select this button if the password will expire and enter
the number of days the password will be valid.
Note: Passwords should expire after 90 days.

Select this button and specify the length of the warning
period. When this option is selected, the daysfield is
activated. Enter the number of days when the warning for
the password expiration should display.

Select this button is there should be no warning of the
expiration of the password.

Enter the number of long on attempts before the user is
locked out.
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Allow Password To Check this box if the user is allowed to match the user 1D
Match User ID to the password.

Minimum Password Enter the minimum number of characters designated for
Length the password length.

Required Number Of Enter the number of special characters designated for the
Specials pmvord

Required Number Of Enter the required number of digits designated for the
Digits password.

Purge User Profiles After Enter the number of days a password can remain inactive
Days before it is purged for the system.

Number Of Passwords ] o
To Retain Enter the number of passwords to be retained in history.

6. Click Save . This function must be performed prior to selecting Schedule.

OR
Click Schedule. The Find An Existing Value tab - Purge Inactive User Profiles
page(Figure ) is displayed.

Purge Inactive User Profilles
Enter any information yau have and click Search. Leave fialds blank for a list of all values.

| Find an Existing Value | Add a New Value |

Search by: Run Control ID begins with

[” Case Sensitive

Search IAd\fanced Search

Find an Existing Yaluea | Add 3 Mew Walue

Figure 94. Find An Existing Value tab - Purge Inactive User Profiles page

7. Complete the field as follows:
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Search By: Run Control

ID Begins Will

Enter the run control ID.

8. Click search. The Purge Inactive User Profiles page (Figure 95) is displayed.

Run Control ID: 1236

Bl Save | [=] mMatity |

Purge Inactive User Profiles

Purge the system of user profiles that have not been used in a specified amount of time.
This aids in general housekeeping.

Goto:  Setup Purge Freguency for Inactive User Profiles

Report Manager Process Manitar Run |
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B sl Update Display |

Figure 95. Purge Inactive User Profiles page

9. At this point, the following options are available:

Step

Description

Click Save

To save the transaction. The Password Control
page(Figure 93) is displayed.

Click Notify

To notify an email recipient.

Click Add

To return to the Add A New Value tab.

Click Update/Display

To return to the Find An Existing Value tab.

Report Manager link

Refer to Chapter 17, Section 13, Reporting

Forgotten Password Email Text

Before the application email a new, randomly generated password for the forgetful user,
make sure they are who they claim to be. The Forgotten Password feature enables the posting
of a standard question to users requesting a new password to verify the user’s authenticity. If
the user enters the appropriate response, then the application automatically email a new

password.

When a user has forgotten a password, the application sends the user a new password within
an email message. There can be numerous password strings, but typically, all new passwords
are sent using the same email message template. Because of this, EmpowHR provides a
separate page just for composing the standard email text that is used for the template.

83



Title 1, Chapter 17, Section 2
EmpowHR - Version 9.0

To access the Forgot My Password Email page:

1.
2.

Select the People Tools) menu group.
Select the Security menu.
Select the Password Configuration menu item.

Select the Forgotten Password Email Text component. The Forgot My Password
Email text page (Figure 96) is displayed.

Forgot My Password Email Text

Enter the text ofthe email to he sentwith the user's new passwoard.
Flease include the exact string ==%PASSWORD== in the email text.
This will be replaced with the new randamly generated passward.

Email Text: [TEST -

& Save | 4 Refresh |

Figure 96. Forgot My Password Email Text

Complete the field as follows:

Email Text Compose the standard text to be sent to the users who
have forgotten their passwords and have requested a new
one. Add the following text string in the Email Text edit
box:

<<%PASSWORD>>

Thisis where the system inserts the new password. the
%PA SSWORD variable resolves to the generated value.

5. Click Save.
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Forgotten Password Hint

Password hints are set up for users who have forgotten their password. With these hints set
up users, upon forgetting their password, access the Forgot My Password page. The user
answers the question(Challange Questions) correctly and gets a new password sent through
the email system.

To access the Forgot My Password Hint page:
1. Select the People Tools) menu group.
2. Sdlect the Security menu.
3. Sdlect the Password Configuration menu item.

4. Select the Forgotten Password Hint component. The Find an Existing Value tab -
Forgot My Password Hint page(Figure 97) is displayed.
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Forgot My Password Hint
Enter any information yau have and click Search. Leave fields blank for a list of all values.

[ Find an Existing Value "{_Add a Mew Value

Search by: Password Hint ID hegins With|

Search |ﬂ\dvanced Search

Find an Existing Yalue | Add a Mew Yalue

Figure 97. Find An Existing Value tab - Forgot My Password Hint page

Complete the field as follows:

Search By: Password o ) o .
Hint ID/Begins With Enter the search criteriato find an existing password hint.

5. Click search. The Forgot My Password Hint page (Figure 99) is displayed
OR

Click Add A New Value tab to add a new Password Hint. The Add A New Vauetab -
Forgot My Password Hint page (Figure 98) is displayed.
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Forgot My Password Hint

J Eind an Existing ¥alue | Add a New Value '

Password Hint ID:I
Add

Find an Existing Yalue | Add a MNew Value

Figure 98. Add A New Value tab - Forgot My Password Page

6. Complete thefield as follows:

Password Hint ID Enter the three-position password hint ID.

7. Click Add. The Fort My Password Hint page (Figure 99) is displayed.

Forgot My Password Hint

Password Question 1D

Active

*Question: |“35I

& Save | L\ Returnio SEarchl E‘+Add| Updaieﬁ'Displayl

Figure 99. Forgot My Password Hint page
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8.

Delete Forgotten Password Hint

This section explains how to delete a forgotten password hint.

To access the Delete Forgot My Password Hint page:
1.
2.

Complete the field as follows:

Active Verify the Active checkbox is selected.
*Question Enter the verification question.

Step Description

Click Save To save the information.

Click Notify To notify an email recipient.

Click Update/Display | To return to the Find An Existing Value tab.
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Select the People Tools) menu group.
Select the Security menu.
Select the Password Configuration menu item.

Select the Delete Forgotten Password Hint component. The Find an Existing Value
tab - Delete Forgot My Password Hint page(Figure ) is displayed.

Delete Forgot My Password Hint
Enter any information you have and click Search. Leave fields blank for a list of all values.

{ Find an Existing Value
Search by: Password Hint ID hegins withl

Search IAd\tanced Search

Figure 100. Find And Existing Value tab - Delete Forgot My Password Hint page
Complete the field as follows:

Search By: Password ) ] )
Hint ID/Begins With Enter the applicable information.

Click search. The Delete Forgot My Password Hint page (Figure 101) is displayed.
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Delete Forgot My Password Hint

Password Hint ID:  |<AR
Question: What is your mother's maiden name

Last Update Date/Time: 02/065/09 12:30:27PM

Last Update User I1D: HF G

Delete

& save | S\Returnto Search | i Refresh
)

Figure 101. Delete Forgot My Password Hint page

7. Complete the fields as follows:

Password QuestionID  Thisfield is populated based on the search criteria
entered.

Active This box is checked when a challenge question is estab-
lished or added.

*Question Thisfield is popul ated based on the search criteria
entered. Enter a challenge question when adding a new
value.

8. Click Delete to delete the password hint. The Find A Existing Value tab - Delete
Forgot My Password Hint page (Figure 100) is displayed.

Step Description

Click Save To save the information.

Click Return To To return to Find An Existing Value tab - Delete Forgot My
Search Password Hint page (Figure 100).

Click Refresh To refresh the window.

9. Click Save to save the information.

Secruity Objects

This section alows the user to maintain objects such as single signon and digital certificates.
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This section contains the following topics:

User Profile Types
Tables to Skip
Security Links
Digital Signature
Single Signon
Signon Peoplecode

User Profile Types

To update/add a user profile type:
1. Select the People Tools menu group.

2. Select the Security Objects menu.

m
3
T
]
£
=
=)
[
»
(1}
=
(7
(1]
o
c
=
=5
<
-
=

3. Select the User Profile Types component. The Find An Existing Value tab - User
Profile Types page (Figure 102) is displayed.

User Profile Types
Enter any information yau have and click Search. Leave fields hlank far a list of all values.

/ Find an Existing Value '\ Add a New Value |

Search by: ID Type begins with|

Search |Advanced Search

Find an Existing Value | Add a Mew Valua

Figure 102. Find An Existing Value tab - User Profile Types page

4. Complete thefield asfollows:

Search By/ID Type
Begins With Enter the ID Type.

5. Click search The User Profile Types page (Figure 104) is displayed.
OR

6. Click the Add A New Value tab. The Add A New Value tab - User Profile Types
page (Figure 103) is displayed.
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User Profile Types
/_Find an Exisfing Value " Add a New Value
D Type:|122

Add

Find an Existing Yalue | Add a Mew Valug

Figure 103. Add A New Value tab - User Profile Types page

7. Complete the fields as follows:

ID Type Enter the ID Type to be added.

8. Click Add. The User Profile Types page (Figure 104) is displayed.

User Profile Types

ID Type: 122 I Enabled?

*Description: | *Sequence number: I
Long Description:

[Field Information Custornize | Find | vi
“Field Name *Record {Table} Name

1] a | a ®E
Figure 104. User Profile Types page
9. Complete thefields as follows:
ID Type Thisfield is populated from the search/add criteria
entered.
Enabled Check this box to enable the user profile.
*Description Enter the description of the user profile type.
*Sequence Number Enter the sequence number.
Long Description tEnter the narrative long description for the user profile
ype.
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*Field Name

*Record (Table) Name

Description Field Name

Enter the name of the user profile.

Enter the table name or select data by clicking the search
icon.

Enter the description of the field name.

10. Click Save to save the information.

Tables To Skip

Bypass these tables during a user profile deletion.

To bypass a table:

1. Select the People Tools menu group.

2. Select the Security Objects menu.

3. Select the Tables To Skip component. The Find An Existing Value tab - Bypass Tables

page (Figure 105) is displayed. The table(s) listed will be bypassed.

Bypass Tables

Bypass these tables during User Profile
Deletion

Record (Table) Name
1 PRG_USR_FROFILE

& save I s Refresh I

Record Description
User Profile Furge History

First (44 o 1 (B Last

nize | Eind | 28

= =]

Figure 105. Bypass Tables page

4. Click Save to save the information.

5. Click Refresh to return to the Find An Existing Value tab - Bypass Tables

page (Figure 105).

Security Links

To enter a security link:

1. Select the People Tools menu group.

91

m
3
T
]
£
=
=)
[
»
(1}
=
(7
(1]
o
c
=
=5
<
-
=




Title 1, Chapter 17, Section 2
EmpowHR - Version 9.0

2. Sdlect the Security menu.
3. Sdect the Security Objects menu item.

4. Select the Security Links component. The User tab - Security Links page (Figure 106)

is displayed.
(" User { MyProfle | Role J Permission List |
Jser Security Links
Active Hag Description *Menu Name $ Bar ltem Name ftern Name Test
r [ af af Q] Q Test =
User | My Profile | Role | Permission List

Figure 106. User tab - Security Links page

5. Complete thefields as follows:

Active Flag Check this box if applicable.

Description Enter the applicable description.

*Menu Name Enter the menu name or select data by clicking the search
icon.

*Menu Bar Name Enter the menu bar name or select data by clicking the
search icon.

Bar Iltem Name Enter the bar item name or select data by clicking the
search icon.

Iltem Name Enter the item name or select data by clicking the search
icon.

6. Click the Test link. The Find An Existing Value tab - Review AP Extract-Headers
page (Figure 107) is displayed.
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Review AP Extract-Headers
Enter any infarmation you have and click Search. Leave fields blank far a list of all values:

Find an Existing Value

SetiD: [loegins with =] Q
Vendor ID: |begins withj|

Invoice Number: [begins with ]

[ Case Sensitive

Search Clear | gasic Search B Save Search Criteria

Figure 107. Find An Existing Value - Review AP Extract-Headers page

7. Complete the fields as follows:
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SetiD Enter the SetID or select data by clicking the search icon.
Vendor ID Enter the Vendor ID.

Invoice Number Enter the Invoice Number.

Case Sensitive Check this box if the search criteriais case sensitive.

8. Click Search.
OR

Click Clear to clear the entries on the page.

9. Select the My Profile tab. The My Profile tab - Security Links page (Figure 108) is
displayed.

[ uUser  myProfile | Role )" Permission List |

Customize | Find |

Profile User SecurityLinks
Active Flag Description “Menu Name N':Em':' Bar

r T al_af Q| Q Iest HE

Bar tem Name tem Name Test

B 5eve

User [ My Frofile | Role | Permission List

Figure 108. My Profile tab - Security Links page

10. Complete the fields as follows:
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Active Flag Check this box if applicable.

Description Enter the applicable description.

*Menu Name Enter the menu name or select data by clicking the search
icon.

*Menu Bar Name Enter the menu bar name or select data by clicking the
search icon.

Bar ltem Name Enter the bar item name or select data by clicking the
search icon.

Iltem Name Enter the item name or select data by clicking the search
icon.

11. Select the Role tab. The My Profile tab - Security Links page (Figure 109) is
displayed.

Ustr MyProfle | Roke | Peimission List

iz |
Active Flan Duscrmtion B Narme DALy e e e e Test

Hame
r Q af af \ Test # [=

B

J3a1 | My Profls | Role | Barmisgion Lis

Figure 109. Roles tab - Security Links page

12. Complete the fields as follows:

Active Flag Check this box if applicable.

Description Enter the applicable description.

*Menu Name Enter the menu name or select data by clicking the search
icon

*Menu Bar Name Enter the menu bar name or select data by clicking the
search icon.
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Bar Item Name

Iltem Name

13. Select the Permission List tab. The Permission List tab - Security Links
page (Figure 109) is displayed.

Enter the bar item name or select data by clicking the
search icon.

Enter the item name or select data by clicking the search
icon.

/[ User \ WyProile ' Role Y ion List

Permission List Security Links

Active Flag Description ‘Menu Name

Custormize |Find |
*Menu Bar

Bar item Name
Hame

ften Narme:

C [

(& Save

User | My Profile | Role | Permission List

Q a Q|
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Figure 110. Permission List tab - Security Links page

14. Complete the fields as follows:

Active Flag
Description

*Menu Name

*Menu Bar Name

Bar ltem Name

Iltem Name

15. Click save.

Digital Signature

To view digital signatures:

Check this box if applicable.

Enter the applicable description.

Enter the menu name or select data by clicking the search
icon.

Enter the menu bar name or select data by clicking the
search icon.

Enter the bar item name or select data by clicking the
search icon.

Enter the item name or select data by clicking the search
icon.

1. Select the People Tools menu group.
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2. Sdlect the Security menu.
3. Sdlect the Security Objects menu item.

4. Select the Digital Signature component. The Digital Certificates page (Figure 111) is
displayed. This page displays the type of certificate, alias and *issuer aias and valid to
(date and time).

Digital Certificates

Twvne *Alias Hssuer Alias Valid to

Root CA GTE CyberTrust Global Root GTE CyherTrust Global Root Detail
Root CA GTE CyberTrust Root GTE CyberTrust Root Detail
Root GA Keviitness Root KeyWitness Root Detail
Root CA PeopleTools TEST root CA PeopleTools TEST root CA 112023 9:36:29AM Detail
Root CA Root 8GC Authority Root SGC Authority 12431409 11:00:00F M Detail
Root CA Thawte Personal Basic Thawte Personal Basic 12031420 3:59.59PM Detail
Root CA Thawte Personal Premium Thawte Personal Fremium 12431420 3:55:59FM Detail
Root CA Thawte Premium Server Thawte Premium Server 12031420 3.59.59PM Detail
Root CA Thawte Server Thawte Server 12431420 3:58:58FM Detail
Root CA Werision Class 1 “erigign Class 1 01407I20 3.59.59PM Detail
Root CA Werisign Class 1 - G2 “erisign Class 1- G2 05/18/20 4:58:59FM Detail
Root CA Werisign Class 2 Verisign Class 2 0240128 4:59:59PM Detail
Root CA Werisign Class 2 - G2 Verisigh Class 2- G2 0511818 468:59FM Detail
Root CA Werisign Class 3 Verisign Class 3 0240128 4:59:59PM Detail
Root CA Werisign Class 3 - G3 Verisigh Class 3- G3 0511818 468:59FM Detail
Root A Verisign Class 3 Public Primary GA ;‘:‘5'9” GClass 3 Public Pimary ey og 4.50.50PM Detail
Root CA Werisign Class 4 Verisign Class 4 051818 4:59:59PM Detail
Root CA Werisign Class 4 - G4 Verisigh Class 4 - G4 08/01/28 4:68:59FM Detail
Root CA Werisign/RSA Secure Server CA Verigsign/RSA Secure Server CA - 0140710 4:59:59PM Detail
L Refresh I

Figure 111. Digital Cerificates page

5. Click the Detail link. The Certificate Detail -GTE Cyber Trust Global Root
page (Figure 112) is displayed.

Certificate Detail - GTE CyberTrust Glebal Root

Common Name: GTE CyberTrust Global Root

Org Unit: GTE CyherTrust Solutions, Inc.
Organization: GTE Corporation

Locality:

State/Province: Country: US

Certificate Information

Serial Humber: 471

Fingerprint: CABDDIBEF1 035G D032 FABR 2050 E8:54 DB
valid from 08121998 20:29:00  to 081372018 19:5%:00
Algorithm: MDS with RSA encryption
Description: [ -
Wersion: Wi Renew |
Suhbject: CHN=GTE CyberTrust Global Root, OU="GTE CvherTrust
Solutions, Inc.”, O=GTE Caorpaoration, C=LUS
Signature Algorithrm: MDSwithRSA, OID =1.2.240.113549.1 1.4 - Enport I

Return I

Figure 112. Certificate Detail - GTE Cyber Trust Global Root

6. Complete the fields as follows:

Common Name Thisfield is populated with the common name for the
certificate root.
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Org Unit

Organization

Locallity

State Providence

Country

Serial Number

Fingerprint

Valid Dates

Algorithm

Description

Thisfield is popul ated with the organization unit name.

Thisfield is populated with the organization name.

Thisfield is populated with the locality if applicable.

Thisfield is popul ated with the state providence if appli-
cable.

Thisfield is populated with the country.

Thisfield is the serial number of the certificate.

Thisfield is populated with the fingerprint of the person
that the certificate relates to.

Thisfield is the valid dates and the time the certificate
was issued.

Thisfield is the methods used issue the certificate.

Thisfield is the description of the algorithm.

7. Click Review to review the certificate.

8. Click Export. The Export Certificate page (Figure 113) is displayed.

Export Certificate

keystores.

Copy this public certificate for node GTE CyherTrust Global Root and import the certificate to other

Ok Cancel

MICYWCCACMCANGIMALGC Sy GSIh 3D AEBBALAMHUXCZAIBYNYBAYTANTMR OwF 0D
GG REwWIHVEU g Q2 8y GOyr=Rph 2 4x zAlBaMYBAS THRdUR SBDewJlcIRydAMNOIF My
bHYOaWYueywa SYWa LIEjMC EGAT UBAMaR 1 RFIEMNSYmWAWYHI c30gR ZmvYmF sIF v
h3cwHheNOTowODEZMDAY O TAWWHC MMTowODEZMIM 1 O TAWAIB T MG swl YDV QG Ew.W
LzEYMBY GATUEChMPR1RFIEMvenByemFOaWWIuM S cwl GYDYVQGQLEXSHVELQQ3Za L)
crvzd CETh2x1 dGlivbnk s Eluyy4xlzAh BaNYBAMT G kd URSBDewWlcIRyd:=MNOIEds
h2JhbCBSh290MIGMAIGCSYGSIh3DQERARUAALGHNADCRIQKBYQCYDECZEF CoBHIH
iM3dFwdus)TQGZ009pTAIRTHE SIS 4ZBpEfmwE LI+ E 3 KHMaf? KA hwefLIBWITS
rdtiGeAsSu2yicOyMogHHEEXALNZELn+aks 1 joMrl1 CgiQBOeacPwiG Pl Yhi0k4
04WokZkmh¥BloDBSF cdStBEFLAtimQIDADABMADIGCSqGSIb3DQEBBALIAAAGBAG 3F
GwnprtlR22civacgPER346B8ptazohQDhT37 guedwsr WM 4 ETCISTNETRMKO1 719
IPRVEZRYT OvBDo 81y YC HrnAlL B B+E4PWayh+ O 7 AW uwl BOF MM QkpwilP
IZPywaTrnh+dEPiBguT=E it 2VrbgnzFmrc 3pd

-

K

Figure 113. Export Certificate page
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9. Click OK.

At this point, the following options are available:

Step Description

Click Cancel To return to the Certificate Detail -GTE Cyber Trust Global root
page (Figure 112).

Click Refresh To refresh the page.

Single Signon

This option alows the security officer to add function to a profile to accomplish asingle
signon.

To create a Single Signon:
1. Select the People Tools menu group.

2. Sdlect the Security menu.

3. Sdlect the Security Objects menu item.

4. Select the Single Signon component. The Single Singon page (Figure 114) is
displayed.

Single Signon
Authentication Token expiration time
Expiration Time in minutes: 720 alid walues are 1 - 10,000

Trust Authentication Tokens issued by these Nodes
Message Node Name Description Local Node

[PEFT_cR @ PS CRM - Local Mode

=
=

B

[FEFT_AR a PS HRMS - Local Mode 1

Figure 114. Single Signon page

5. Complete thefields as follows:

Logon Time In Minutes This field number of minutes from X to XX, XXX.

Message Node Name Enter the message node name or select data by clicking
the search icon.

Local Node Thisfield is populated with the local node.

Click Save.
OR
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Click Refresh to refresh the page.

Signon Peoplecode
To create a Sighon Peoplecode:
1. Select the People Tools menu group.
2. Sdlect the Security menu.
3. Sdlect the Security Objects menu item.

4. Select the Signon Peoplecode component. The Singon Peoplecode page (Figure 115)
is displayed.

Signon PeopleCode

 Invoke as user signing in
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Invoke as  User ID: Password:

Signon PeopleCodle

‘Sequence Enabled |*Record “Field Name Event Name Function Name
[ 1 |F [FUNCLIB_PWDCNTL @ |[PWDCNTL @ |[FieldChange [Passward_conrols =
[ 1| [FunCLIB_LD#P @ |[rospauTH @ |[FieldDefault [_authentication =
[ 3|0 [FuncLIB_LD#P Q@ |[rospauTH Q@ |[FieldDefault [LDAP_Authentication =
[ 1|0 [FunCLIB_LD#P Q  |[ospauTH Q@ |[FieldDefault [850_Authentication =
[ 5 | [FuncLB_Loap Q@ |[rospauTH Q  |[FieldDefault [LD#F_Profilegmch =
B save | i Refresh
Figure 115. Signon PeopleCode
*Sequence Thisfield is the populated with the sequence number.
Enabled Check this box if the signon is enabled.
*Record Thisfield is record description. To change the record

number select data by clicking the search icon.

*Field Name Thisfield is field name. To change the field number
select data by clicking the search icon.

Event Thisfield is the event default.
Funtion Name Thisfield is populated with the function name.
Exec Auth Fail Check this box if applicable.
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Click save.
OR
Click Refresh to refresh the page.

Query Security

In query trees, include all record components that users should be able to query. Not all
record components must be included in the same query tree. Use the Query Access Manager
to Create query trees to search for existing query trees. How the contents of the query trees
are organized depends on the needs of the agency and users.

This section alows the user to define query security.

This section contains the following topics:

Query Access Manager
Query Access List Cache

Query Access Manager
To use Query Access Manager:
1. Select the People Tools menu group.

2. Select the Query Security menu.

3. Sdlect the Query Access Manager component. The Basic Search - Query Access
Manager page (Figure 116) is displayed.

*Search By: ITree MName =
Tree Name: l—
M Create a Mew Tree

Figure 116. Basic Search - Query Access Manager page

4. Complete the fields as follows:

*Search By The field defaultsto Tree Name. To change, select data
from the drop-down list. The valid values are as follows:

Search By Valid Values

Tree Name

Group Tree Name Used In A Tree
Record Name Used In A Tree
Tree Category Tree Description
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S.

6.

Tree Name

Click Search.
OR

Enter the tree name.

Click Create A New Tree. The Tree Definition And Properties page (Figure 117) is

displayed.

Tree Definition and Properties

*Tree Name:
*Structure ID: JACCESS_GROUP

*Description: |

‘Effective Date: |08/ 32008 [ sgratus: | Active

" Don't send Tree Change Message

*Category: DEFAULT Q
Node Count: 0 @ Send Tree Change Message
OK | Return to Searchl
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Figure 117. Tree Definition And Properties page

Complete the fields as follows:

*Tree Name

*Structure ID

*Description

Effective Date

Status

*Category

Node Count

Send Tree Change
Message

Enter the tree name.

This field defaults to access-Group and cannot be
changed.

Enter the description of the tree name.

Thisfield is popul ated with the current date. To change,
select adate from the calendar icon.

Thisfield defaults to active. To change, select data
from the drop-down list. The valid values are active
and Inactive.

Thisfield defaults to pefault.

Thisfield defaultsto o.

Thisfield is selected. Deselect if applicable.
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Don’t Send Tree Change o i
Message Select thisfield if applicable

7. Click OK.
OR

Click Refresh to refresh the page.

Query Access List Cache

An additional batch process is available for users who work with Query manager, Crystal
Reports and PS/nVision. The system can must more quickly retrieve the queries that match
the designated search criteriaif the query access list cache is enabled.

To use Query Access Manager:
1. Select the People Tools menu group.

2. Select the Query Security menu.

3. Select the Query Access List Cache component. The Query Access List Cache
page (Figure 118) is displayed.

Query Access List Cache

Run Control ID:  PSQRYACCLIST Eeport Manager (ST

FProcess Monitar

" Enable Access List Cache

When this radio button is selected, the guery access list cache is enabled. Use the run button above to launch
the application engine program to inifially populate or to refresh the query access list cache table. This cache
table must be refreshed antime a change is made that affects the list of records a user may use in a guery.
Examples of changes that may affectthe list of records a user may use in a guery are: adding/removing records
from a query access list tree, adding/removing a guery access list free from a permission list or a role

@ Disable Access List Cache

Wyhen this radio button is selected, the guery access list cache table will be cleared if it is not empty and
caching is disabled. Note that query perfarmance may suffer if caching is disabled. To turn caching back on,
selectthe enable cache radio button above and then the run button to populate the cache table. Mote that

caching will not be enabled ifthe application engine process to populate the cache does not complete properly.

Figure 118. Query Access List Cache page

4. Complete the fields as follows:

Enable Access List
Cache Select thisfield if the access should be enabled.

Disable Access List
Cache Select thisfield if the access should be disabled.

5. Click Report Manager. For more information on Report Manager, refer to Report
Manager of this procedure.

6. Click Process Monitor. For more information on Process Monitor, refer to Process
Monitor of this procedure.
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7. Click Run. For more information on Run, refer to Run of this procedure.

Common Queries

This section allows the user to maintain user 1Ds, roles, permission lists, and People Tools
object security queries.

To use Common Queries:

1.
2.

Select the People Tools menu group.

Select the Security menu.

. Select the Common Queries component. The Review Security Information

page (Figure 119) is displayed.

Review Security Information
Liser D Queries
Gweries specific to a User ID.

Role Queries
Queries specific to & Role.

Permission List Queries
Gweties specific to & Permission List

FeopleTools Objects Queries
@eries specific to & PeopleTools object.

Definition Security Gueries
Queries specific to Defintion Security.

Access Log Queries
Gueries specific to log-inflog-out activity

Figure 119. Review Security Infomation page

Below isalist of links as follows:
Click the Use ID Queries. Thislink includes queries specific to aUse ID.
Click the Route Queries link. This link includes queries specific to arole.

Click the Permission List Queries link. Thislink includes queries specific to a
permission list.

Click the People Tools Objects Queries link. Thislink includes queries specific to a
people tolls object.

Click the Definition Security Queries link. This link includes queries specific to
definition security.

Click the Access Log Queries link. This link includes queries specific login/logout
activity.

Mass Change Operator Security

This section allows the user to set mass change operator security.
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To set mass change operator security:
1. Select the People Tools menu group.
2. Sdlect the Security menu.

3. Sdlect the Mass Change Operator Security component. The Find An Existing Value
tab - Mass Change Operator Security page (Figure 120) is displayed.

Mass Change Operator Security
Enter any information you have and click Search. Leave fields blank for & list of all values.

[ Find an Existing Value ‘( Add a Mew Value \
Search by: Permission List begins with
Search | advanced Search

Find an Existing Value | Add a New value

Figure 120. Find An Existing Value tab - Mass Change Operator Security page

4. Completethe field as follows:

Search By Permission o
List Begins With Enter the permission list.

5. Click search. The Security tab page (Figure 122) is displayed.
OR

Click the Add A New Value tab. The Add A New Value tab - Mass Change Operator
Security page (Figure 121) is displayed.

Mass Change Operator Security

/_ Eind an Existing Value | Add a New Value

Permission List: |

Add

Find an Existing value | Add a Mew Value

Figure 121. Add A New Value tab - Mass Change Operator Security page

6. Complete the field as follows:

Permission List Enter the permission list.

7. Click Add. The Security tab page (Figure 122) is displayed.
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{ Security

Permission List: 12345

- " OK To Execute Online
Description:

Mass Change Customnize [Find | 8 First () 1 0r 1 [P Last
Mass Change Template ID

[ Q =

&) save | [=7] Motify [Esfdd | UpdElEJDisplayl

Figure 122. Security tab page

8. Complete the fields as follows:
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Permission List Thisfield is populated based on the search/add criteria
entered.

Description Thisfield is populated based on the search/add criteria
entered.

OK To Execute Online Check this box if applicable.

Mass Change Template  Enter the mass change template ID or select data by
ID clicking the search icon.

Click save.

At this point, the following options are available:

Step Description

Click Notify To notify the next individual in the workflow.

Click Add To add an additional mass change operator security.
Click Update Display | To update the page.
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Tree Manager

Trees provide an easy way to create, maintain, and visualize the roll-up relationships of data
throughout EmpowHR . They logically organize and provide a visual summary of detailed
data while allowing updates to apply changes that reflect the user’s data organization.

Trees are effective-dated, so they can be used with past, present, or future dates when
reporting on current or historical data. Trees can also be used to test different scenarios and
strategies. They will not pick up data with an effective date after the tree’s effective date.

Trees are comprised of Nodes, which are grouped fields, values, or other nodes that logically
belong together for reporting purposes (Figure 123).

Tree Manager

SetlD: COMMM Last Audit: Valid Tree

Effective Date: 03/232003 Status: Active

Tree Name: DEFT_SECURITY Departmental Security
Save As Close Tree Defintion Display Options Print Forrmat

*
USDA >FEDERAL >NRCS >NRCS-NHQ 912105 =012108

e All | Expand All Find First Page G0of 10424 I LastPaoel

X USDA - 00-00-00-0000-00-00.00-00 - US Dapt of Agriculturs

" [ FEDERAL - 00-00-00-00-00-00-00-00 - USDA Federal Employees

S MRCS - 16-00-00-0000-00-00-00-00 - Mational Resource Canservation

[ NRCS-NHQ - 16-75-00-0000-00-00-00-00 - NHG - DG
“* [£% 912106 - 16.75-01-0000-00-00-00.00 - CHIEF'S STAFF

" [ 914377 - 16.75.01.0000-00-00-00.75 - Managamant Star

[ 914380 - 16.75.02-000000-00.00.75 - Strategic NR Issues

- [ 9127080 76,75/03 0000:00:00% 0000 I EGISATIVEMERAlRS B i He B £ B X X
| "B 914371 - 16.75.03-0000-00-00-00-75 - Legislative Affairs

“ = 914380 - 16-75-04-0000-00-00-00-75 - Conservation Commun Staff

Figure 123. Nodes

Term Definition

Root Node The parent folder or the highest level of a hierarchy.

Parent Node A node that has other nodes reporting to it.

Child Node A node that reports to a parent mode

Sibling Node Nodes at the same level that represents children reporting to the
same parent node.

The following actions can be performed on the Tree Manager component on the tree that is
selected by using links and images on the navigation bar (Figure 124) (the horizontal blue bar
at the top of the tree).
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Collapse All | EXpand All

Figure 124. Links On Navigation Bar

Action Description

Collapse Select to close all of the visible nodes except for the root node. The
root node is always expanded.

Expand All Select to expand all of the nodes on the tree, so that the entire tree

or branch hierarchy is visible.

Expands all para/child relationships, but the tree hierarchy is still
presented one page at a time.

Find Select to access the Find Value page and search for nodes and
detail values.

The Tree Manager option is displayed when you select Tree Manager from the main menu.

This section contains the following topics:
Introduction To Tree Manager

Tree Viewer
Tree Auditor
Tree Structure
Tree Utilities

Introduction To Tree Manager

To find an existing value on the Tree Manager page:
1. Select Tree Manager menu group.

2. Select the Manager Tree component.The Find An Existing Value tab - Tree Manager
page (Figure 125) is displayed.

Tree Manager
Enter any information you have and click Search. Leave fields hlank for a list of all values.

[ Find an Existing Tree {_Create New Tree |

Search by: ITree Mame vl begins with||

Search |Advanced Search

Find an Existing Tree | Create Mew Tree

Figure 125. Find An Existing Tree tab - Tree Manager page

3. Complete the fields as follows:
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Search By Thisfield defaultsto Tree Name. TO change, select data
from the drop-down list. The valid values are as follows:

Search By Valid Values

Category

Description

Detail Field

Effective Date g

Node Field H

Set Control Value :EI:

Set 1D -

Tree Branch o

Tree Name g

Tree Structure ID g

Valid Tree 2
E

Begins With Enter the information that corresponds to the Search By

valid values.

4. Click search. The Tree Manager page (Figure 126) is displayed. Add a new or delete a
row from this page.

Tree Manager

SetlD: BHUSA Last Audit:  alid Tree

Effective Date: 01/01/19394  Status: Active

Tree Hame: DEFT_SECURITY Departmental Security
Save As Close Tree Definition Display Options Print Forrnat

Collapse All | Expand All First Page 10 of 36 Last Page|

=poore He £
= o3 -
e pond -
= BODG -
= poo7 -
- B BO0E -

[=] Matity

Figure 126. Tree Manager page

OR

5. Select the Create New Tree tab. The Create A New Tree tab - Tree Manager
page (Figure 127) is displayed.
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Tree Manager

[ Eind an Existing Tree | Create New Tree

Tree Name: [iest free]

Add

Find an Existing Tree | Create New Tree

Figure 127. Create New Tree tab - Tree Manager page

6. Complete the field as follows:

Tree Name Enter the name of the tree to be added.

7. Click Add. The Tree Definition And Properties page (Figure 128) is displayed.

Tree Definition and Properties

*Tree Hame: IiTREE 1

*Structure ID: | (&}

*Effective Date: |04123r2008 [5] *Status: | Active |

*Description: |

*Category: [DEFALLT Q
I Permorrmance Options
“Use of Levels: |Str|ct|y Enforced = Petformance Options
[ AN Detail Values in this Tree Node Count: o
[ allow Duplicate Detail Values
Leafl Count: ul
Level Count: a
Branch Count: o
Ok I Return to Searchl

Figure 128. Tree Definition And Properties page

8. Complete the fields as follows:

*Tree Name Thisfield is populated based on the search/create a new
tree criteria.
*Structure ID Enter the applicable information or select data by click-

ing the search icon.

*Effective Date Enter the effective date or select a date from the calendar
icon.
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*Status

*Description

*Category

*Use Of Levels

All Detail Values In This
Tree

Allow Duplicate Detail
Values

Node Count

Leaf Count

Level Count

Branch Count

Thisfield defaults to active. To change,select date from
the drop-down list. The valid values are active, Free-
ze, and Inactive.

Enter the description of the tree.

Enter the category or select data by clicking the search
icon.

Thisfield defaultsto strictly Enforced. TO change,

select data from the drop-down list. The valid values are
Level Not Used, Loosely Enforced, and Strictly
Enforced.

Check this box if applicable. Thisfield is used for audit-
ing purposes.
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Check this box if applicable. Thisfield is used for audit-
ing purposes.

Thisfield is populated.

Thisfield is populated.

Thisfield is populated.

Thisfield is populated.

9. Click OK. The Enter Root Node For Tree page (Figure 129) is displayed.

Enter Root Node for Tree

3 TREE 1

Al Values
=

Add Level

*Root Node: (s}

Ok | Cancel |

Description

First (1 1 0 1 [F] Last

Customize | Find | View All | B
View Detail Delete Level
Wiew Detail Delete Level

Figure 129. Enter Root Node For Tree page
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10. Complete the fields as follows:

Tree Name Thisfield is populated based upon the Tree Name entered
on the Create New Tree tab -Tree Manager page (Fig-
ure 127).

Level Name Click thisfield to sort the column.

All Values Check this box if applicable

Description Click thisfield to sort the column.

View Detail Click thisfield to sort the column

Delete Level Click thisfield to sort the column.

Root Node Enter the applicable abbreviated Root Node or select data

by clicking the search icon.

11. Click Add Level. The Tree Levels page (Figure 130) is displayed.

Tree Levels

Tree Name: ALL_TIME

B as
Level Name All Values Description View Detail Delete

LEVEL1 = View Detail Delete
LEVELZ — Wiew Detail Delete
QK | Add

Figure 130. Tree Levels page

12. Complete the fields as follows:

Level Name Enter the Level Name or select data by clicking the
search icon.
All Values This box checked. Uncheck if applicable.

Click Save to save the information.
OR
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Click Close to return to the Enter Root Node For Tree page (Figure 129).

Tree Viewer

The Tree Viewer option is used to view and print the tree.

To access the Tree Viewer option:
1. Select the Tree Manager menu group.

2. Select the Tree Viewer component. The Find An Existing Value tab - Tree Viewer
page (Figure 131) is displayed.

Tree Viewer
Enter any infarmation you have and click Search. Leave fields hlank far a list of all values.

{ Find an Existing Value

Search by: |Tree Name j heging with
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Search |Advanced Seatch

Figure 131. Find An Existing Value tab - Tree Viewer page

3. Complete the fields as follows:

Search By Thisfield defaultsto Tree Name. To change, select
data from the drop-down list. The valid values are as fol-
lows:

Search By Valid Values
Category
Description
Detail Field
Effective Date
Node Field

Set Control Value
Set ID

Tree Branch
Tree Name

Tree Structure ID
Valid Tree

Begins With Enter the data that corresponds to the search by field.

4. Click search. The Tree Viewer page (Figure 132) is displayed.
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Tree Viewer
SetiD:
Effective Date:

Tree Name:

Last Audit:

07/07/2000  Status:

TOTALCOMP

Yalid Tree

Active

TOTALCOMP

Close

Display Options Print Farmat

Collapse All | Expand All
[=F TOTALCOMP-

OTHER -
B BASE-

[=] motity

Find

First Page 3 of B5

Figure 132. Tree Viewer page

5. Complete thefields as follows:

Set ID

Last Audit

Effective Date

Status

Tree Name

Collaspse All

Expand All

Find

Thisfield is populated from the search criteria entered.

Thisfield is populated.

Thisfield is popul ated with the current date.

Thisfield is popul ated with the current status.

Thisfield is popul ated with the name of the tree.

This link allows the outline of the tree to collapse the
folders.

Thislink allows the outline of the tree to expand the
folders.

Thislink allows the user to search for afolder.

6. Click Notify to notify the next individual in the workflow.

Tree Auditor

The Tree Auditor option is used to find invalid or missing values.
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To find/add a Tree Auditory:
1. Select the Tree Manager menu group.

2. Select the Tree Auditor component. The Find An Existing Value tab - Tree Auditor
page (Figure 133) is displayed.

Audit Tree
Enter any information you have and click Search. Leave fields blank for a list of all values.

{ Find an Existing Value | Add a New Value |

Search by: Run Control ID hegins withl

[" Case Sensitive

Search |Advanced Search

Find an Existing Value | Add a Mew Value
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Figure 133. Find An Existing Value tab - Audit Tree page

3. Complete the fields as follows:

Search By/Run Control
ID Begins With Enter the run control ID.

Case Sensitive Check this box if the Run Control ID is case sensitive.

4. Click search. The Tree Auditor page (Figure 135) is displayed.
OR

Select the Add A New Value Tab. The Add A New Value - Audit Tree
page (Figure 134)is displayed.

Audit Tree

|/ Find an Exisfing Yalus }” Add a Hew Valug '\

Run Cantrol ID:

Add

Find an Existing Yalue | Add a Hew Value

Figure 134. Add A New Value tab - Audit Tree page

5. Complete the field as follows:

Run Control ID Enter the run control 1D to be added.

115



Title 1, Chapter 17, Section 2
EmpowHR - Version 9.0

6. Click Add. The Tree Auditor page (Figure 135) is displayed.

Tree Auditor

Run Control 1D: test 1

¥ Single Tree ¢ Multiple Trees

" As of Current Date
© As of Specific Date  |04/23/2008

Al Trees

View Results

= save I [=] Motify

Tree Name: I (=} Setld: I

' Effectrve Date of Tree [0#/232008 O

Eeport Manager Process Monitor (R I

E‘+Add| 3 UpdateDisplay

Figure 135. Tree Auditor page

7. Complete the fields as follows:

Run Control ID

Single Tree

Multiple Trees

Tree Name

Set ID

Effective Date Of Tree

As Of Current Date

As Of Specific Date

All Trees

Thisfield is populated from the search/add criteria
entered.

Thisfield is selected. Deselect if applicable.

Select this field to select multiple trees.

Enter the tree name or select data by clicking the search
icon.

Enter the set ID or select data by clicking the search icon.
The search icon is displayed after a selection ismadein
the Tree Namefield.

Thisfield defaults to the current date. To change, select a
date from the calendar icon.

Enter the as of current date or select a date from the cal-
endar icon

Enter the as of specific date or select a date from the cal-
endar icon

Select thisfield for al trees.

8. Click save to save the information. At this point, the following options are available:
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Step Description

Click Notify To notify the next individual.

Click Add To return to the Add A New Value tab.
Click Update Display | To update the page.

Tree Structure

The Tree Structure option is used to add and update tree structure information.

To find/add a Tree Structure:

1. Select the Tree Manager menu group.

2. Select the Tree Structure component. The Find An Existing Value tab - Tree Structure
page (Figure 136) is displayed.

m
3
T
]
£
=
=)
[
»
(1}
=
(7
(1]
o
c
=
=5
<
-
=

Tree Structure

Enter any information you have and click Search. Leave fields blank for a list of all values.

[ Find an Existing Tree Structure | Create New Tree Structure |

Search |Advanced Search

Search by: ITreeStructureID vlbeginswith“

Find an Existing Tree Structure | Create New Tree Structure

Figure 136. Find An Existing Value tab - Tree Structure page

3. Complete the fields as follows:

Search By

Begins With

Thisfield defaultsto Tree Structure ID. TO change,
select data from the drop-down list. The valid values are
Description, Tree Structure ID, and Tree Struc-
ture Type.

Enter the data that corresponds with the search criteria
entered.

4. Click Search. The Search Results page (Figure 137) is displayed. This page displays a
list of Tree Structure IDs, the Description of the tree ID, and the Tee Structure Type.
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Search Results

1-3 of 3
Tree Structure 1D Description Tree Structure Type
TC DEFT Dept Tree for Total Comp Detail
TEST ADnIM nl_testadministratie Detail

TREE ®MODE DISTRIB Sample Mode Distribution Detail

Figure 137. Search Results page

OR

5. Select the Create A New Tree Structure tab. The Create A New Tree Structure tab -
Tree Structure page (Figure 138) is displayed.

Tree Structure

| Find an Existing Tree Structure | Create New Tree Structure |

Tree Structure [D: ||

Add

Find an Existing Tree Structure | Create New Tree Structure

Figure 138. Create New Tree Structure tab - Tree Structure page

6. Complete the fields as follows:

Tree Structure ID Enter the applicable Tree Structure I1D.

7. Click Add. The Tree Structure Properties tab - Tree Structure page (Figure 139) is
displayed.

{ structure W Levels " Modes " Details

Tree Structure Properties

Structure 1D: TEST

*Description: ||

Type: [ Detail =1
@+ Setld Indirection ™ Mode Multi-Navigation
' Business Unit I Detail Multi-Navigation
" User Defined
" None
El save | [=7] Motify | [Eradd | FE UpdateDisplay

Structure | Levels | Nodes | Details

Figure 139. Tree Structure Propertiestab - Tree Structure page

8. Complete the fields on the Tree Structure Properties page (Figure 139) as follows:

Structure ID Thisfield is populated based on the Tree Structure ID
entered on the search/add criteria entered.
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*Description Enter the description of the Structure ID.

*Type Thisfield defaultsto petail. To change,select datafrom
the drop-down list. The valid values are petail and
Summary.

SetID Indirection Thisfield is selected. Deselect if applicable. If thisfield
is selected,do not select Business Unit, User Defined, or
None.

Business Unit Select thisfield if applicable. If thisfield is selected,do

not select SetID Indirection, User Defined, or None.

User Defined Select thisfield if applicable. If thisfield is selected,do
not select SetID Indirection, Business Unit, or None,
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None Select thisfield if applicable. If thisfield is selected,do
not select SetID Indirection, Business Unit, or User
Defined.

Node Multi-Navigation Select thisfield if applicable.

Detail Multi-Navigation Select thisfield if applicable.

9. Click save to save the information. At this point, the following options are available:

Step Description

Click Notify To notify the next individual.

Click Add To return to the Add A New Value tab.
Click Update Display | To update the page.

Tree Utilities

This section contains the following topics:
Copy/Delete Tree
Export Tree
Import Tree
Repair Tree
Repair Tree Reports

Copy/Delete Tree

The Copy/Delete Tree option is used to copy, delete, and audit a tree(s).
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To Copy/Delete a Tree:
1. Select the Tree Manager menu group.
2. Select the Tree Utilities menu.

3. Sdlect the Copy/Delete Tree component. The Tree Maintenance tab - Tree Maintenance
page (Figure 140) is displayed.

{ Tree Mai e 1 Tree Structure Maintenance |
Tree Maintenance
Tree Definitions Customize | Find | view 100 | B8 First [4] 120 of 116 O Last
Select Kev Tvne User Key Iree Hame Effective Date Valid Tree
| Setld HxFRA ALL_TIME 0110111901 Yalid Tree
|l Setld HxLISA ALL_TIME 01011301 Yalid Tree
| Setld MBGEM ALL_TIME 0110111901 Yalid Tree
|l Setld HxLISA ALL_TIME_TC 010152000 Yalid Tree
- Setld MBGEM ALL_TIME_TC 0110152000 Yalid Tree
|l Mone COMPETEMCY 010111980 Yalid Tree
- Setld KPIND DEFT_SECURITY 01/0151979 WValid Tree
|l Setld ALE0 DEPT_SECURITY 01/01/1980 Yalid Tree
- Setld BN DEFT_SECURITY 01151980 WValid Tree
|l Setld BrLUISA DEPT_SECURITY 01/01/1980 Yalid Tree
- Setld BELD DEFPT_SECURITY o1i1s1980 WValid Tree
|l Setld MLDOZ2 DEPT_SECURITY 01/01/1980 Yalid Tree
- Setld MZLOT DEFPT_SECURITY o1i1s1980 WValid Tree
|l Setld CAMNOT DEPT_SECURITY 01/01/1980 Yalid Tree
- Setld HKGO1 DEFPT_SECURITY 010151980 WValid Tree

Figure 140. Tree Maintenance page (Tree Maintenance tab)

4. Complete thefields as follows:

Select Check this box to select the applicable line.

Key Type Thisfield is populated. Click this field to sort by Key
Type.

User Key Thisfield is populated. Click this field to sort by User

Key.

Tree Name Thisfield is populated. Click this field to sort by Tree
Name.

Effective Date Thisfield is populated. Click this field to sort by Effec-
tive Date.

Valid Tree Thisfield is populated. Click this field to sort by Valid
Tree.
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5. Select the Tree Structure Maintenance tab. The Tree Structure Maintenance tab -Tree

Structure Maintenance page (Figure 141) is displayed.

i Tree Maintenance |~ Tree Structure Mai B

Structure Maintenance

[Tree Structures Customize | Find | Il | ]

Select  Tree Structure ID

Description

HNode Record Name

(] ACAD_ORGAMNIZATION  Academic Organization ACAD_ORG_THL

r ALL_TIME_OLAF All Time Tree far OLAP TC_TREE_MNODE

[} BUSINESE_UMIT Business Unit BUE_UMIT_TBL_HR
[ COMPEMNSATION Compensation Structure TC_CATEGORY

r COMPETEMNCY Competency ChM_TYPE_TBL

[ DEPARTMEMNT Department Security Chart DEPT_TBHL

[} EQTH_ID_TREE Equation D Auth Structure EQTH_IDALUTH_TBL
r EQTH_SG_TREE Equation SGL Tree EQTH_SQALUTH_THL
(] EQTMN_TB_TREE Equation Data Thl Tree Struct EQTHN_TBAUTH_TBL
r EQTHN_XT_TREE Equation Ext. Sub Auth Struct EQTH_*TAUTH_TBL
r FA_ZIPCODE_REGIOMNS Financial Aid Zip Code Regions BDGT_REGION_TBL
r GPFR_DADE DADS GPFR_DA_STR_WY
[} ITEM_SECURITY Iltem Security TREE_MODE_TBL
r OLAP_TIME QLAP Time dimensian TREE_MODE_TBL
r POSITION Position Hierarchy FOBITION_DATA

First 4] 1.20 o 20 B Last
Detail Record Hame
SUBJECT_TBL

TC_ORG_WW

TC_COMP_DEFH
COMPETENGY_TBL

RGN_FOSTAL_TBL

ITEM_TYPE_THL
TC_OLAF_TIME

Figure 141. Tree Structure Maintenance tab - Structure Maintenance page

6. Complete the fields as follows:

Select Check this box to select the applicable line.

Tree Structure ID
Structure ID

Description
Description.

Node Record Name
Record Name.

Detail Record Name
Record Name.

At this point, the following options are available.

Thisfield is populated. Click thisfield to sort by

Thisfield is populated. Click thisfield to sort by Tree

Thisfield is populated. Click thisfield to sort by Node

Thisfield is populated. Click thisfield to sort by Detail

Step Definition

Click Copy

Click Delete

Click View

Export Tree

The Export Tree option is used to export atreeto afile.
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To export a tree to a file:

1.
2.

Select the Tree Manager menu group.
Select the Tree Utilities menu.

Select the Export Tree component. The Find An Existing Value tab - Export Tree
page (Figure 142) is displayed.

Export Tree
Enter any information you have and click Search. Leave fields blank for a list of all values.

{ Find an Existing Value "\ Add a Newalug |

Search by: Run Control ID begins with ||

[” Case Sensitive

Search |Advanced Search

Find an Existing Yalue | Add 3 Mew Yalue

Figure 142. Find An Existing Value tab - Export Tree page

Complete the fields as follows:

Search By/Run Control
ID Begins With Enter the Run Control ID.

Case Sensitive Check this box if the tree to be exported is case sensitive.

Click search. The Tree Export page (Figure 144) is displayed.
OR

Select the Add A New Value tab. The Add A New Vaue - Export Tree
page (Figure 143) is displayed.

Export Tree

{ Eind an Existing Value | Add a New Value '\

Run Control ID: |
Add

Find an Existing Yalue | Add a Mew Value

Figure 143. Add A New Value tab - Export Tree page

6. Complete the field as follows:
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Run Control ID

Enter the Run Control 1D to be added.

7. Click Add. The Tree Export page (Figure 144) is displayed.

Tree Export

Run Control ID:  test

Beport Manager Process Monitor Run

*Output File Name: |

[¥ Tree Definition

[¥ Tree Level

B save | [=] Motify |

Tree Name: Q
Tree Key Value: Q

I Tree Structure
¥ Tree Hode/Leaf

Effective Date: Q

[ Tree User Level
" Tree User Nodes

[EpAdd | £ UpdateDisplay
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Figure 144. Tree Export page

8. Complete thefields as follows:

Run Control ID

Output File Name

Tree Name

Tree Key Value

Effective Date

Tree Definition

Tree Structure

Tree User Level

Tree Level

Thisfield is populated from the search/add criteria
entered.

Enter the output file name.

Enter the tree name or select data by clicking the search
icon.

Enter the key tree name or select data by clicking the
search icon.

Enter the effective date or select a date from the calendar
icon.

Thisfield is populated.

Check this box to select a tree structure.

Check this box to select atree user level.

Thisfield is populated.
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Tree Node/Leaf Check this box to select atree node/leaf .

Tree User Nodes Check this box to select a tree user node.

Click save to save the information. At this point, the following options are available:

Step Description

Click Notify To notify the next individual.

Click Add To return to the Add A New Value tab.
Click Update Display | To update the page.

The Import Tree option is used to import atree from aflat file.

To Import a Tree:

1.
2.

Select the Tree Manager menu group.
Select the Tree Utilities menu.

Select the Import Tree component. The Find An Existing Value tab - Import Tree
page (Figure 145) is displayed.

Import Tree
Enter any infarmation you have and click Search. Leave fields blank for a list of all walues.

| Find an Existing Value {__Add a Mew Value |

Search by: Run Control ID begins with [fest

[ case Sensitive

Search I Advanced Search

Mo matching values were found.

Find an Existing Yalue | Add a Mew Yalue

Figure 145. Find an Existing Value tab - Import Tree page

Complete the fields as follows:

Search By/Run Control
Id BeginsWith Enter the Run Control 1d.

Case Sensitive Click this box if the Role Name is case sensitive.

Complete the fields as follows:

Click search. The Tree Import page (Figure 147) is displayed.
OR
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Select the Add A New Value tab. The Add A New Vaue - Import Tree
page (Figure 146) is displayed.

Import Tree

/ Eind an Existing Value | Add a New Value '

Run Control ID: e st

Add

Find an Existing Yalue | Add a Mew Value

Figure 146. Add A New Value tab - Import Tree page

7. Complete the fields as follows:

Run Control ID Enter the Run Control 1D to be added.
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8. Click Add. The Tree Import page (Figure 147) is displayed.

Tree Import

Run Control ID:  test Eeport Manacer Process Monitor Fun

“Input File Name: |

*Save Method: I Save vl ¥ Replace Tree if Exists [ Load Tree Defn from File
Tree Name: I Effective Date: I
Structure: I [~ anvalues I Allow Duplicate Leaf
Setld: I
Description: I Category: IDEFAU LT
UseLevels: [ Strictly Enforced =
B save | MNotify ST | Update!DlsplayI

Figure 147. Tree Import page

9. Complete thefields as follows:

Run Control ID Thisfield is populated from the search/add criteria
entered.

*Input File Name Enter the input file name.

Save Method Thisfield defaults to save. To change, select data from
the drop-down list. The valid values are saved and save
Draft.

Replace Tree If Exists This box is checked and will replace an existing tree.
Uncheck this box if applicable.
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Load Tree Defn From File Thisbox is checked and will load the tree definition from
afile. Uncheck this box if applicable.

Tree Name Thisfield is populated.

Effective Date

Structure

All Values

Allow Duplicate Leaf

Set ID

Description

Category

Use Levels

Thisfield is populated.

Thisfield is populated.

Thisfield is populated.

Thisfield is populated.

Thisfield is popul ated

Thisfield is populated.

Thisfield is populated.

Thisfield is populated.

10. Click Save to save the information. At this point, the following options are available:

Step Description

Click Notify To notify the next individual.

Click Add To return to the Add A New Value tab.
Click Update Display | To update the page.

Repair Tree

The Repair Tree option is used to audit and repair tree utilities.

To Repair a Tree:

1. Select the Tree Manager menu group.
2. Select the Tree Utilities menu.

3. Select the Repair Tree component. The Find An Existing Value tab - Repair Tree
page (Figure 148) is displayed.
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Repair Trees
Enter any information you have and click Search. Leave fields hlank for a list of all values.

[ Find an Existing Value {_Add a New Value |,

Search by: Run Control ID begins with ||

[ Case Sensitive

Search IAdvanced Search

, Find an Existing Value | Add 2 Mew Value

Figure 148. Find An Existing Value tab - Repair Trees page

4. Complete thefields as follows:

Search By/Run Control
Id Begins With Enter the Run Control ID.
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Case Sensitive Click this box if the Role Name is case sensitive.

5. Click Search. The Repair Tree page (Figure 150) is displayed.
OR

Select the Add A New Value tab. The Add A New Value - Repair Tree
page (Figure 149) is displayed.

Repair Trees

{ Find an Existing Value | Add a New Value '\

Run Control ID: |
Add

Find an Existing Yalue | Add a MNew Value

Figure 149. Add A New Value tab - Repair Trees page

6. Complete the fields as follows:

Run Control ID Enter the Run Control 1D to be added.

7. Click Add. The Repair Tree page (Figure 150) is displayed.
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Repair Tree

Run Control ID:  test EeportManager Frocess Monitor (RUR I

“Tree Utility: [ Tree Audits |

 Single Tree ¢ Multiple Trees

Tree Narne: I Q Setld: |

¥ Effective Date of Tree IUBIUSIZUUB Q
= As of Current Date

" As of Specific Date IDE-"D3-"QD|38

" All Trees

Vieww Results

& save || = notity | s || UpdateDisplay |

Figure 150. Repair Tree page

8. Complete the fields on the Repair Tree page (Figure 150) as follows:

Run Control ID Thisfield is populated with the search/add criteria
entered.

*Tree Utility Thisfield defaultsto Tree Audits. To change,
select data from the drop-down list. The valid values are
asfollows:

Tree Utility Valid Values

Tree Audits

Correct Level Numbers
Correct Parent Node Numbers
Delete Orphan Tree Objects
Remove Tree Branches
Remove Tree Reservations
Reset Tree Node Gaps
Update Tree Table Statistics

Single Tree Select thisfield if the audit is pertaining to asingle tree.
Multiple Trees Select thisfield if the audit is pertaining to multiple trees.
Tree Name Enter the applicable tree name or select data by clicking

the search icon.

Set ID Enter the applicable set ID or select data by clicking the
search icon.
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Effective Date Of Tree Thisfield is populated with the current date. To change,
select a date from the calendar icon.

As Of Current Date Select thisfield if applicable.

As Of Specific Date Thisfield defaults to the current date. To change, select a
date from the calendar icon.

All Trees Select thisfield for al trees.

9. Click save to save the information. At this point, the following options are available:

Step Description

Click Notify To notify the next individual.

Click Add To return to the Add A New Value tab.
Click Update Display | To update the page.

Repair Tree Reports

The Repair Tree Reports option is used to review results from the Repair Tree option.

To Repair Tree Reports:
1. Select the Tree Manager menu group.
2. Select the Tree Utilities menu.

3. Select the Repair Tree Reports component. The Find An Existing Value tab - Repair
Tree Reports page (Figure 151) is displayed.

Repair Tree Reports
Enter any infarmation you have and click Search. Leave fields blank for a list of all values

{ Find an Existing Value

Search by: [RunCortrolID x| begins wih st

Search |Advanced Search

Figure 151. Find An Existing Value tab - Repair Tree Reports page

4. Complete the fields as follows:

Search By Thisfield defaultsto Run control ID. TO change,
select data from the drop-down list. The valid values are
Run Control ID and Process Instance.
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Begins With Enter the data that corresponds to the search criteria
entered.

5. Click Search to access the Repair Tree Reports.
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Heading Index

Thisindex provides an alphabetical list of all headings in the procedure. When a heading is referenced, you
can use this index to locate the page number.

A E

Assigning The Distributed Security Administrator Employee Password Reset, 15
Roles To A User, 6 EmpowHR User Security (HD), 1
Associating Department Security To New Row— Execute Role Rules. 77

Level Permission Lists, 13

Export Tree, 121

C F

Common Queries, 103 Forgotten Password Email Text, 83
Copy Permission Lists, 60 Forgotten Password Hint, 85

Copy Roles, 74
Copy User Profiles, 28 G

Copy/Delete Tree, 119
Create And Maintain User Profiles, 18

Granting Roles And Row—Level Permission Lists, 8

Create New Oprid, 15 I
Creating A Distributed Security Administrator Role,
3 Import Tree, 124
Creating A Row—Level Permission List, 11 Introduction To Tree Manager, 108

D M

. . . . . i
Defining Roles That The Distributed Security Mass Change Operator Security, 103

Administrator Can Grant, 5

Delete Forgotten Password Hint, 87 P

Delete Permission Lists, 61
Delete Roles, 75
Delete User Profiles, 29

Password Configuration, 79

Password Controls, 79

People Tools, 18
Permission Lists, 34

Digital Signature, 95

Distributed Security Administrator, 8 Permission Lists Overview. 15
Distributed User Profiles, 31 Permissions & Roles, 34
Distributed User Set Up, 32 Purge Inactive User Profiles, 33
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Query Access List Cache, 102
Query Access Manager, 100

Query Security, 100
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Repair Tree, 126
Repair Tree Reports, 129
Roles, 16

Roles Component, 63
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Secruity Objects, 88
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Security Links, 91

Signon Peoplecode, 99

Single Signon, 98
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Tables To Skip, 91
Tree Auditor, 114
Tree Structure, 117
Tree Utilities, 119
Tree Viewer, 113

U

User Profile Types, 89
User Profiles, 17
Profiles (People Tools), 18




