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EmpowHR User Security (HD)

Security is critical for core business applications. Typically, not every group in the organization
should have access to all of the application features or have access to all the data within the
application.

EmpowHR provides security features to ensure that an Agency’s sensitive application data does
not fall into the wrong hands.

The application security menu can apply to all users, including employees, managers, customers,
and contractors. Users are grouped according to defined roles to give them different degrees of
access.

EmpowHR also enables the Agency to restrict user access to records/data within a menu selection.
Thus, a Security Administrator can limit a user’s access to only records/data that belong in those
organizational codes (Department Identification (DEPTID)) associated with a specifically defined
Row-Security Permission List. This data access level is defined for each user in each user’s
individual profile by the Row-Security Permission List that is assigned to that profile. The Security
Administrator is at the highest level in the Department Tree (Organizational Structure, Table
Management System (TMGT), Table 005, Agency Organizational Structure). A Security
Administrator can delegate all or part of security functions to a person(s) which is called a
Distributed Security Officer. The Distributed Security Officer’s access could be limited to a
specific Agency within the Department Tree.

EmpowHR DEPTIDs are used in place of the National Finance Center (NFC) Organizational
Codes and are required for various types of transactions within the application. Prior to data being
loaded into EmpowHR, these DEPTIDs must be established in order to translate each unique NFC
Organizational Code for organizations into unique EmpowHR DEPTIDs.

Also, prior to the Agency data being loaded into EmpowHR and based on information the Agency
has provided, a security tree is created that represents the Agency’s organization security
hierarchy. Security trees enable that Agency to grant (or deny) access to an employee’s data by
granting access to the entity (DEPTIDs) to which the user reports. To grant access to a group of
entities (DEPTIDs), grant access to the entity (DEPTID) within the security tree to which all of
those entities report. Access can be restricted to individual entities or to a group of entities. The
security definition and hierarchy are described as follows:

e A security definition refers to a collection of related security attributes that are created
using PeopleTools Security. The three main EmpowHR security definition object types are:

e User Profiles
e Roles

e Permission Lists
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Because implementing applications to the Internet considerably increases the number of potential
users, the application must accommodate an efficient method of granting authorization to varying
user types. Security definitions provide a modular means to apply security attributes in a scalable
manner.

Each user of the application has an individual User Profile, which in turn is linked to one or more
Roles. To each Role, one or more Permission Lists are assigned. These Permission Lists ultimately
control which pages a user is able to access. Thus a user inherits permissions by way of a role.
Permissions being assigned directly to a user’s profile are an exception to this rule. The following
table provides a summary of each profile and the description of each:

User Description

Super User This user understands the setup of the application and has access to the
defined business rules area of the application. In addition, they have full
access to all data entry pages, correction-mode capabilities to modify
historical data, and the capability to run all processes within their application.
This user is considered the application expert.

Lead User This user has full access to all data entry pages, correction-mode
capabilities to modify historical data, and the capability to run most
processes within the application.

Average User This user has access to a limited number of pages and processes within the
application. If there are more than five categories in this area, it is divided
into multiple roles. This area includes users that perform tasks such as
approving, entering data, updating existing data, and processing.

Data Entry This user has access to a very limited number of pages within a component.
The data entry user has access to add or submit data but is unable to update
the record. This role is not often used due to the restrictiveness.

Inquiry This user has access to some pages of the application in a read-only mode.
They also have access to standard inquiry pages and report-generation
areas within the application.

EmpowHR security restrictions are applied to the following components in order to protect the
application and data:

e Reporting

e Inquiry

e Transaction processing
e Process running

e System access

e UserIDs

e Sign-on and timeout security
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The following table provides a summary of each component and the restrictions that may be

applied to each.

Component Security Description

Reporting Limits users from reporting on data from organizations or Departments they
are not part of or for which they cannot conduct transactions. Access is
limited via business unit and Department role.

Inquiry Allows security set up through Departmental roles for read-only access to

certain data entry or transaction pages and online inquiry pages with
predefined search capabilities. EmpowHR query tool allows security control
at table-level security, row-level security, field-level security, and run only.

Transaction Processing

Assigns data entry and transaction processing limited to security based on
user roles in EmpowHR. Allows user to perform data entry and transaction
processing for the areas that have been authorized.

Running Processes

Utilizes process groups based on Departmental business roles to limit
access to running certain processes.

External Process

Gains user access to the application remotely via the Internet with
appropriate authentication.

User ID

Allows users security configuration to access applications and be able to
move between them without having to log in and out.

Sign-on Time

Allows adjustable intervals for a user to access the application or sign on to
EmpowHR.

Timeout

Specifies the amount of time the user’'s machine can remain idle before
EmpowHR automatically disconnects the user from the application so they
cannot gain access.

This section includes the following topics:

Distributed Security AdMINISTIAtOr .........cc.oviiiiiie e 3
(01 LT 1 L N =Y @ o o To O ERUT R 7
Employee PasSWOrd RESEL ........ociiiiiiiiiiiiie ettt a e 7
PermisSSion LiSTS OVEIVIEW .........ueiiiiiiiiiiiie ettt 8
ROIES ..ottt 9
USEE PrOfIlES.....ciiiiice et 9

Distributed Security Administrator

This section will explain the process for the Distributed Security Administrator to grant Roles and
Row-Level Permission Lists to an operator identification (OPRID) (user).
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For more information see:

Granting Roles and Row-Level Permission LiStS ........ccccoceviiiieiiiiee e 4
Creating a Row-Level Permission LiSt.........cccoouiiiiiiiiieiiiii e 6

Granting Roles and Row-Level Permission Lists

Below is the step-by-step process for the Security Administer to grant Roles and Row-Level
Permission Lists to the Distributed Security Administrator for administration:

1. Select the Peoples Tools menu group.
2. Select the Security menu.
3. Select the User Profiles menu item.

4. Select the Distributed User Profiles component. The Distributed User Profile page - Find an
Existing Value tab is displayed.

Distributed User Profile

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value [ ]
= Search Criteria

Search by: |UserlD  “|pegins with |

Figure 1: Distributed User Profie Page - Find an Existing Value Tab
5. Enter the applicable search criteria.
6. Click search.

7. Select a Role Name from the search criteria.
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8.

10.

11.

12.

13.

14.

Select the User Roles tab. The Distributed User Profile page - User Roles tab is displayed.

General D User Roles Workflow Audit Links User D Queries

User ID: oo

Description:
Dynamic Role Rule User Roles Personalize | Find | View Al | E | B First B0 1 op 1 B Last
Role Name Description Dynamic
Execute on | Q
Server: || Q Route Control [=]

TestRule(s) | Refresh |

Execute Rule(s]l

Process Monitor
Semvice Monitor

Figure 2: Distributed User Profile Page - User Roles Tab
Click + to add an additional Role.

Click the look-up icon to display the roles that the Distributed Security Administrator can
grant. The roles that the Distributed Security Administrator can grant are defined by the
Security Administrator.

Select the applicable Role Name.
Click save.

Select the General tab. The Distributed User Profile page - General tab is displayed.

General D UserRoles Workflow | Audit | Links User D Queries

User ID: xoocoeo:

» ‘[ JAccount Locked Out?
Description:
Logon Information
Symbolic 1D: sal v
Password: |o........................... Password F_Jr.pired?
Confirm Password: |oooooooooooooooooooooooooooo
User ID Alias: |
Edit Email Addresses Instant Messaging Information
General Attributes
Language Code: English ™ [ Enable Expert Entry
Currency Code: US Dollar v|
Default Mobile Page: | Q

Permission Lists

T
T

1
:
|

Navigator Homepage: AN S-HR Primary:

Process Profile: CAMS-HR Row Security: | Q

Figure 3: Distributed User Profile Page - General Tab

Click the look-up icon next to the Row Security field to display Permission List(s).
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15. Select the applicable Permission List. This field grants access to the user ID in order to
view data in a component within the application.

16. Click save.

Creating a Row-Level Permission List

Below is the step-by-step process that will allow the Security Administrator to create a Row-Level
Permission List for the Distributed Security Administrator for administration (access to the data

within a component).
1. Select the Peoples Tools menu group.
2. Select the Security menu.
3. Select the Permissions & Roles menu item.

4. Select the Permission Lists component. The Permission Lists page - Find an Existing Value
tab is displayed.

Permission Lists

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value [ ]
= Search Criteria

Search by: |Permission List V|pegins with|

Figure 4: Permission Lists Page - Find an Existing Value Tab
5. Enter the applicable search criteria.

6. Click search.
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7. Select the Add a New Value tab. The Permission Lists page - Add a New Value tab is
displayed.

Permission Lists

| [ ddatow va |

Permission List:

Figure 5: Permission Lists Page - Add a New Value Tab
8. Enter the name of the new permission list.

9. Click Add.

10. Click save. The new permission list is saved.

Create New Oprid
To Create a New Oprid:
1. Select the EmpowHR User Security (HD) menu group.

2. Select the Create New Oprid component.

Note: When the Create New Oprid component is selected from the EmpowHR User Security (HD)
menu group, the user is rerouted to the PAR Processing menu group, Create New Oprid
component. The completion of this component is the same from either menu group. For more
information on Create New Oprid, refer to the PAR Processing section, Create New Oprid topic.

Employee Password Reset
To access the Employee Password Reset page:
1. Select the EmpowHR User Security (HD) menu group.

2. Select the Employee Password Reset component.

Note: When the Employee Password Reset component is selected from the EmpowHR User
Security (HD) menu group, the user is rerouted to the PAR Processing menu group, Employee
Password Reset component. The completion of this component is the same from either menu
group. For more information on Employee Password Reset, refer to the PAR Processing section,
Employee Password Reset topic.
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Permission Lists Overview

Permission lists are the building blocks of user security authorizations. Create permission lists
before roles and user profiles are created. When defining permission lists, however, consider the
roles, data, and user profiles that the Agency will use. Remember that roles are intermediary
objects between permission lists and users. The Agency uses roles to automatically assign
application permissions to users.

Application permission lists may contain a variety of accessibilities (i.e, sign-in times) and
view/update/add page access authority. Application permission lists are more flexible and scalable
when they contain fewer permissions but require more effort to maintain. It is very important to
have a balanced approach when establishing these guidelines.

EmpowHR enforces data permission security with security search views. To understand how this is
done, it helps to understand how EmpowHR retrieves data when the user accesses a menu
selection. When the user opens a menu selection in EmpowHR, a search page is displayed. The
search page represents the search record, and the fields that appear are the search keys and
alternate key fields that uniquely identify each row of data. EmpowHR uses the information that
the user enters to retrieve the data that the user wants to view or enter/update information. A search
page may have EmplID as a key field and Name as an alternate key. (For example: if the user
enters Smith in the Name field, EmpowHR retrieves all the data rows with the Name field data that
matches Smith.) EmpowHR also uses search records to enforce data permission security. Search
views for menu selections that contain sensitive data also contain a security view to control data
access. EmpowHR adds the user’s security profile, including their user ID and the value of the
Row-Level Security Permission List attached to their user profile. The SQL (Structured Query
Language) selects the statement along with the values that the user entered on the search page.
EmpowHR retrieves the data that matches the criteria from the search page and the user’s data
Row-Level Security Permission List. EmpowHR does not retrieve data for people to whom you
have not granted the user’s Row-Level Security Permission List data access to.

The permission list relationship to the Department Security Tree is what defines the permission list
as a Row-Security Permission List. Set Identifications (SETID), associated DEPTIDs, and Access
Codes are what set apart a Row-Level Security Permission List from a standard application
Permission List. The SETID determines the Tree, the DEPTID determines the position on the
Tree, and the Access Code designates whether or not the DEPTID is accessible or blocked, thus
providing the translational information for the user profiles access to data via the Row-Level
Security Permission List and the organizations Department Security Tree.

To create, maintain, copy, and delete permission lists:
1. Select the EmpowHR User Security (HD) menu group.

2. Select Permission Lists.
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Note: When the Permission Lists component is selected from the EmpowHR User Security (HD)
menu group, the user is rerouted to the People Tools menu group, Permission Lists component.
The completion of this component is the same from either menu group. For more information on
Permission Lists, refer to the People Tools section, Permission Lists topic.

Roles

Roles are intermediate objects that usually link user profiles to application permission lists. The
Agency can assign multiple Roles to a user profile and can assign multiple application permission
lists to a role. Roles are essentially used to group users by the specific tasks they perform.

Non-permission list-based roles link user profiles directly to groups of users without any inherited
menu access within EmpowHR.

This option is used to create and maintain roles established in the database. For more information
about Roles, refer to People Tools (on page 15) and Permissions and Roles (on page 31) in this
procedure.

To create and maintain roles:
1. Select the EmpowHR User Security (HD) menu group.

2. Select the Roles component.

Note: When the Roles component is selected from the EmpowHR User Security (HD) menu group,
the user is rerouted to the People Tools menu group, Roles component. The completion of this
component is the same from either menu group. For more information on Roles, refer to the People
Tools (on page 15) topic or the Permissions and Roles (on page 31) topic.

User Profiles

User profiles define individual EmpowHR users. User profiles are defined and then linked to one
or more roles. Typically, a user profile must be linked to at least one role to be a usable profile. The
majority of values that make up a user profile are reinherited from the linked roles.

It is possible to have a user profile with no roles. This might be a user who is not allowed access to
EmpowHR; however, work flow-generated email will be sent to the user.

Define user profiles by entering the appropriate values on the user profile pages. The user profile
contains values that are specified by the user, such as a user password, an email address, an
employee ID, etc.

The User Profiles option is used to establish user profiles. User profiles can also be copied, deleted,
distributed and purged from this option.
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To create and maintain user profiles:
1. Select EmpowHR User Security (HD) menu group.

2. Select User Profiles component.

Note: When the User Profiles component is selected from the EmpowHR User Security (HD) menu
group, the user is rerouted to the People Tools menu group, User Profiles component. The
completion of this component is the same from either menu group. For more information on User
Profiles, refer to User Profiles (People Tools) (on page 15).

10
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Security Administrator Role

This section provides the Security Administrator with a step-by-step guide for the changes to the
Security 9.0.

For more information see:

Creating a Distributed Security Administrator Role .............cccccoiviiiiiiiniee, 11
Defining Roles That the Distributed Security Administrator Can Grant ............... 12
Assigning the Distributed Security Administrator Roles to a User....................... 13

Creating a Distributed Security Administrator Role

This component is used by the Security Administrator (Super User) to create a new role in
EmpowHR. This role is created for the Distributed Security Administrator (SubAgency
Administrator).

The following describes the procedure for adding roles:
1. Select the Peoples Tools menu group.
2. Select the Security menu.
3. Select the Permissions & Roles menu item.

4. Select the Roles component. The Roles page - Add a New Value tab is displayed.

Roles

| [ i vae

Role Name: |

Figure 6: Roles Page - Add a New Value Tab

5. Enter the Role Name.

11
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6. Click Add. The Roles page - General tab is displayed.

General Permission Lists Members Dynamic Members Workflow Role Grant Links Rale Queries Audit

Role Name: test

*Description: |

Long Description

Figure 7: Roles Page - General Tab
7. Enter the description of the role.

8. Click save.

Defining Roles That the Distributed Security Administrator Can Grant

Below is a step-by-step process that allows the Security Administrator to assign a role(s) that the
Distributed Security Administrator role will be able to grant.

1. Select the Peoples Tools menu group.

2. Select the Security menu.

3. Select the Permissions & Roles menu item.

4. Select the Roles component. The Roles page - Find an Existing Value tab is displayed.

Roles

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value Add a New Value

« Search Criteria

Search by: begins with|

[ |case sensitive

Figure 8: Roles Page - Find an Existing Value Tab

5. Enter the applicable search criteria.
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Note: If no information is entered, click the search icon for a list of values.

6. Click search.
7. Select a value.

8. Select the Role Grant tab. The Roles page - Role Grant tab is displayed.

General Permission Lists Members Dynamic Members Waorkflow Role Grant Links Role Queries Audit

Role Name: test

Description:

Roles That Can Be Granted By This Role Personalize | Find | View 2 | B | 38

First B 1 o1 I Last

Role Name Description View Definition
| Q View Definition (=]

Roles That Can Grant This Role Personalize | Find | View 21 | B | 88

First B0 1 o 1 I Last

Role Name Description

View Definition

View Definition

Figure 9: Roles Page - Role Grant Tab

9. Enter the Role Name in the Roles That Can Be Granted By This Role section.

10. Click the look-up icon.
11. Click Search.
12. Select a value.

13. Click save.

Note: Select the Members tab to display a list of user IDs that have the selected role.

Assigning the Distributed Security Administrator Roles to a User

Below is a step-by-step process for the Security Administrator to assign the Di
Administrator role to an Operator ID (OPRID).

1. Select the Peoples Tools menu group.
2. Select the Security menu.

3. Select the User Profiles menu item.

stributed Security

13
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4. Select the User Profiles component. The User Profiles page - Find an Existing Value tab is
displayed.

User Profiles

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value Add a New Value

* Search Criteria

Search by: begins with|

Figure 10: User Profiles Page - Find an Existing Value Tab

5. Enter the applicable search criteria.

Note: If no information is entered, click Search for a list of values.

6. Click search.

7. Select the Roles tab. The User Profiles page - Roles tab is displayed.

General D Roles Workflow Audit Links UserID Queries

User ID: soooom

Description:
Dynamic Role Rule User Roles Personaiize | Find | view A1 | B ) B First B0 40 or2 I Last
Role Hame Description Dynamic View Definition
Execute on Q
Server: CAMS Employee CAMS Employee o Route Control  View Definition  [+] [=]
TestRule(s) | Refresh | PeopleSoft User PeopleSoft User v Route Control  View Definition  [+] [=]

Execute Rule(s]l

Process Monitor
Senvice Monitor

Figure 11: User Profiles Page - Roles Tab
8. Click + to add a new row. A new blank row is added.

9. Click the look-up icon. A list of available roles is displayed on the Look Up Role Name
page.

10. Select the Role Name from the look-up results. The Role Name selected is displayed on the
new row.

11. Click save. The new row is saved.

14
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Permissions and ROIES ........c.ooiiiiiiiiii e 31
Password CONFIQUIALION .........ocoiiiiiiiiiie et 73
SECUNLY ODJECTS ....eiiiii ittt e e e e et e e e e e e s e anabb e e e aaeeeenas 82
QUETY SECUNILY ...ttt ettt et e e st e e et e e e et e e s nebeeeeas 92
(O%e] a1 0970 IO LU T=T =TS 96
Mass Change OpPerator SECUIILY .....c..ou it a e 97

User Profiles (People Tools)

User profiles define the individual EmpowHR user access. The Agency defines user profiles and
then links them to one or more roles. A user's profiles must be linked to at least one role in order to
be a valid profile. The majority of values that make up a user profile are inherited from the linked
roles.

The Agency defines user profiles by entering the appropriate value on the user profiles pages. The
user profile contains values that are specific to users, such as a user password, an email address, a
Row-Security Permission List, and an employee ID.

The user ID and description appear at the top of each page to help recall which user profile the user
is viewing or modifying as the Agency moves through the pages.

The User Profiles option is used to establish user profiles. User profiles can also be copied, deleted,
distributed, and purged by using this option.

For more information see:

Create and Maintain User Profiles...........cccoviiiiiiiiiiiicee e 16
COPY USEE PrOfilES....cciiiiii ettt 24
Delete USEr ProfileS.........ooiiiiiiiiii e 26
Distributed USer ProfileS.........ccoiiiiiiiiiicicceee e 27
Distributed USEr SETUD ...cueiiiiiiiiic ettt 29
Purge Inactive User Profiles ... 29
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Create and Maintain User Profiles

To create and maintain user profiles:

1.

2.

Select the People Tools menu group.

Select the User Profiles component. The User Profiles page - Find an Existing Value tab is
displayed.

User Profiles

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value Add a Mew Value
* Search Criteria

Search by: begins with|

Figure 12: User Profiles Page - Find an Existing Value Tab

Enter the applicable search criteria.

Click search. The User Profiles page - General tab is displayed.
OR

Select the Add a New Value tab. The User Profiles page - Add a New Value tab is displayed.

User Profiles

Find an Existing Value Add a New Value

I.Iserl[}:|

Figure 13: User Profiles Page - Add a New Value Tab

Complete the field as follows:

User ID Enter the user ID.
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6. Click Add. The User Profiles page - General tab is displayed.

[ General _[HBT]|

[ pat [ Links | |

User ID: oooox

Description:

[_|'Account Locked Out?

Logon Information
Symbolic ID;
Password:

Confirm Password:

User ID Alias:

Edit Email Addresses
General Attributes

Language Code:
Currency Code:

Default Mobile Page:

W

Password Expired?

English W

Instant Messaging Information

[ IEnable Expert Entry

US Dollar v|

Q

Navigator Homepage:

Process Profile:

|caMS-HR Q

-

Primary: |F'F'CN'u'IS

|caMS-HR Q

Q
Row Security: | Q

Figure 14: User Profiles Page - General Tab

Complete the fields as follows:

User ID

Account Locked Out?

Description

Logon Information
Symbolic ID
Password
Password Expired?

Confirm Password

User ID Alias
General Attributes
Language Code
Enable Expert Entry

Currency Code

Populated based on the user ID entered on the User Profiles page - Add
a New Value tab.

Click this field if a user’s account is locked.

Populated based on the Description entered on the User Profiles page -
Add a New Value tab.

Select the applicable Symbolic ID from the drop-down list.
Enter the password in this field.
Click this field if the password has expired.

Re-enter the password entered in the Password field to confirm the
password.

Enter the applicable user ID alias.

Defaults to English. To change, select data from the drop-down list.
Click this field to enable expert entry.

Defaults to US Dollar. Select a currency code from the drop-down
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list.

Default Mobile Page Enter the applicable mobile information in this field or select data by
clicking the search icon.

Permission Lists
Navigator Homepage Populated and cannot be changed.

Primary Populated based on the description entered on the User Profiles page -
Add a New Value tab.

Process Profile Populated and cannot be changed.
Row Security Enter the applicable position name or select data by clicking the search
icon.

8. Click the Edit Email Addresses link to add or modify email addresses if applicable.

9. Select the ID tab. The User Profiles page - ID tab is displayed.

General D Roles Workflow Audit Links User ID Queries

User ID: »xocoo

Description:

ID Types and Values Find | View Al First B o B s

_ (=]
“ID Type: EMPLOYEE v

Attribute Name Attribute Value Description

Empl ID [o719 o}

User Description

Description: |

Set Description  ortype in User Description.
Figure 15: User Profiles Page - ID Tab

10. Complete the fields as follows:

User ID Populated based on the search/add criteria.
Description Populated based on the search/add criteria.
ID Types and Values

*ID Type Click the down arrow to select the ID type. Valid values are Employee
and None.
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1.

12.

Attribute Name Populated with the EmplID if Employee is selected in the ID Type field.
Click the link to sort this list by Attribute Name.

Attribute Value Enter the applicable name or select data by clicking on the search icon.
Click the link to sort this list by Attribute Value.

Description Populated. Click the link to sort this list by Description.
User Description

Description Enter the user description in this field.

Select Roles. The User Profiles page - Roles tab is displayed.

[Genera N6 Roes [ | puat [ Lo | 1

User ID: xocooo

Description:
Dynamic Role Rule User Roles Personalize | Find | Wiew All | L) | i First Kl 1.2 or 2 B L ast
Role Hame Description Dynamic View Definition
Execute on Q
Server: CAMS Employee CAMS Employee v Route Control  View Definition =
TestRule(s) | Refresh | PeopleSoft User PeopleSoft User v Route Control  View Definiion =]

Execute Rule(s)

Process Monitor
Senvice Monitor

Figure 16: User Profiles Page - Roles Tab

Complete the fields as follows:

User ID Populated based on the search/add criteria.

Description Populated based on the search/add criteria

Dynamic Role Rule

Execute on Server Enter the server name or select data by clicking the search icon.

Role Name Enter the applicable role or select data by clicking the search icon. Click
the link to sort the list by Role Name.

Description Populated based on the role enter or selected in the Role Name. Click
the link to sort the list by Description.

Dynamic Check box if applicable. Click the link to sort the list by Dynamic.

View Definition Click the link to sort the list by Definition.

19
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13. Click the Route Control link. The User Route Control Profiles page is displayed.

User Route Control Profiles

Role Name: CAMS Employee

User Route Personalize | Find | E | i
Control Profiles First Kl 4 of 1 B Last

*Route Control Profile

Figure 17: User Route Control Profiles Page

14. Complete the fields as follows:

Role Name Populated.
*Route Control Profile Enter the applicable information or select data by clicking the search
icon.
15. Click oK.
OR

Click cancel to return to the User Profiles page - Roles tab.

16. Click the View Definition link to view the definition. This field cannot be viewed if there is
unsaved data on the page. Save all entries before accessing this field.

17. Select the wWorkflow tab. The User Profiles page - Workflow tab is displayed. On this page
the Administrator can:

e Select an alternate user to receive routing sent to this user. Use this option when the
user is temporarily out (vacation or leave). If the Alternate User ID edit box contains a
user name, the system automatically forwards the new work list items to the alternate
user once the profile is saved, if the From and To date range is completed.

Note: It does not reassign items already in the user’s work list.

e Reassign pending work for a user if positions change or the user is temporarily out,
such as on leave or on vacation. If a user has work items waiting (if indicated by the
total pending work list Entries circled in red), select this check box and select the user
to whom work items should be forwarded from the drop-down list. When saved, the
system reassigns all existing work list entries to the specified user and the Total
pending Work list Entries value changes to zero.
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e Specify which types of routing a user can receive. The routing Preferences box shows
the two places where the system can deliver work items: to a work list or to an email
mailbox. If the user does not have access to one or both of these places, clear the check
box.

[ [ FRoies | worknow | FAUGHE[NEmie |

User ID: xcocoot

Description:

Workflow Attributes

Routing Preferences

Alternate User ID: | Q [¥Iworklist User
From Date: ’7@ W
To Date: i

O Reassign Work To: | Q

Total Pending Worklist Entries: 53

Figure 18: User Profiles Page - Workflow Tab

18. Complete the fields as follows:

User ID Populated based on the User ID used in the search/add criteria.
Description Populated based on the Description used in the search/add criteria.
Workflow Attributes

Alternate User ID Enter the alternate user ID for a user or select data from the drop-down
list.

Routing Preferences

Worklist User Check this box if the user is a worklist user.
Email User Check this box if the user is an email user.
From Date Enter the from date in MM/DD/YYYY format or select a date from the

calendar icon.

To Date Enter the to date in MM/DD/YYYY format or click the icon to select a
date from the calendar icon.

Reassign Work

Reassign Work To Check this box to reassign work to another user. If this field is checked,
enter the applicable user or select data by clicking the search icon.

Total Pending Worklist Populated with the number of pending worklist entries.
Entries
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19. Select Audit. The User Profiles page - Audit tab is displayed. The Audit tab is displayed
only and enables the Administrator to determine when a profile was last updated and/or
who updated the profile.

General i[s] Roales Workflow Audit Links User ID Queries

User ID: ooooo

Description:
Audit Information

Last Update User ID: 00000
Last Update Date/Time: 03/30/2005 12:30:07PM
Figure 19: User Profiles Page - Audit Tab

20. Complete the fields as follows:

User ID Populated based on the user ID entered on the search/add criteria.
Description Populated based on the Description entered on the search/add criteria.
Audit Information

Last Update User ID Populated.

Last Update Date/Time Populated.

21. Select Links. The User Profiles page - Links tab is displayed.

General ([n] Roles Workflow Audit Links User D Queries

User ID:

Description:

Use the links below to navigate to other security seftings for this object.

Personalize | Find | View All | First B0 40f 1 I3 Last

Description

Figure 20: User Profiles Page - Links Tab

22. Complete the fields as follows:

User ID Populated based on the user ID entered on the search/add criteria.
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Description Populated based on the description entered on the search/add criteria.
Description Populated based on the description entered on the search/add criteria.

23. Select the User ID Queries tab. The User Profiles page - User ID Queries tab is displayed.

[ [ 0 [ Roes | [ PG [FEAST | user o queries |

User ID: oo

Description:
User ID Specific Queries

User ID's Permission List
(To which Permission Lists does this User ID belong?)

UserlD's Roles
(To which Roles does this User 1D belong?)

User ID's Page Access
(Which pages can this User D access?)

User ID's Misc. PeopleTools Access
(Can this User ID access Application Designer, Client Process, Data Mover, Import
Manager, Definition Security or Query?)

User ID's Application Designer Object Access
(Which Application Designer objects can this User ID access?)

User ID's Signon Times
(What are the valid signon times for this User D7)

Userll¥s Roles, Permission Lists, and Page Access
(What access to Roles, Permission Lists and Pages has been granted for this User ID?)

User ID's Content Reference Access
(What access to Content References has been granted for this User ID?)

User ID's Content Reference (includes Portal) Access
(What access to Content References (includes Portal) has been granted for this User ID?)

User ID's Content Reference ({includes Menu, Component and Market) Access
(What access to Content References {includes Menu, Component and Market) has been granted for this
User|D?)

User ID's Content Reference (includes Portal, Menu, Component and Market) Access
(What access to Content References (includes Portal, Menu, Component and Market) has been granted for
this User ID7)

User ID's Web Senvice Operation Access
(What access to Web Senice Operations has been granted for this User ID7)

Figure 21: User Profiles Page - User ID Queries Tab

24. Complete the fields as follows:

User ID Populated based on the user ID.
Description Populated based on the description entered on the search/add criteria.

User ID Specific Queries  Displays a list of the following links:

e User ID’s Permission List. This link includes: To which
Permission Lists does this User ID belong?

e UserID’s Roles. This link includes: To which Roles does this
User ID belong?
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User ID’s Page Access. This link includes: Which pages can
this User ID access?

User ID’s Misc. PeopleTools Access. This link includes: Can
this User ID access Application Designer, Client Process,
Data Mover, Import Manager, Definition Security or Query?
User ID’s Application Designer Object Access. This link
includes: Which Application Designer objects can this User
ID access?

User ID’s Signon Times. This link includes: What are the
valid signon times for this User ID?

User ID’s Roles, Permission Lists, and Page Access. This
link includes: What access to Roles, Permission Lists and
Pages has been granted for this User ID?

User ID’s Content Reference Access. This link includes:
What access to Content References has been granted for
this User ID?

User ID’s Content Reference (includes Portal) Access. This
link includes: What access to Content References (includes
Portal) has been granted for this User ID?

User ID's Content Reference (includes Menu, Component
and Market) Access. This link includes: What access to
Content References (includes Menu, Component and
Market) has been granted for this User ID?

User ID's Content Reference (includes Portal, Menu,
Component and Market) Access. This link includes: What
access to Content References (includes Portal, Menu,
Component and Market) has been granted for this User ID?
User ID's Web Service Operation Access. This link includes:
What access to Web Service Operations has been granted
for this User ID?

1. Click save to save the information. At this point, the following options are available:

Step

Description

Click Add

Returns to the Add a New Value tab.

Click Update/Display

Returns to the Find an Existing Value tab.

Copy User Profiles

The Copy User Profiles option is used to copy a user profile.

To copy a user profile:

1. Select the People Tools menu group.

2. Select the User Profiles menu.
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3. Select the Copy User Profiles component. The Copy User Profiles page - Find an Existing
Value tab is displayed.

Copy User Profiles

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value
* Search Criteria

Search by: begins with|

[ | case Sensitive

Figure 22: Copy User Profiles Page - Find an Existing Value Tab
4. Enter the applicable search criteria.

5. Click search. The Copy User Profiles page is displayed.

Copy User Profiles

Existing User ID: o000

New User Information

*New User IDx ||

Description:

|
*New Password: |
|

*Confirm Password:

L] Copy ID Type Information
(Includes values assigned for types such as Employee, Customer,
Person, etc.)

Figure 23: Copy User Profiles Page

6. Complete the fields as follows:

Existing User ID Populated.
New User Information
*New User ID Enter the new user ID.

Description Enter the description of the new user ID.
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*New Password Enter the new password for the new user ID.
*Confirm Password Reenter the new password for the new user ID.

Copy ID Type Information Check this box to include values assigned for types such as Employee,
Customer, Person, etc.

Click save to save the information. The User Profiles page - General tab is displayed. At
this point, the following options are available:

Step Description

Click Return to Search | Displays the Copy User Profiles page - Find an Existing Value tab.

Click Refresh Refreshes the page.

Delete User Profiles

The Delete Users Profile option is used to delete a user profile.

To delete a user profile:

—_

5.

Select the People Tools menu group.
Select Security.
Select the User Profiles menu.

Select the Delete User Profiles component. The Delete User Profile page - Find an Existing
Value tab is displayed.

Delete User Profile

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value
* Search Criteria

Search by: |UserlD  “|pegins with|

[ |case sensitive

Figure 24: Delete User Profile Page - Find an Existing Value Tab

Enter the applicable search criteria.
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6. Click search. The Delete User Profile page is displayed.

Delete User Profile

UserlD: oo
Name:

Empl ID; ooooo

Delete User Profile

Figure 25: Delete User Profile Page

7. Complete the fields as follows:

User ID Populated based on the search/add criteria.
Name Populated with the corresponding search/add criteria entered.
EmplID Populated with the corresponding search/add criteria entered.

8. Click Delete User Profile. The User Profile Delete Confirmation popup appears.

Warning — Select OK to confirm deletion of User Definition or select Cancel. (48,122)

Cancel

Figure 26: User Profile Delete Confirmation Popup

9. Click OK to delete the permissions list and return to the Delete User Profile page - Find an
Existing Value tab.

OR

Click cancel to cancel the deletion and return to the Delete User Profile page - Find an
Existing Value tab.

Distributed User Profiles
This option allows the user to create and maintain user profiles.

1. Select the People Tools menu group.
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2. Select the User Profiles menu.

3. Select the Distributed User Profiles component. The Distributed User Profile page - Find an
Existing Value tab is displayed.

Distributed User Profile

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value [ ]
= Search Criteria

Search by: |UserlD  “|pegins with |

Figure 27: Distributed User Profie Page - Find an Existing Value Tab
4. Enter the applicable search criteria.
5. Click search. The User Profile page - General tab is displayed.
OR

Select the Add a New Value tab. The Distributed User Profile page - Add a New Value tab is
displayed.

Distributed User Profile

| [ e e |

User ID: |

Figure 28: Distributed User Profie Page - Add a New Value Tab

6. Complete the User ID field as follows:

User ID Enter the user ID to be added. Spaces are not allowed when typing the
user ID. Spaces will result in an error message.

7. Click Add. The User Profile page - General tab is displayed. For more information, refer to
the User Profiles section of this procedure manual.
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Distributed User Set Up
This option allows the user to set up the distributed user profile component search record.
1. Select the People Tools menu group.
2. Select the User Profiles menu.
3. Select the Distributed User Set Up component. The Set Distributed User Profile Search
Record page is displayed.

Set Distributed User Profile Search Record

Current Search Record:z_ PSOPRDEFM_SRC

Q

Mew Search Record:

Figure 29: Set Distributed User Profile Search Record Page
4. Complete the fields as follows:

Current Search Record Populated based upon the current user's session.

New Search Record Enter the new search record or select data by clicking the search icon.

5. Click save to save the new search record.

Purge Inactive User Profiles

This option allows the user to remove user profiles that have not been used for a long period of
time.

1. Select the People Tools menu group.

2. Select the User Profiles menu.
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3. Select the Purge Inactive User Profiles component. The Purge Inactive User Profiles page -
Find an Existing Value tab is displayed.

Purge Inactive User Profilles

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value [ ]
= Search Criteria

Search by: Run Control ID begins with |

[ |case Sensitive

Figure 30: Purge Inactive User Profiles Page - Find an Existing Value Tab

4. Complete the fields as follows:

Search by: Run Control Enter the run control ID.
ID begins with
Case Sensitive Check this box if the run control ID is case sensitive.

5. Click search. The Purge Inactive User Profiles page is displayed.

OR

Select the Add a New Value tab. The Purge Inactive User Profiles page - Add a New Value
tab is displayed.

Purge Inactive User Profilles

| [ o vae

Run Control ID:|

Add
Figure 31: Purge Inactive User Profiles Page - Add a New Value Tab
6. Complete the field as follows:

Run Control ID Enter the run control ID to be added. Spaces are not allowed when typing
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the user ID. Spaces will result in an error message.

7. Click Add. The Purge Inactive User Profiles page is displayed. For more information, refer
to the User Profiles section of this procedure.

Purge Inactive User Profiles

Purge the system of user profiles that have not been used in a specified amount of ime. This
aids in general housekeeping.

Go to: Setup Purge Freguency for Inactive User Profiles

Run Control 1D: test Report Manager Process Monitor

Figure 32: Purge Inactive User Profiles Page

8. Click the Setup Purge Frequency for Inactive User Profiles link. The Password Controls page
is displayed. For more information about password controls, refer to the Password Controls
section of this procedure.

Permissions and Roles

For more information see:

PermisSSiON LISTS ......oviiiiiiiiiiiic et 31
COPY PermiSSION LISTS ...c.uuiiiiiiiieiiiiee ittt 57
Delete PermiSSion LISTS .......ccccviiiiiiiiiiiie et 59
ROIES COMPONENT ...ttt e e e e e e e e e e e e s st bareeeaeeseannraes 60
(070 o)Vl =301 [T PSP PPPPPRN 70
DEIBLE ROIES ... 71
EXeCULE ROIE RUIES. ..ot 73

Permission Lists

Permission lists are groups of authorizations that are assigned to roles. A permission list may
contain one or more types of permissions. The fewer types of permission in the permission list the
more modular and scalable an implementation. The granularity of the permission lists is dependant
upon the organizational needs.

Permission lists include the following:

e Sign-on times
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e Page access

e PeopleTools access

A user profile inherits most of its permissions through the roles that have been assigned to the user
profile. Some permission lists, such as process profile or row-level security, are applied directly to
a user profile. Data permission, or row-level security, displays either through a primary list or a
row-security permission lists.

To add a new permission list to a role, add more rows. Remember that a user’s access is
determined by the sum of all the permission lists applied to each role to which the user belongs.

To create, maintain, copy, and delete permission lists:
1. Select the EmpowHR User Security (HD) menu group.

2. Select Permission Lists. The Permission Lists page - Find an Existing Value tab is
displayed.

Permission Lists

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value [ ]
* Search Criteria

Search by: [Permission List V|begins with|

Figure 33: Permission Lists Page - Find an Existing Value Tab
3. Enter the applicable search criteria.

4. Click search. The Permissions List page - General tab is displayed.
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OR

Select the Add a New Value tab. The Permission Lists page - Add a New Value tab is
displayed.

Permission Lists

Find an Existing Value Add a New Value

Permission Li5t|

Figure 34: Permission Lists Page - Add a New Value Tab

5. Complete the field as follows:

Permission List Enter the applicable information.

6. Click Add. The Permissions Lists page - General tab is displayed. This tab sets general or
miscellaneous attributes and system defaults.

General

Permission List: ARQO77585

Description: ||

Permission List General
Navigator Homepage: | Q

[|can Start Application Server?
[ | Allow Password to be Emailed?

Time-out Minutes

(®) Never Time-out

O Specific Time-out (minutes)

Figure 35: Permission Lists Page - General Tab

7. Complete the fields as follows:

Permission List Populated based on the search criteria entered.

Description Enter the description of the Permission List. The information entered in
this field will populate the Description field on subsequent tabs. If this
field is left blank, the Description field will be blank on subsequent tabs.
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Permission List General

Navigator Homepage Enter the applicable Navigator Homepage or select data by clicking the
search icon.

Can Start Application Check this box if applicable.

Server?

Allow Password to be Check this box if applicable.

Emailed?

Time-out Minutes

Never Time-out Defaults to selected. Deselect if applicable.
Specific Time-out Enter a value to represent the number of minutes before the application
(minutes) will time out in the second part of the field.

8. Select the Pages tab. The Permission Lists page - Pages tab is displayed. This tab sets page
permissions.

General Pages PeopleTools Process Sign-on Times Component Interfaces D]

Permission List:  ABQ77585

Description:

Mobile Page Permissions

: . r El | #5 .
Menus Personalize | Find | View &l E | EE First K 1 of 1 n Last

Menu Name Menu Label Edit Components

| &} Edit Components (=]

Figure 36: Permission Lists Page - Pages Tab

9. Complete the fields as follows:

Permission List Populated based on the search criteria entered.

Description Populated based on the description entered on the Permission Lists
page - General tab.

Menus

Menu Name _Enter the applicable menu name or select data by clicking the search
icon.

Menu Label Populated based on the menu name entered.

Edit Components Populated.
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10. Click the Mobile Page Permissions link. The Mobile Page Permissions page is displayed.
Mobile Page Permissions

Permission List: ABQT77585

Drescription:

: B =
Mobile Pages Personaiize | Find | View A1l BV | B First B0 4 op 0 B0 Lost
Mobile Page Hame Description

| Q [+] [=]

Figure 37: Mobile Page Permissions Page

11. Complete the fields as follows:

Permission List Populated based on the search criteria entered.

Description Populated based on the description entered on the Permissions page -
General tab.

Mobile Pages

Mobile Page Name Enter the mobile page name or select data by clicking the search icon.

Description Populated based upon the Mobile Page Name entered.

12. Click oK. The information is saved. The Permission Lists page - Pages tab is displayed.
OR
Click cancel. The Permission Lists page - Pages tab is displayed.
13. Click the Edit Components link. The Component Permissions page is displayed.

Component Permissions

Administer FMLA

- Bl | &
Components Personalize | Find | Lo | B2 First B 12 o 2 I Last Select All |

Deselect All |

. . View Content References
Authorized? | Component Name Item Label !
Authorized? | Component Name Item Label Edit Pages T ——

FMLA_LEAVE_ADMIN Request/Authorize/Track Leave Edit Pages View
RUN_BENO020 Status Report Edit Pages View
RUN_BEND021 Payroll Audit Report Edit Pages View

Figure 38: Component Permissions Page

14. Complete the fields as follows:
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Components

Authorized? Check this box if applicable.
Component Name Displays the component to be select.
Item Label Describes the Component Name.
Edit Pages Click to edit the information.

View Content References Click to view the component.
for this Component

15. Click select All to select all available components.
OR
Click Deselect All to deselect all components.
16. Click oK. The information is saved and the Component Permissions page is displayed.
OR
Click cancel. The Component Permissions page is displayed.

17. Click the Edit link, if applicable. The Content References page is displayed. This page
displays all the content references in the database that point to this component. If the
Accessible column is checked, the Permission List is displayed. This Permission List
includes access to all parent folders of the content reference.

18. Click Return. The Component Permissions pages is displayed.

19. Click oK to save the information. The Permission Lists page - Pages tab is displayed.
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OR

Click cancel to cancel the action. The Permission Lists page - Pages tab is displayed.

General PeopleTools Process Sign-on Times Component Interfaces

Permission List:  ABQT77585

Description:

Mobile Page Permissions

Menus Personalize | Find | View Al Bl | First BN 1 of 1 I Last

Menu Name Menu Label Edit Components

| Q Edit Components (=]

Figure 39: Permission Lists Page - Pages Tab

20. Select the People Tools tab. The Permission Lists page - PeopleTools tab is displayed. This
tab grants access to the PeopleTools application and grants access for specific options
within PeopleTools.

General PeopleTools Process Sign-on Times Component Interfaces

Permission List:  ABQ77585

Description:

PeopleTools Permissions

Definition Permissions  Tools Permissions  Miscellaneous Permissions
[ | pata Mover Access
[| Definition Security Access
] Query Access
[| Performance Monitor PPMI Access

Realtime Event Notification

Realtime Event Motification Permissions
Data Archival

[ | Generate SQL [ Edit sSaL
[ |Run sQL [ Purge Audit

Figure 40: Permission Lists Page - PeopleTools Tab

21. Complete the fields as follows:

Permission List Populated based on the search criteria entered.
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Description Populated based on the description entered on the Permission Lists
page - General tab.

PeopleTools Permissions
Application Designer Check this box to activate the Definition Permissions, Tools

Access Permissions, and Miscellaneous Permissions links. These links allow
a user to define various permissions in the application.

Data Mover Access Check this box to activate data mover access.

Definition Security Check this box to activate definition security access.

Access

Query Access Check this box to activate query access.

Performance Monitor Check this box to activate performance monitor Performance Monitor
PPMI Access Integration (PPMI) access.

Realtime Event Notification

Data Archival

Generate SQL Check this box to allow users to generate an SQL.
Edit SQL Check this box to allow users to edit an SQL.

Run SQL Check this box to allow users to run an SQL.
Purge Audit Check this box to allow users to purge an audit.
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22. Click the Definition Permissions link. The Definition Permissions page is displayed.

Definition Permissions

Permission List: ARQ77585

Description:

Personalize | Find | E | i First [ 4 1-29 of 20 > Last Full Access {Ml}l
DObject *ACCess
Activity Mo access W Read Only (All} |
Analytic Model Mo access W

App Engine Program Mo access W Mo Access (All) |

Application Package Mo access W
Approval Rule Set Mo access W
Business Interlink Mo access W
Business Process Mo access W
Component Mo access W
Component Interface Mo access W
Field Mo access W
File Layout Mo access W
File Reference Mo access W
HTML Mo access W
Image Mo access W
Menu Mo access W
Merge Mo Access W
Message Mo access W
Message Channel Mo access W
Message Mode Mo access W
Mobile Pages Mo access W
Optimization Model Mo access W
Page Mo access W
PeopleCode Work-In-Progress Mo Access W
Problem Type Mo access W
Project Full access »
Record Mo access W
Style Sheet Mo access W

Type Code Mo access W

et ek e o

Visual Merge Page Mo Access W

Figure 41: Definition Permissions Page

23. Complete the fields as follows:
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24.

25.

Permission List Populated based on the search criteria entered.

Description Populated based on the description entered on the Permission List page
- General tab.

Object Populated.

*Access Select data from the drop-down list. Valid values are Full Access,

Read Only Access, and No Access.

At this point, the following options are available:

Step Description

Click Full Access (All) | Applies to all objects.

Click Read Only (All) | Applies read only to all objects.

Click No Access (All) | Applies no access to all objects.

Click OK to save the data. The Permission Lists page - People Tools tab is displayed.
OR

Click cancel to cancel the action. The Permission Lists page - People Tools tab is
displayed.

Click the Tools Permissions link. The Tools Permission page is displayed. The access code
drop-down list for each tool listed may vary depending on the permission list selected.

Tools Permission

Permission List: ABQ77585F

Description:

Personalize | Find | E | = First K 1-6 of B ] Last Full Access (All) |

Tool *Access Code
Build / Data Admin. |Nn acCcess v| Read Only (All) |
Change Control |Supewisnrac v|
Mo Access (All) |
Language Translations |Nn access v|
Peoplecode Debugger |Nn ACCesS v|
SQL Editor |Noaccess W)
Upgrade |Noaccess |

Figure 42: Tools Permission Page
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26. Complete the fields as follows:

Permission List Populated based on the search criteria entered.

Description Populated based on the description entered on the Permission Lists
page - General tab.

Tool Populated.

*Access Code Enter the applicable information or select data from the drop-down list.
The access code drop-down list for each tool listed may vary depending
on the permission list selected.

At this point, the following options are available:

Step Description

Click Full Access (All) | Applies to all objects.

Click Read Only (All) | Applies read only to all objects.

Click No Access (All) | Applies no access to all objects.

27. Click OK to save the data. The Permission Lists page - PeopleTools tab is displayed.
OR
Click cancel to cancel the action. The Permission Lists page - PeopleTools tab is displayed.

28. Click the Miscellaneous Permissions link. The Miscellaneous Permissions page is
displayed.

Miscellaneous Permissions

Permission List:  ABO7T7585

Description:

Personalize | Find | & | e First 4 1-5 of 5 n Last Full Access (NI]|

*ACCEsS
Access Profiles Read COnly (All) |
Color |Noaccess |
Mo Access (All) |
Field Format |Noaccess |
Style |Noaccess |
Tool Bar |Noaccess |

Figure 43: Miscellaneous Permissions Page
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29. Complete the fields as follows:

Permission List Populated based on the search criteria entered.

Description Populated based on the description entered on the Permission Lists
page - General tab.

Feature Populated.

*Access Enter the applicable information or select data from the drop-down list.
Valid values are Full Access, Read Only Access, and No
Access.

At this point, the following options are available:

Step Description

Click Full Access (All) | Applies to all objects.

Click Read Only (All) | Applies read only to all objects.

Click No Access (All) | Applies no access to all objects.

30. Click OK to save the data. The Permission Lists page - PeopleTools tab is displayed.
OR

Click cancel to cancel the action. The Permission Lists page - PeopleTools tab is displayed.
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31. Click the Realtime Event Notification Permissions link. The REN Permissions page is

32.

displayed.

REMN Permissions

Permission List:

Description:

Permission Personalize | Find | E | i

Lists

Object

MCF Agent

MCF CTI Server

MCF Customer

MCF MCFLOG Server
MCF Motify Queue
MCF Supervisor

MCF UQSRV Server
Optimization Motify

Reporting Window

ABQO7T5B5
First K 1.9 of
o B Last
NoAccess 12
|NoAccess V|
|No Access V|
|NoAccess V|
|No Access V|
|No Access V|
|No Access V|
|No Access V|
|No Access V|

Full Access (All) |

Mo Access (All) |

0K | Cancell

Figure 44: REN Permissions Page

Complete the fields as follows:

Permission List

Description

Object

*Access Code

At this point, the following options are available:

Step

Populated based on the search criteria entered.

Populated based on the description entered on the Permission List page

- General tab.

Populated.

Enter the applicable information or select data from the drop-down list.
Valid values are Full Access and No Access.

Description

Click Full Access (All)

Applies to all objects.

Click Read Only (All)

Applies read only to all objects.

Click No Access (All)

Applies no access to all objects.
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33. Click OK to save the data. The Permission Lists page - PeopleTools tab is displayed.
OR
Click cancel to cancel the action. The Permission Lists page - PeopleTools tab is displayed.

34. Select the Process tab. The Permission Lists page - Process tab is displayed. This tab
specifies to what capacity a user or role can modify EmpowHR Process Scheduler settings.

[ | Pages | | process | I | B

Permission List:  ABO77585

Description:

Process Permissions

Process Group Permissions

Process Profile Permissions

Figure 45: Permission Lists Page - Process Tab

35. Complete the fields as follows:

Permission List Populated based on the search criteria entered.

Description Populated based on the description entered on the Permission Lists
page - General tab.

Process Permissions

Process Group Links to the Process Group Permission page.
Permissions

Process Profile Links to the Process Profile Permissions page.
Permissions
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36. Click the Process Group Permissions link. The Process Group Permission page is displayed.

Process Group Permission

Permission List: ABOTT7585

Description:

Personalize | Find | L2 | i First 4] 1 of 1 o Last

Process Group

Figure 46: Process Group Permission Page

37. Complete the fields as follows:

Permission List Populated based on the search criteria entered.

Description Populated based on the description entered on the Permission Lists
page - General tab.

Process Group Enter the process group or select data by clicking the search icon.

38. Click OK to save the data. The Permission Lists page - Process tab is displayed.
OR

Click cancel to cancel the action. The Permission Lists page - Process tab is displayed.
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39. Click the Process Profile Permissions link. The Process Profile Permission page is

40.

displayed.

Process Profile Permission

Permission List:

Description:

ABO77585

Server Destinations Allow Requestor To

File: |

[ | override Output Destination

Printer: |

[| override Server Parameters

0$/390 Job Controls [Iview Server Status

Hame:

L] Update Server Status

(| Enable Recurrence Selection

Acct: |

Allow Process Request
“View By:
*Update By:

Ok | Cancell

Figure 47: Process Profile Permission Page

Complete the fields as follows:

Permission List

Description

Server Destinations
File

Printer

Allow Requestor To

Override Output
Destination

Override Server
Parameters

View Server Status

Populated based on the search criteria entered.

Populated based on the description entered on the Permission Lists
page - General tab.

Enter the applicable file name for the server destination.

Enter the applicable printer name for the server destination.

Check this box if applicable.

Check this box if applicable.

Check this box if applicable.
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Update Server Status Check this box if applicable.
Enable Recurrence Check this box if applicable.
Selection

0S/390 Job Controls

Name Enter the name for the job controls.
Acct Enter the account for the job controls.
Allow Process Request

*View By Select the applicable information from the drop-down list. Valid values
are All, None, and Owner.

*Update By Select the applicable information from the drop-down list. Valid values
are All, None, and Owner.

41. Click OK to save the data. The Permission Lists page - Process tab is displayed.
OR
Click cancel to cancel the action. The Permission Lists page - Process tab is displayed.

42. Select the Sign-on Times tab. The Permission Lists page - Sign-on Times tab is displayed.
This tab specifies when users are authorized to sign in to EmpowHR. If users are signed in
to the application when the sign-in time expires, they are automatically signed out.

General Pages PeopleTools Process Sign-on Times Component Interfaces E:'

Permission List: ABOTT585

Description:

Sign-on Times Personalize | Find | B | 8 First Kl 1.7 or 7 I Last

T | 0 [0 22 [ () )
‘Monday vloo oo 23 |59 [=]
Tuesday v|loo oo |23 |59 (=]
\Wednesday v|loo oo |23 |59 =
Thursday vlloo oo 23 |59 [=]
Friday v|loo oo [23 |59 [=]
Saturday v|loo oo [23 |59 [=]

Figure 48: Permission Lists Page - Sign-on Times Tab

43. Complete the fields as follows:
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44.

45.

Permission List Populated based on the search criteria entered.

Description Populated based on the description entered on the Permission Lists
page - General tab.

Sign-on Times

*Day Select the applicable day from the drop-down list.
Start Enter the applicable hour for the start time.

Time Enter the applicable minute(s) for the start time.
End Enter the applicable hour for the end time.

Time Enter the applicable minute(s) for the end time.

Select the Component Interfaces tab. The Permission Lists page - Component Interfaces tab
is displayed. This tab grants access to any component interfaces that a user may need to use
to complete a transaction.

Component Interfaces

Permission List: ARO77585

Description:

Component Interfaces Personalize | Find | B0 | B First B 4 op g I o

s e [
| Q Edit [=]

Figure 49: Permission Lists Page - Component Interfaces Tab

Complete the fields as follows:

Permission List Populated based on the search criteria entered.

Description Populated based on the description entered on the Permission Lists
page - General tab.

Component Interfaces

Name Enter the component interface name or select data by clicking the search
icon.
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46. Click the Edit link to edit the permissions for the component interface selected. The
Component Interface Permissions page is displayed.

Component Interface Permissions

ACAD_HISTORY_PERS

Component Interface personaize | Find | B | 8 First B 43 0r5 I [EEERpNNYY
Permission Last
Method *Heﬂmd Access

Mo Access (All) |
Get Norcess I
Cancel |No Access v|
Find |No Access v|

Figure 50: Component Interface Permissions Page

47. Complete the fields as follows:

Component Interface Permission
Method Populated.

*Method Access Select the applicable access level from the drop-down list. Valid values
are Full Access and No Access.

At this point, the following options are available:

Step Description

Click Full Access (All) | Applies to all objects.

Click No Access (All) | Applies no access to all objects.

48. Click OK to save the data. The Permission Lists page - Component Interfaces tab is
displayed.

OR

Click cancel to cancel the action. The Permission Lists page - Component Interfaces tab is
displayed.
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49. Select the Web Libraries tab. The Permission Lists page - Web Libraries tab is displayed.
This tab sets Web library permissions. Security Administrators should make sure that users
have the proper access to Web libraries. If users do not have proper authorization to the
Web library and its associated scripts, then they will not have proper access to the
application. If users are not authorized for a particularity Web library or script, they cannot
invoke it.

@ Component Interfaces Web Libraries

Permission List: ARQO77585

Description:

i ; Bl | &5
Web Libraries Personalize | Find | L2 | = First 4 1of1 n Last

Web Library Name Edit e

| Q Edit [+] [=]

Figure 51: Permission Lists Page - Web Libraries Tab

50. Complete the fields as follows:

Permission List Populated based on the search criteria entered.

Description Populated based on the description entered on the Permissions Lists
page - General tab.

Web Libraries

Web Library Name Enter the Web Library Name or select data by clicking the search icon.
This file displays the Web libraries added to the permission list.

51. Click the Edit link. The Weblib Permissions page is displayed.
Weblib Permissions

WEBLIB_ALERT
Web Library Permission personaiize | Find | B0 | 8 First B 4 o1 I Last (RS TOOEN {mn|

View Content References for

this Script No Access (m|)|

ALERTCOUNT FieldFormula IScript_ConneciTest W View

Function *Access Permissions

Figure 52: Weblib Permissions Page

52. Complete the fields as follows:

Web Library Permission

Function Populated.
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*Access Permissions Select the applicable permission level from the drop-down list. Valid

values are Full Access and No Access.

At this point, the following options are available:

Step Description

Click Full Access (All) | Applies to all objects.

Click No Access (All) | Applies no access to all objects.

Note: You can click the View link to display the Content References page. This page displays all the content
references in this database that point to this script. If the Accessible column is checked, the Permission List
is displayed. This Permission List includes access to all parent folders of the content reference.

53. Click Return. The Permission Lists page - Weblib Permissions tab is displayed.
54. Click OK to save the data. The Permission Lists page - Weblib Permissions tab is displayed.

OR

Click cancel to cancel the action. The Permission Lists page Weblib - Permissions tab is
displayed.

55. Select the Personalizations tab. The Permission Lists page - Personalizations tab is
displayed. This tab sets which personalization users can use and which they can customize.

Personalizations
Permission List: ARQO77585

Description:

Personalization Options

i - - -
Oe::“ - Option Category Group Edit Options

L ©™ | Edit Options [=]

Figure 53: Permission Lists Page - Personalizations Tab

56. Complete the fields as follows:

Permission List Populated based on the search/add criteria entered.

Description Populated based on the description entered on the Permission Lists

page - General tab.
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57.

58.

59.

Personalization Options
Option Category Level Select the applicable data from the drop-down list.

Option Category Group Select the applicable data from the drop-down list.

Click the Edit Options link. The Personalization Permissions page is displayed.

Personalization Permissions

Option Category Level:

Option Category Group:

. e Allow User
User Option Description Option Deselect All |

Personalization Options

Figure 54: Personalization Permissions Page

Complete the fields as follows:

Option Category Level Populated from the Permission Lists page - Personalizations tab.

Option Category Group Populated from the Permission Lists page - Personalizations tab.

Category Blank and cannot be modified.
User Option Blank and cannot be modified.
Description Blank and cannot be modified.
Allow User Option Check this box if the user is allowed to use the Personalization Options

on the Permission Lists page - Personalizations tab.

At this point, the following options are available:

Step Description
Click Select All Selects all personalization options.
Click Deselect All Deselects all personalization options.

Click oK. The data is saved and the Permission Lists page - Personalizations tab is
displayed.

OR

Click cancel. The action is canceled and the Permission Lists page - Personalizations tab is

displayed.
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60. Select the Query tab. The Permission Lists page - Query tab is displayed. This tab controls
the query operations a user can perform and the data they can access while using
EmpowHR Query.

@ Component Interfaces Web Libraries

Permission Listt ARO77585

Description:

Access Group Permissions

Cluery Profile

Figure 55: Permission Lists Page - Query Tab

61. Complete the fields as follows:

Permission List Populated based on the search criteria entered.

Description Populated based on the description entered on the Permission Lists
page - General tab.

Query Permissions

Access Group Click this link to display the Permission List Access Groups page.
Permissions

Query Profile Click this link to display the Query Profile page.

62. Click the Access Group Permissions link. The Permission List Access Groups page is
displayed.

Permission List Access Groups

Permission List: ARQO77585

Description:

: . Bl | &5 .
Personalize | Find | L2 | = First 4 1of1 o Last

*Tree Hame *Access Group Accessible l_l_
| Q| Q =

Figure 56: Permission List Access Groups Page

63. Complete the fields as follows:
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64.

65.

66.

Permission List Populated based on the search/add criteria entered.

Description Populated based on the description entered on the Permission Lists
page - General tab.

*Tree Name Enter tree name or select data by clicking the search icon.
*Access Group Enter access group or select data by clicking the search icon.
Accessible Check this box if applicable.

Click oK. The data is saved and the The Permission List Access Groups page is displayed.
OR

Click cancel. The action is canceled and the The Permission List Access Groups page is
displayed.

Select the Mass Change tab. The Permission List page - Mass Change tab is displayed. This
tab sets mass change security permissions.

BN [GUER ] wass change [ MLinks AU I I |

Permission List:  ABQ77585

Description:

Personalize | Find | I--El-l i First ll 1 of1 ﬂ Last

Mass Change Template ID B
| Q [=]

Figure 57: Permission Lists Page - Mass Change Tab

Complete the fields as follows:

Permission List Populated based on the search/add criteria entered.

Description Populated based on the description entered on the Permission Lists
page - General tab.

OK To Execute Online Check this box if applicable.
Mass Change

Mass Change Template Enter the Mass Change Template ID or select the applicable data by
ID clicking the search icon.
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67. Select the Links tab. The Permission Lists page - Links tab is displayed. The links tab is
used to view links to other pages within EmpowHR that pertain to a particular permission
list.

@ Query Mass Change Links Audit Data Migration Search Groups E‘

Permission List:  ABQO77585
Description:

Use the links below to navigate to other security settings for this object.

E] | =
Personalize | Find | View Al | B | 88 First B0 4 or4 ¥ Last

Figure 58: Permission Lists Page - Links Tab

68. Complete the fields as follows:

Permission List Populated based on the search/add criteria entered.

Description Populated based on the description entered on the Permission Lists
page - General tab.

Links

Description Click this link to sort by description.

69. Select the Audit tab. The Permission Lists page - Audit tab is displayed. This tab allows the
user to inquiry when a permission list was last updated and by whom.

] Query Mass Change Links Audit Data Migration Search Groups D]

Permission List: ARQO77585

Description:
Audit Information
Last Update User ID: MMOTT526
Last Update Date/Time: 09/03/2008 6:17:23PM

Figure 59: Permission Lists Page - Audit Tab

70. Complete the fields as follows:

Permission List Populated based on the search/add criteria entered.
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Description Populated based on the description entered on the Permission Lists
page - General tab.

Audit Information
Last Update User ID Populated with the last update.
Last Update Date/Time Populated with the last date/time the user ID was updated.

71. Select the Permission List Queries tab. The Permission Lists page - Permission List Queries
tab is displayed.

af R I [ permision st Queri |

Permission List: ABQ77585

Description:
Permission List Queries

Permission Lists User IDs
(Which User |D's are assigned to this Permission List?)

Permission Lists Roles
(Which Roles are assigned to this Permission List?)

Permission List's Page Access
(Which pages can this Permission List access?)

Permission List's Signon Times
(What are the valid signon times for this Permission List?)

Permission Lists Application Designer Object Access
(Which Application Designer objects can this Permission List access?)

Permission List's Misc. PeopleTool Access
(Can this Permission List access Application Designer, Client Process, Data Mover,
Import Manager, Object Security or Query?)

Permission Lists Content Reference Access
(Which Content References can this Permission List access?)

Permission List's Content Reference (includes Poral) Access
(Which Content References (includes Portal) can this Permission List access?)

Permission List's Content Reference (includes Menu, Component and Market) Access
(Which Content References (includes Menu, Component and Market) can this Permission List access?)

Figure 60: Permission Lists Page - Permission Lists Queries Tab

72. Complete the fields as follows:

Permission List Populated based on the search criteria entered.

Description Populated based on the description entered on the Permission Lists
page - General tab.

Permission List Queries  Displays alist of links that allow the user to perform queries. Below is a
list of the links as follows:

e Permission List's User IDs. This link includes: Which User
ID's are assigned to this Permission List?
e Permission List's Roles. This link includes: Which Roles
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are assigned to this Permission List?

e Permission List's Page Access. This link includes: Which
pages can this Permission List access?

e Permission List's Signon Times. This link includes: What
are the valid signon times for this Permission List?

e Permission List's Application Designer Object Access.
This link includes: Which Application Designer objects can
this Permission List access?

e Permission List's Misc. PeopleTool Access. This link
includes: Can this Permission List access Application
Designer, Client Process, Data Mover, Import Manager,
Object Security or Query?

e Permission List's Content Reference Access. This link
includes: Which Content References can this Permission
List access?

e Permission List's Content Reference (includes Portal)
Access. This link includes: Which Content References
(includes Portal) can this Permission List access?

e Permission List's Content Reference (includes Menu,
Component and Market) Access. This link includes: Which
Content References (includes Menu, Component and
Market) can this Permission List access?

1. Click save to save the information.
At this point, the following options are available:

Step Description

Click Add Returns to the Add a New Value tab.

Click Update/Display | Updates the page.

Copy Permission Lists
The Copy Permission Lists option is used to copy a permission list.
To copy a permission lists:

1. Select the People Tools menu group.

2. Select the Security menu.

3. Select the Permissions & Roles component.

4. Select the Permission Lists menu item.
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5. Select the Copy Permission Lists component. The Permission List Save As page - Find an
Existing Value tab is displayed.

Permission List Save As

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value

* Search Criteria

Search by: |Permission List \|pegins with|

Figure 61: Permission List Save As Page - Find an Existing Value Tab
6. Enter the applicable search criteria.
7. Click search. A list of matches is displayed.

8. Select the applicable item on the list. The Permission List Save As page is displayed.

Permission List Save As

Save Permission List  ABO77585 To: |

Figure 62: Permission List Save As Page

9. Complete the fields as follows:

Save Permission List Defaults to the item selected on the list of matches displayed after
clicking Search on the Permission List Save As page - Find an Existing
Value tab.

To Enter the applicable information.

10. Click save to save the copied permission list. At this point, the following options are
available:

Step Description

Click Return to Search | Returns to the Permission List Save As page - Find an Existing Value tab.

Click Refresh Refreshes the page.
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Delete Permission Lists

The Delete Permission Lists option is used to delete a copied permission list that has been saved.

To delete a permission list:
1. Select the People Tools menu group.
2. Select the Security menu.
3. Select the Permissions & Role Lists menu item.

4. Select the Delete Permission Lists component. The Delete Permission List page - Find an
Existing Value tab is displayed.

Delete Permission List

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value
* Search Criteria

Search by: |Permission List ™|pegins with |

Figure 63: Delete Permission List Page - Find an Existing Value Tab
5. Enter the applicable search criteria.
6. Click search. A list of matches is displayed.

7. Select the applicable item on the list. The Delete Permission List page is displayed.

Delete Permission List
Permission List Id: ABO77585

Cielete Permission List |

Figure 64: Delete Permission List Page

8. Complete the field as follows:

Permission List ID Populated based on the item selected on the list of matches.
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9. Click Delete Permission List. A Delete Permission Confirmation popup appears.

Warning — Select OK to confirm deletion of Permission List Definition or select Cancel. (48,121)

OK | Cancel

...............................

Figure 65: Delete Permission Confirmation Popup

10. Click OK to delete the permission list and return to the Delete Permission List page - Find
an Existing Value tab.

OR

Click cancel to cancel the deletion and return to the Delete Permission List page.

Roles Component

Roles are assigned to user profiles and are intermediate objects that link user profiles to permission
lists. Multiple roles can be assigned to a user profile and multiple permission lists can be assigned
to a role. Users are able to display both static and dynamic role member from two Roles pages.

e Roles - Members page

e Roles - Dynamic Members page

The Members page - Roles tab is used to display the current list of static role members. The
Dynamic Members page - Roles tab is used to display the current list of dynamic roll members. If
an Agency is not currently using the dynamic roles, then this list is not populated.

This option is used to create and maintain roles established in the database.
To create or modify a role:
The Roles option is used to create or modify a role.

1. Select the People Tools menu group.

2. Select the Security menu.

3. Select Permissions & Roles.
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4. Select the Roles component. The Roles page - Find an Existing Value tab is displayed.

Roles

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value Add a New Value
* Search Criteria

Search by: begins with|

[ | case Sensitive

Figure 66: Roles Page - Find an Existing Value Tab
5. Enter the applicable search criteria.
6. Click search. The Roles page - General tab is displayed.
OR

Select the Add a New Value tab. The Roles page - Add a New Value tab is displayed.

Roles
Eind an Existing Value Add a New Value
Role Name: |

Figure 67: Roles Page - Add a New Value Tab

7. Complete the fields as follows:

Role Name Enter the role name.
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8. Click Add. The Roles page - General tab is displayed.

General

Role Name: test

*Description: |

Long Description

Figure 68: Roles Page - General Tab

9. Complete the fields as follows:

Role Name Populated with the search/add criteria entered.
*Description Enter the description of the role name.
Long Description Enter the long description of the role name.

10. Select the Permission Lists tab. The Roles page - Permission Lists tab is displayed.

General Permission Lists Members Dynamic Members Workflow Role Grant Links Role Queries Audit

Role Name:  test

Description:

- - ) . o = [ .
Permission Lists Personalize | Find | View All| E | B First K 1 o1 I Last

*Permission List Description View Definition
Q View Definition [=]

Figure 69: Roles Page - Permission Lists Tab

11. Complete the fields as follows:

Role Name Populated with the search/add criteria entered.
Description Populated with the description of the role name.

Permission Lists

Permission List Enter the permission list or select data by clicking the search icon.
Description Used to sort in ascending order.
View Definition Used to sort in ascending order.
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12.

13.

14.

Click the View Definition link. The Permission List page - General tab is displayed. For more
information about Permission List, refer to the Permission Lists (on page 31) topic.

Select the Members tab. The Roles page - Members tab is displayed.

General Permission Lists Members Dynamic Members Workflow Role Grant Links Role Queries Audit

Role Name: test

Description:

User ID:

Personalize | Find |

Figure 70: Roles Page - Members Tab

Complete the fields as follows:

Role Name Populated with the search/add criteria entered.
Description Populated with the description of the role name.
User ID Non-entry field.

Members

User ID Populated.

Name Populated.

View Definition Used to sort in ascending order.
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15. Select the Dynamic Members tab. The Roles page - Dynamic Members tab is displayed.

16.

General

Role Name:  test

Description:

Permission Lists || Members | Dynamic Members

Waorkflow Rale Grant Links Role Queries Audit

[ peopleCode Rule Enabled

|:|Direc‘tory Rule Enabled Assign Directory Rule

Refresh |F'rocess Monitor

Delete Members | Test Rule(s) | Execute on Server: &} Execute Rule(s]l

User ID:
Dynamic Members

User ID

Senvice Monitor

Personalize | Find | View Al | X | i First K 10f1 na Last
View Definition

View Definition

Figure 71: Roles Page - Dynamic Members Tab

Complete the fields as follows:

Role Name

Description

Rules
Query Rule Enabled

PeopleCode Rule
Enabled

Directory Rule Enabled

Execute on Server

User ID

Dynamic Members
User ID
Description

View Definition

Populated based on the Role Name entered on the Roles page - General
tab.

Populated based on the Description entered on the Roles page - General
tab.

Check this box to enable the query rule.

Check this box to enable the people code rule.

Check this box to enable the directory rule.

Enter the applicable server name or select a server by clicking the search
icon.

Enter the user ID.

Populated based on the user ID entered.
Populated based on the user ID entered.

Click this link to view the definition of the dynamic members ID.

17. Click Delete Members to delete users.

18. Click Test Rule(s). The Test Rules prompt is displayed.

19. Click Yes to run test rules. The Dynamic Role Test Results page is displayed.
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OR

Click No. The Roles page - Dynamic Members tab is displayed.

Dynamic Role Test Results

Role Name: 222349
Description:  employee personal page

After executing the rules, the listed users will be assigned to the current role.

Personalize | Find | Views 41| B | i First [ 4] 1 of 1 n Last

User D Description Query | PCode | Dir

O 0O 0O

Figure 72: Dynamic Role Test Results Page
20. Click Refresh to refresh the page.

OR
Click Process Monitor to process related reports. For more information, refer to EmpowHR,
Section 14, Report Functions.

OR

Click service Monitor if applicable.

21. Select the Workflow tab. The Roles page - Workflow tab is displayed. User routing options
are set from the Roles page - Workflow tab. This page allows users to specify routing
options for a given role, thereby setting user routing rules for any user who is assigned the

role.

General Permission Lists Members Dynamic Members Workflow Role Grant Links Role Queries Audit

Role Name: test

Diescription:

Workflow Routing Options

Allow nofification
Allow Recipient Lookup

Figure 73: Roles Page - Workflow Tab

22. Complete the fields as follows:
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Role Name Populated based on the Role Name entered on the Roles page - General
tab.

Description Populated based on the Description entered on the Roles page - General
tab.

Workflow Routing Options

Allow Notification Click this field to allow notification during the workflow process. Users
can notify others of data on an EmpowHR page through email or work
list.

When components are designed, developers can enable the Notify
toolbar on the Component Properties dialog box in EmpowHR
Application Designer. If this option is set for a particular component, then
this check box enables security administrators to enable the Notify
feature per role.

Allow Recipient Lookup  Click this field to allow recipient lookup during the workflow process.
Select this field to enable role user to browse the database for the email
addresses of other users in EmpowHR. This is available only if the Allow
Notification is selected.

Use Query to Route Click this field to use query when routing in the workflow process. If this

Workflow field is checked, the Query Name field is displayed. Select to determine
workflow routing by a workflow query. This depends on the workflow
scheme.

23. Select the Role Grant tab. The Roles page - Role Grant tab is displayed. Users other than

security administrators can be given permission to assign roles.

General Permission Lists Members Dynamic Members Workflow Role Grant Links Role Queries Audit

Role Name: test

Description:

Roles That Can Be Granted By This Role Personaiize | Find | View Al B | 88 First Bl 4 or 4 B Lost

Role Name Description View Definition

| Q View Definiion (=]

Roles That Can Grant This Role Personalize | Find | View Al | I!i':| i First B 4 or 1 B Last
Role Name Description View Definition
View Definition
Figure 74: Roles Page - Role Grant Tab
24. Complete the fields as follows:
Role Name Populated based on the Role Name entered on the Roles page - General
tab.
Description Populated based on the Role Name entered on the Roles page - General
tab.
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25.

26.

27.

Roles That Can Be Enter the role name or select data by clicking the search icon. This field

Granted By This contains the roles that the current role is allowed to grant to other user

Role/Role Name IDs. Typically, the roles that can be granted should report to the granting
role.

Roles That Can Grant This Role

Role Name Enter the role name or select data by clicking the search icon. This group
box contains the roles that can grant the current role to other user IDs.

Description Populated based on the role name selected.

Click the View Definition link to view the associated definition and make sure that the
appropriate definition was selected for the inclusion in the role.

Select the Links tab. The Roles page - Links tab is displayed.

General Permission Lists Members Dynamic Members Workflow Role Grant Links E‘

Role Mame: test
Description:

Use the links below to navigate to other security settings for this object.

personalize | Find | View All | BV | 8 First B0 4 or 1 10 Last

Figure 75: Roles Page - Links Tab

Complete the fields as follows:

Role Name Populated based on the Role Name entered on the Roles page - General
tab.

Description Populated based on the Role Name entered on the Roles page - General
tab.

Links

Description Click this field to sort the list by description.
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28. Click the Role Queries tab. The Roles page - Role Queries tab is displayed.

af I I I [FGREST Rote ueries [ WAGGHT]

Role Name: test

Description:

Role Specific Queries

Roie's Userids
(Which User IDs are assigned to this Role - including both static and dynamic?)

Role's Permission Lists
(To which Permission Lists does this Role belong?)

Role's Page Access
(Which pages can this Role access?)

Role's Content Reference Access
(Which access to Content References has been granted for this Role?)

Role's Content Reference (includes Portal) Access
(Which access to Content References (includes Portal) has been granted for this Role?)

Role's Content Reference (includes Menu, Component and Market) Access
(Which access to Content References (includes Menu, Component and Market) has been granted for this Role?)

Role's Content Reference (includes Porial, Menu, Component and Market) Access
(Which access to Content References (includes Portal, Menu, Component and Market) has been granted for this
Role?)

Role's Web Senvice Operation Access
(Which access to Web Service Operations has been granted for this Role?)

Figure 76: Roles Page - Role Queries Tab

29. Complete the fields as follows:

Role Name Populated based on the Role Name entered on the Roles page - General
tab.

Description Populated based on the Role Name entered on the Roles page - General
tab.

Role Specific Queries Displays a list of the following links:

e Role's User IDs. This link displays: Which User IDs are
assigned to this Role - including both static and dynamic?

e Role's Permission Lists. This link displays: To which
Permission Lists does this Role belong?

e Role's Page Access. This link displays: Which pages can this
Role access?

e Role's Content Reference Access. This link displays: Which
access to Content References has been granted for this
Role?

e Role's Content Reference (includes Portal) Access. This
link displays: Which access to Content References (includes
Portal) has been granted for this Role?

e Role's Content Reference (includes Menu, Component and
Market) Access. This link displays: Which access to Content
References (includes Menu, Component and Market) has
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been granted for this Role?

e Role's Content Reference (includes Portal, Menu,
Component and Market) Access. This link displays: Which
access to Content References (includes Portal, Menu,
Component and Market) has been granted for this Role?

e Role's Web Service Operation Access. This link displays:
Which access to Web Service Operations has been granted
for this Role?

Note: All available queries are documented on the Role Queries tab. Run a query by clicking the
link associated with the query to be run.

Users may also choose to download the information the query returns by clicking the link
corresponding to the preferred download type.

For downloading, the following options are available:

e Microsoft Excel spreadsheet - Downloads the query results as a Microsoft Excel
spreadsheet (.XLS) file.

e (SV test file - Download the query results as comma-separated values (CSV) file.

1. Select the Audit tab. The Roles page - Audit tab is displayed. The page is used for auditing
purposes.

“f I I I [ Links | | Auait |

Role Name: test

Description:
Audit Information
Last Update User ID:

Last Update Date/Time;

Figure 77: Roles Page - Audit Tab

2. Complete the fields as follows:

Role Name Populated based on the Role Name entered on the Roles page - General
tab.

Description Populated based on the Role Name entered on the Roles page - General
tab.

Audit Information

Last Update User ID Populated.
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Last Update Date/Time

Populated.

3. Click save to save the information. At this point, the following options are available:

Step

Description

Click Add

Returns to the Add a New Value tab.

Click Update/Display

Returns to the Find an Existing Value tab.

Copy Roles

The Copy Roles component allows the user to clone an existing role.

To copy roles:

The Copy Roles option is used to copy a role.

—_

Select the People Tools menu group

2. Select the Security menu.

3. Select the Permission & Roles menu item.

4. Select the Copy Roles component. The Role Save As page - Find an Existing Value tab is

displayed.

Role Save As

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value
* Search Criteria

Search by: begins with |

[ |case Sensitive

Figure 78: Role Save As Page - Find an Existing Value Tab

5. Complete the fields as follows:

Search by

Defaults to Role Name. To change, select data from the drop-down
list.
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begins with Enter the applicable information.
Case Sensitive Check this box if the criteria is case sensitive.
6. Click search. A list of matches is displayed.

7. Select the applicable item on the list. The Role Save As page is displayed.

Role Save As

Save Role Name: 222349 as:

Figure 79: Role Save As Page

8. Complete the fields as follows:

Save Role Name Defaults to the item selected on the list of matches displayed after
clicking Search on the Role Save As page - Find an Existing Value tab.

as Enter the new role name.

9. Click save to save the copied permission list. At this point, the following options are
available:

Step Description

Click Return to Search | Returns to the Permission List Save As page - Find an Existing Value tab.

Click Refresh Refreshes the page.

Delete Roles
The Delete Roles option is used to delete a role.
To delete roles:

1. Select the People Tools menu group.

2. Select the Security menu.

3. Select Permissions & Roles.

4. Select the Permission Lists menu item.
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5. Select the Delete Roles component. The Delete Role page - Find an Existing Value tab is
displayed.

Delete Role

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value

~ Search Criteria

Search by: [Role Name[¥] begins with|

[Icase Sensitive

Figure 80: Delete Role Page - Find an Existing Value Tab

6. Complete the fields as follows:

Search by Defaults to Role Name. To change, select data from the drop-down
list. Valid values are Description and Role Name.

begins with Enter the applicable information.

Case Sensitive Check this box if the criteria is case sensitive.

7. Click search. A list of matches is displayed.

8. Select the applicable item on the list. The Delete Role page is displayed.

Delete Role

Role Hame: 222349

Delete Role |

Figure 81: Delete Role Page

9. Complete the Role Name field as follows:

Role Name Populated based on the item selected on the Role Save As page - Find
an Existing Value tab.

10. Click Delete Role. A Delete Role Confirmation popup appears.

11. Click OK to delete the permission list and return to the Delete Role page - Find an Existing
Value tab.
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OR

Click cancel to cancel the deletion and return to the Delete Role page - Find an Existing
Value tab.

Execute Role Rules

The Execute Role Rules option is used to execute role rules. The Process Monitor and Message
Monitor are both available with this option.

To execute role rules:
1. Select the People Tools menu group.
2. Select the Security menu.
3. Select the Permissions & Roles menu item.

4. Select the Execute Role Rules component. Dynamic Role Rules page is displayed.

Dynamic Role Rules

Server Name: | Q,

Execute Dynamic Role Rules |

Process Monitor

Senvice Monitor
Figure 82: Dynamic Role Rules Page
5. Complete the Server Name field as follows:

Server Name Enter the applicable information or search data by clicking the search
icon.

6. Click Execute Dynamic Role Rules. The information is saved.

Password Configuration

This section provides information and procedures necessary for defining and configuring
password control.
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Password controls help ensure access to EmpowHR.

For more information see:

PaSSWOIA CONTIOIS ...uuuiiiiieeiiiee ettt e e e e e e e e bbb e e e e eeeeaeas

Forgotten Password Email Text

Forgotten Password Hint ...........c..cc.oeeie

Delete Forgotten Password Hint

Password Controls

The Password Controls page allows administrators to set any password restrictions such as
duration or minimum length of a password for end users. The following table provides a list of
available password control options and a description of each.

Password Control Description

Option

Enable Signon Select this checkbox to enable the following EmpowHR password controls:
PeopleCode Password Expiration and Account Lockout. The other password controls are

not enabled by this box.

Leave the checkbox clear if no password controls should be in place (unless
another third party utility that performs equivalent features is in place).

Password Expiration Use this option to specify the age allowed for passwords.

e Select the Password Never Expires checkbox if you do not want
the password to expire.

¢ Define a number of days (between 1 and 365) that a password is
valid by, selecting the Password Expiresin ___ Days option.
Users logging on after a password expires must change their
password to log on to EmpowHR.

This option also allows for the specification of the duration that EmpowHR
wants to notify the user when the password is about to expire.

Account Lockout Use this option to enable locking an account after a number of failed logon
attempts. (For example, if the set Maximum Logon Attempts value is 3 and
the user fails three logons, the user is automatically locked out of
EmpowHR.)

If a O (zero) is entered, the account will not be locked out due to erroneous
attempts.

After the account is locked out, a system security administrator must open
the user profile and clear the Account Lockout checkbox manually.

Miscellaneous Use this option to check the Allow password to match User ID checkbox to
enable administrators to make sure users do not use their own user ID as a
password. This helps prevent hackers from guessing passwords based on a
list of employee names.

In general, this checkbox should not be selected as it is very risky to allow
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passwords and user IDs to match.

Minimum Length Use this control to specify the minimum allowed length for passwords in the
application. The value of 0 (zero) indicates there is no minimum length
required; however, EmpowHR will still require the Password field not to be

blank.

Character
Requirements

Use this section to specify the character requirements for your passwords.
Administrators can require a set number of digits or special characters within
a password.

Special characters, or "specials”, refer to symbols such as # and @, and
digits refer to number (integers), such as 1 or 2.

Purge Inactive User
Profiles

Use this option to enable the purging of user profiles that have not been
used in a specified amount of time. This aids in general housekeeping.

To access the Password Controls page:

—_

Select the People Tools menu group.

o

Select the Security menu.
3. Select the Password Configuration menu item.

4. Select the Password Controls component. The Password Controls page is displayed.

Password Controls

Password Expiration

O Never Expires

12 Minimum Length
1 Specials
1 Digits

|_1 Lower Case

O] Expires In

60 [}ays

(O without Warning

(®) Warn for
’_1 Days |_1 Upper Case
|—5Failed Logons m Passwords to Retain
[luseri I_ Days of Inactivity
[¥] Primary Email ﬂl

Figure 83: Password Controls Page

5. Complete the fields as follows:
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Enable Signon PeopleCode

Password Expiration
Password Never Expires

Password Expires in Days

Do not warn of expiration

Warn for Days

Account Lockout
Maximum Logon Attempts
Miscellaneous

Allow password to match
UserlD

Minimum Length

Minimum Password Length

Character Requirements

Required Number of
Specials

Required Number of Digits
Purge Inactive User Profiles

After: Days

Password History

Number of Passwords to
Retain

Check this box to enable the Password Expiration and Account
Lockout password controls. The Password Expiration and Account
Lockout options are not editable.

Select if the password should never expire.

Select if the password will expire and enter the number of days the
password will be valid. When this option is selected, the days field is
activated.

Note: Passwords should expire after 90 days.

Select if there should be no warning of the expiration of the password.

Select and specify the length of the warning period. When this option
is selected, the days field is activated. Enter the number of days when
the warning for the password expiration should display.

Enter the number of logon attempts before the user is locked out.

Check this box if the user is allowed to match the user ID to the
password.

Enter the minimum number of characters designated for the password
length.

Enter the number of special characters designated for the password.

Enter the required number of digits designated for the password.

Enter the number of days a password can remain inactive before it is
purged for the system.

Enter the number of passwords to be retained in history.

6. Click save. This function must be performed prior to selecting Schedule.

76



Publications Category: HR and Payroll Processing EMPOWPiR)

) . SOLUTIONS
EmpowHR: Section 2 - User Security FROM HIRE

TO RETIRE

7. Click Schedule. The Purge Inactive User Profiles page - Find an Existing Value tab is
displayed.

Purge Inactive User Profilles

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value [ ]
= Search Criteria

Search by: Run Control ID begins with |

[ |case Sensitive

Figure 84: Purge Inactive User Profiles Page - Find an Existing Value Tab

8. Complete the field as follows:

Search by: Run Control Enter the run control ID.
ID begins with

9. Click search. The Purge Inactive User Profiles page is displayed.

Purge Inactive User Profiles

Purge the system of user profiles that have not been used in a specified amount of time. This
aids in general housekeeping.

Go to: Setup Purge Frequency for Inactive User Profiles

Run Control ID: test Report Manager Process Monitor

Figure 85: Purge Inactive User Profiles Page

Forgotten Password Email Text

Before the application emails a new randomly generated password, verify the user's identify. The
Forgotten Password feature enables the posting of a standard question to users requesting a new
password to verify the user’s authenticity. If the user enters the appropriate response, the
application will automatically email a new password.

When a user has forgotten a password, the application sends the user a new password via email.
There may be numerous password strings, but typically, all new passwords are sent using the same
email message template. Because of this, EmpowHR provides a separate page for composing the
standard email text that is used for the template.
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To access the Forgot My Password Email page:
1. Select the People Tools menu group.
2. Select the Security menu.
3. Select the Password Configuration menu item.

4. Select the Forgotten Password Email Text component. The Forgot My Password Email Text
page is displayed.

Forgot My Password Email Text

Enter the text of the email to be sent with the user's new password.
Please include the exact string ==%PASSWORD== in the email text.
This will be replaced with the new randomly generated password.

Email Text: G & e e EEOES O
Format | Momal ~ | Font ~| Size B I U a8

MNew Password Generated from EMPOWHR is: <

Figure 86: Forgot My Password Email Text Page

5. Complete the field as follows:

Email Text Compose the standard text to be sent to the users who have forgotten
their passwords and have requested a new one.

Add the following text string in the Email Text edit box:
<<%PASSWORD>>

This is where the system inserts the new password. The %PASSWORD
variable resolves to the generated value.

6. Click save.
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Click Refresh to clear the window.

Forgotten Password Hint

Password hints are set up for users who have forgotten their password. By using these hints
correctly, users access the Forgot My Password page. The user answers the question (Challenge
Questions) correctly and gets a new password sent via email.

To access the Forgot My Password Hint page:
1. Select the People Tools menu group.
2. Select the Security menu.
3. Select the Password Configuration menu item.

4. Select the Forgotten Password Hint component. The Forgot My Password Hint page - Find
an Existing Value tab is displayed.

Forgot My Password Hint

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value [ ]
* Search Criteria

Search by: Password Hint ID begins with

Figure 87: Forgot My Password Hint Page - Find an Existing Value Tab

5. Complete the field as follows:

Search by: Password Hint Enter the search criteria to find an existing password hint.
ID begins with

6. Click search. The Forgot My Password Hint page is displayed
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Select the Add a New Value tab to add a new Password Hint. The Forgot My Password Hint
page - Add a New Value tab is displayed.

Forgot My Password Hint

| [ i vae |

Password Hint [D:

Figure 88: Forgot My Password Hint Page - Add a New Value Tab

7. Complete the field as follows:

Password Hint ID Enter the three-position password hint ID.
8. Click Add. The Forgot My Password Hint page is displayed.

Forgot My Password Hint

Password Question ID: TST

Active:

*Question:

Figure 89: Forgot My Password Hint Page

9. Complete the field as follows:

Password Question ID Populated based upon the search criteria entered.
Active Verify the Active checkbox is selected.
*Question Enter the verification question.

10. Click save to save the question.

Delete Forgotten Password Hint

This section explains how to delete a forgotten password hint.
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To access the Delete Forgot My Password Hint page:
1. Select the People Tools menu group.
2. Select the Security menu.
3. Select the Password Configuration menu item.

4. Select the Delete Forgotten Password Hint component. The Delete Forgot My Password Hint
page - Find an Existing Value tab is displayed.

Delete Forgot My Password Hint

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value
~ Search Criteria

Search by: Password Hint ID begins with|

Figure 90: Delete Forgot My Password Hint Page - Find an Existing Value Tab

5. Complete the field as follows:

Search by: Password Hint Enter the applicable information.
ID begins with

6. Click search. The Delete Forgot My Password Hint page is displayed with applicable
Password Hint ID based upon the search criteria entered. This is a read-only page.

Delete Forgot My Password Hint

Password Hint ID: 001
Question: What is your pet's name?

Last Update Date/Time: 10/30/01 9:46:31AM

Last Update User |D; 000000

Delete

Figure 91: Delete Forgot My Password Hint Page

81



Emp WPiR) Publications Category: HR and Payroll Processing

SOLUTIONS ) )
FROM HIRE EmpowHR: Section 2 - User Security

TO RETIRE

7. Click Delete to delete the password hint. You are returned to the Delete Forgot My
Password Hint page - Find a Existing Value tab is displayed.

8. Click save to save the information.

Security Objects

This section allows the user to maintain objects such as single signon and digital certificates.

For more information see:

USEI PrOfilE TYPES .oviiiiiii ettt e e e e st e e e e st e e e e e e s ssataraeaaaaeaan 82
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SECUNLY LINKS oo e e e e e e e e st aaee s 85
Digital SIGNATUIE .....ocoiiiiieiiiii et e e e 87
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User Profile Types

To update/add a user profile type:
1. Select the People Tools menu group.
2. Select Security.
3. Select the Security Objects menu.

4. Select the User Profile Types component. The User Profile Types page - Find an Existing
Value tab is displayed.

User Profile Types

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value [ ]
* Search Criteria

Search by: 1D Type begins with

Figure 92: User Profile Types Page - Find an Existing Value Tab

5. Complete the field as follows:
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Search by: ID Type Enter the ID Type.
begins with

6. Click search The User Profile Types page is displayed.
OR

Select the Add a New Value tab. The User Profile Types page - Add a New Value tab is
displayed.

User Profile Types

Find an Existing Value Add a New Value
ID Type:

Figure 93: User Profile Types Page - Add a New Value Tab

7. Complete the field as follows:

ID Type Enter the ID Type to be added.

8. Click Add. The User Profile Types page is displayed.

User Profile Types

ID Type: BID ‘[ lEnabled?

*Description: |Elidder *Sequence number: 1
Long Description:

Field Information Personalize | Find | view A1 B | 8 First B0 12050 B ost
*Field Hame *Record (Table} Name Description Fieldname

1/SETID @, [SETID_TBL Q, |DESCR Q, [=]

2 |BIDDER_ID Q, |AUC_BID_CONTACT Q. |NAME1 Q (=]

Figure 94: User Profile Types Page

9. Complete the fields as follows:

ID Type Populated from the search/add criteria entered.
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Enabled? Check this box to enable the user profile.

*Description Enter the description of the user profile type.

*Sequence number Enter the sequence number.

Long Description Enter the narrative long description for the user profile type.

Field Information

*Field Name Enter the name of the user profile or select data by clicking the search
icon.

*Record (Table) Name Enter the table name or select data by clicking the search icon.

Description Fieldname Enter the description of the field name or select data by clicking the
search icon.

10. Click save to save the information.

Tables to Skip
The Bypass Tables page lists the tables to be bypassed during a user profile deletion.
To bypass a table:
1. Select the People Tools menu group.
2. Select the Security Objects menu.
3. Select the Tables to Skip component. The Bypass Tables page. The table(s) listed will be

bypassed.

Bypass Tables

55 these tables during User Profile s
gpleam“ : Personalize | Find | Bl | L First K 1 of 1 n Last

I_ Record (Table) Name W I_I_

1 PRG_USR_PROFILE User Profile Purge History =

Figure 95: Bypass Tables Page

4. Click Save to save the information.
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Security Links

To enter a security link:

1.

2.

7.

Select the People Tools menu group.
Select the Security menu.
Select the Security Objects menu item.

Select the Security Links component. The Security Links page - User tab is displayed.

. — | q| al al T EEE

Figure 96: Security Links Page - User Tab

Complete the fields as follows:

User Security Links

Active Flag Check this box if applicable.

Description Enter the applicable description.

*Menu Name Enter the menu name or select data by clicking the search icon.
*Menu Bar Name Enter the menu bar name or select data by clicking the search icon.
Bar Item Name Enter the bar item name or select data by clicking the search icon.
Item Name Enter the item name or select data by clicking the search icon.

Note: You can click the Test link from any tab to display the Review AP Extract-Headers page
- Find an Existing Value tab. This page allows you to search by SetID, Vendor ID, and Invoice
Number.

Select the My Profile tab. The Security Links page - My Profile tab is displayed.

User My Profile Role Permission List

My Profile User Security Links Personalize | Find | View All | E | i First n 10of1 “ Last

Active Flag Description *Menu Hame Ng::;" Bar Bar ltem Name Itemn Hame Test

O | Q| Q| Qrest [H [

Figure 97: Security Links Page - My Profile Tab

Complete the fields as follows:
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10.

11.

My Profile User Security Links

Active Flag Check this box if applicable.

Description Enter the applicable description.

*Menu Name Enter the menu name or select data by clicking the search icon.
*Menu Bar Name Enter the menu bar name or select data by clicking the search icon.
Bar Item Name Enter the bar item name or select data by clicking the search icon.
Item Name Enter the item name or select data by clicking the search icon.

Select the Role tab. The Security Links page - Role tab is displayed.

Role Security Links Personalize | Find | View All | | ] First n 1of1 u Last
Active Flag Description *Menu Hame w Bar ltem Hame liem Name Test
O | | al__ @ Q| Q Test E

Figure 98: Security Links Page - Role Tab

Complete the fields as follows:

Role Security Links

Active Flag Check this box if applicable.

Description Enter the applicable description.

*Menu Name Enter the menu name or select data by clicking the search icon
*Menu Bar Name Enter the menu bar name or select data by clicking the search icon.
Bar Item Name Enter the bar item name or select data by clicking the search icon.
Item Name Enter the item name or select data by clicking the search icon.

Select the Permission List tab. The Security Links page - Permission List tab is displayed.

User My Profile Role Permission List

Personalize | Find | View Al | 88 First B 1 o1 1 B Last

B
Active Flag Description *Menu Hame w Bar Item Name Item Name Test
\ Q| Q

[ Q| Q Test &

Permission List Security Links

Figure 99: Security Links Page - Permission List Tab

Complete the fields as follows:
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Permission List Security Links

Active Flag Check this box if applicable.

Description Enter the applicable description.

*Menu Name Enter the menu name or select data by clicking the search icon.
*Menu Bar Name Enter the menu bar name or select data by clicking the search icon.
Bar Item Name Enter the bar item name or select data by clicking the search icon.
Item Name Enter the item name or select data by clicking the search icon.

12. Click save.

Digital Signature

To view digital signatures:
1. Select the People Tools menu group.
2. Select the Security menu.

3. Select the Security Objects menu item.
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4. Select the Digital Signature component. The Digital Certificates page is displayed. This
page displays the type of certificate, *alias and *issuer alias, and valid to (date and time).

Digital Certificates

Digital Certificates

Root CA
Root CA
Root CA
Root CA
Root CA
Root CA
Root CA
Root CA
Root CA
Root CA
Root CA
Root CA
Root CA
Root CA
Root CA

Root CA

Root CA

GTE CyberTrust Global Root
GTE CyberTrust Root
KeyWitness Root
PeopleTools TEST root CA
Root SGC Authority
Thawte Personal Basic
Thawte Personal Premium
Thawte Premium Server
Thawte Semver

Verisign Class 1

Verisign Class 1- G2
Verisign Class 2

Verisign Class 2- G2
Verisign Class 3

Verisign Class 3- G3

Verisign Class 3 Public Primary CA

Verisign Class 4

GTE CyberTrust Global Root
GTE CyberTrust Root
KeyWitness Root
PeopleTools TEST root CA
Root SGC Authority
Thawte Personal Basic
Thawte Personal Premium
Thawte Premium Server
Thawte Server

Verisign Class 1

Verisign Class 1- G2
Verisign Class 2

Verisign Class 2 - G2
Verisign Class 3

Verisign Class 3 - G3

Werisign Class 3 Public Primary
CA

Verisign Class 4

Figure 100: Digital Certificates Page

11/20/23 9:36:28AM
12/31/09 11:00:00PM
12/31/20 3:59:59PM
12/31/20 3:59:59PM
12/31/20 3:59:59PM
12/31/20 3:59:59PM
01/07/20 3:59:59PM
0518720 4:59:59PM
08/01/28 4:59:59PM
051818 4:59:59PM
08/01/28 4:59:59PM
05/M18/M18 4:59:59PM

08/01/28 4:59:59PM

05/18M18 4:59:59PM

1-19 of 19 u Last

Links

HEEHEEEEEEEEEEE D
njjoojolojoojolioolioolojolojoln] |

[+ [
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5. Click the Detail link. The Certificate Detail page is displayed.

Certificate Detail

Subject Information

Common Name:
Org Unit:
Organization:
Locality:

State/Province;

Country: US

Certificate Information

Serial Number;
Fingerprint:
Valid from

Algorithm:

08M12M1998 18:29:00

to 081312018 17:59:00

Description:

Figure 101: Certificate Detail Page

6. Complete the fields as follows:

Subject Information
Common Name

Org Unit

Organization

Locality
State/Province
Country

Certificate Information

Serial Number

Populated with the common name for the certificate root.
Populated with the organization unit name.

Populated with the organization name.

Populated with the locality, if applicable.

Populated with the State providence, if applicable.

Populated with the country.

Type the serial number of the certificate.
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Fingerprint Populated with the fingerprint of the person that the certificate relates to.
Valid from Valid dates and the time the certificate was issued.

Algorithm Methods used to issue the certificate.

Description Type the description of the algorithm.

7. Click Review to review the certificate.
8. Click Export. The Export Certificate page is displayed.

9. Click oK. At this point, the following options are available:

Step Description
Click Cancel Returns to the Certificate Detail - GTE CyberTrust Global Root page.
Click Refresh Refreshes the page.

Single Signon

This option allows the security officer to add functionality to a profile to accomplish a single
signon.

To create a Single Signon:
1. Select the People Tools menu group.
2. Select the Security menu.
3. Select the Security Objects menu item.

4. Select the Single Signon component. The Single Signon page is displayed.

Single Signon

Expiration Time in minutes: [r20 Vaid values are 1 - 10,000

Trust Authentication Tokens issued by these Nodes

lPsFT_CR Q PS CRM - Local Node =l
[PSFT_HR Q PS HRMS - Local Mode 1 =l

Figure 102: Single Signon Page

5. Complete the fields as follows:
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Authentication Token expiration time
Expiration Time in Number of minutes from 1 to 10, 000.
minutes
Trust Authentication Tokens issued by these Nodes
Message Node Name Enter the message node name or select data by clicking the search icon.
Description Populated with the description corresponding to the Message Node
Name.
Local Node Populated with the local node.

6. Click save.
OR

Click Refresh to refresh the page.

Signon PeopleCode
To create a Signon PeopleCode:
1. Select the People Tools menu group.
2. Select the Security menu.
3. Select the Security Objects menu item.
4. Select the Signon PeopleCode component. The Signon PeopleCode page is displayed.
Signon PeopleCode

nvoke as user signing in

O Invokeas UserliD: Password:

Signon PeopleCode First 4 160i7 (KL

[Seauonce |[nsbied  [ecrd  [mcdame  [oemtfeme | [cchumens | |

||FUNCLIEI_F‘WDCNTL Q||F'WDCNT|_ Q“FieIdChange |Password_Controls [=]

O |[FuncLis_Loap Q| LoAPAUTH Q| FielDefauit [www_AUTHENTICATION || (D [=]

3] i|FUNCLIEI_LDAF‘ Qi|LDAF'AUTH Qi|Fie|dDeraun |LDAP_AUTHENTICATION =

4|0 i|FUNCLIEI_LDA.F' Qi|LDAF'AUTH Qi|Fie|dDerau|t |sso_autHENTICATION | [] =
I ! i|FUNCLIEI_LDAP Qi|LDAPAUTH Qi|FleIdDefauIt |LDAP_PROFILESYNCH O =
[ s|lO i|FUNCLIEI_LDAF‘ Qi|LDAF'AUTH Qi|FieldDerau|t i|OAMSSO_AUTHENTICATIO\ O =

Figure 103: Signon PeopleCode Page

5. Complete the fields as follows:

91



EMPOWI_IR) Publications Category: HR and Payroll Processing

SOLUTIONS . )
EmpowHR: Section 2 - User Security

FROM HIRE TO RETIRE

Signon
Invoke as user signing in  Select if applicable.

Invoke as Select if applicable. If you select this option, the User ID and Password
fields must be completed.

User ID Enter the user ID if the Invoke as radio button is selected.
Password Enter the password if the Invoke as radio button is selected.

Signon PeopleCode

*Sequence Populated with the sequence number.

Enabled Check this box if the signon is enabled.

*Record _Enter the applicable record description or change by clicking the search
icon.

*Field Name Enter the field name or change by clicking the search icon.

Event Name Defaults to the event.

Function Name Populated with the function name.

Exec Auth Fail Check this box if applicable.

6. Click save.
OR

Click Refresh to refresh the page.

Query Security

In query trees, include all record components that users should be able to query. Not all record
components must be included in the same query tree. Use the Query Access Manager option to
create query trees to search for existing query trees. How the contents of the query trees are
organized depends upon the needs of the Agency and users.

This section allows the user to define query security.

For more information see:

QUETY ACCESS MEBNAGEN .....ceiiiiiiiieiie ettt e e e e s e e e s e enanee s 93
QuEry ACCESS LISt CACNE ... 95
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Query Access Manager

To use Query Access Manager:
1. Select the People Tools menu group.
2. Select the Query Security menu.

3. Select the Query Access Manager component. The Query Access Manager page - Basic
Search is displayed.

SRl

Tree Name: |

Figure 104: Query Access Manager Page - Basic Search

4. Complete the fields as follows:

*Search By Defaults to Tree Name. To change, select data from the drop-down
list.
Tree Name Enter the tree name.

5. Click Search.
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OR

Select Create a New Tree. The Tree Definition and Properties page is displayed.

Tree Definition and Properties

*Tree Hame:; |P‘-|—|——T|ME

*Structure 10;

Al TIME_ O AE

Performance Options

*Effective Date: |01/01/1901 [Hlsgiatys: | Active
*Description: \All Time Tree for OLAP

*Category: |HR Q

*Use of Levels: | Strictly Enforced

HXFRA O

*Setll:

mos——————— Wemcoms |

] All Detail Values in this Tree
L] Allow Du plicate Detail Values

Perform Au ditsl

Node Count: 1
Leaf Count: 1
Level Count: 2

Branch Count: 0

Figure 105: Tree Definition and Properties Page

6. Complete the fields as follows:

*Tree Name

*Structure ID

*Effective Date

Enter the tree name.

calendar icon.

*Status

Defaults to Access-Group and cannot be changed.

Populated with the current date. To change, select a date from the

Defaults to Active. To change, select data from the drop-down list.

Valid values are Active and Inactive.

*Description
*Category

*Use of Levels
arrow.

Enter the applicable description of the tree name.

Defaults to Defaul t or change by clicking the search icon.

Defaults to Strictly Enforced. Change by clicking the down
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Audits

All Detail Values in this Check this box if applicable.

Tree
Allow Duplicate Detail Check this box if applicable.
Values
Item Counts
Node Count Populated.
Leaf Count Populated.
Level Count Populated.
Branch Count Populated.
7. Click OK.

OR

Click Refresh to refresh the page.

Query Access List Cache

An additional batch process is available for users who work with Query manager, Crystal Reports,
and PS/Vision. EmpowHR moves quickly to retrieve the queries that match the designated search
criteria if the query access list cache is enabled.

To use Query Access Manager:
1. Select the People Tools menu group.
2. Select Security.

3. Select the Query Security menu.
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4. Select the Query Access List Cache component. The Query Access List Cache page is
displayed.

Query Access List Cache

Run Control ID; PSQRYACCLIST Report Manager  Process Monitor Run

(®) Enable Access List Cache

When this radio button is selected, the query access list cache is enabled. Use the run button above to launch the
application engine program to initially populate or to refresh the query access list cache table. This cache table
must be refreshed anytime a change is made that affects the list of records a user may use in a query. Examples
of changes that may affect the list of records a user may use in a query are: addingfremoving records from a query
access listtree, adding/removing a query access listtree from a permission list or a role

(C Disable Access List Cache

When this radio button is selected, the query access list cache table will be cleared ifitis not empty and caching
is disabled. Mote that query performance may suffer if caching is disabled. To turn caching back on, select the
enable cache radio button above and then the run button to populate the cache table. Note that caching will not be
enabled ifthe application engine process to populate the cache does not complete properly.

Figure 106: Query Access List Cache Page

5. Complete the fields as follows:

Run Control ID Populated based upon the user's log on information.
Enable Access List Select this field if the access should be enabled.
Cache

Disable Access List Select this field if the access should be disabled.
Cache

6. Click Report Manager. For more information on Report Manager, refer to EmpowHR,
Section 14, Report Functions.

7. Click Process Monitor. For more information on Process Monitor, refer to EmpowHR,
Section 14, Report Functions.

8. Click Run. For more information on Run, refer to EmpowHR, Section 14, Report
Functions.

Common Queries

This section allows the user to maintain (via links) user IDs, roles, permission lists, and People
Tools object security queries.

96



=
et

==l

Publications Category: HR and Payroll Processing P WPiR)

. . s ur NS
EmpowHR: Section 2 - User Security

TO RETIRE

To use Common Queries:
1. Select the People Tools menu group.
2. Select the Security menu.
3. Select the Common Queries component. The Review Security Information page is

displayed.

Review Security Information

UserlD Clueries
Queries specific to a User ID.

Role Queries
Queries specific to a Role.

Permission List Qlueries

Queries specific to a Permission List.

PeopleTools Objects Clueries

Queries specific to a PeopleTools object.

Diefinition Security Clueries

Queries specific to Definition Security.

Access Log Queries
Queries specific to log-inflog-out activity

Figure 107: Review Security Information Page

Below is a list of links:

e User ID Queries includes queries specific to a user ID.

® Role Queries includes queries specific to a role.

e Permission List Queries includes queries specific to a permission list.

e PeopleTools Objects Queries includes queries specific to a PeopleTools object.
e Definition Security Queries includes queries specific to definition security.

e Access Log Queries includes queries specific to login/logout activity.

Mass Change Operator Security

This section allows the user to set mass change operator security.
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To set mass change operator security:
1. Select the People Tools menu group.
2. Select the Security menu.

3. Select the Mass Change Operator Security component. The Mass Change Operator Security
page - Find an Existing Value tab is displayed.

Mass Change Operator Security

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value [ ]
* Search Criteria

Search by: Permission Listbegins with |

Figure 108: Mass Change Operator Security Page - Find an Existing Value Tab

4. Complete the field as follows:

Search by: Permission Enter the permission list.
List begins with

5. Click search. The Security tab page is displayed.
OR

Select the Add a New Value tab. The Mass Change Operator Security page - Add a New
Value tab is displayed.

Mass Change Operator Security

| [ At aow vae |

Permission Li5t|

Figure 109: Mass Change Operator Security Page - Add a New Value Tab

6. Complete the field as follows:

Permission List Enter the permission list.
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7. Click Add. The Security tab page is displayed.

Security

Permission List:  TEST

Description: TEST: clone of ADJUDICATOR

Personalize | Find | B | i First [ 4 1 of 1 n Last

Mass Change Template ID

Figure 110: Security Tab Page

8. Complete the fields as follows:

Permission List
Description

OK to Execute Online
Mass Change

Mass Change Template
ID

Populated based on the search/add criteria entered.
Populated based on the search/add criteria entered.

Check this box if applicable.

Enter the mass change template ID or select data by clicking the search
icon.

9. Click save. At this point, the following options are available:

Step Description
Click Notify Notifies the next individual in the workflow.
Click Add Adds an additional mass change operator security.

Click Update Display

Updates the page.
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Tree Manager

Trees provide an easy way to create, maintain, and visualize the roll-up relationships of data
throughout EmpowHR. They logically organize and provide a visual summary of detailed data
while allowing updates to apply changes that reflect the user’s data organization.

Trees are effective dated, so that they can be used with past, present, or future dates when reporting
on current or historical data. Trees can also be used to test different scenarios and strategies. They
will not pick up data with an effective date after the tree’s effective date.

Trees are comprised of Nodes, which are grouped fields, values, or other nodes that logically
belong together for reporting purposes.

Term

Definition

Root Node

Parent folder or the highest level of a hierarchy.

Parent Node

Node that has other nodes reporting to it.

Child Node

Node that reports to a parent mode.

Sibling Node

Nodes at the same level that represents children reporting to the same
parent node.

The following actions can be performed on the Tree Manager component on the tree that is selected
by using links and images on the navigation bar (the horizontal blue bar at the top of the tree).

Action

Description

Collapse

Closes all of the visible nodes except for the root node. The root node is
always expanded.

Expand All

Expands all of the nodes on the tree, so that the entire tree or branch
hierarchy is visible.

Expands all parent/child relationships, but the tree hierarchy is still
presented one page at a time.

Find

Accesses the Find an Existing Value tab and search for nodes and detail
values.

The Tree Manager option is displayed when you select Tree Manager from the main menu.

This section includes the following topics:

INtroduCtion tO Tre€ MANAGET .......coviiiiiiiii ettt 102

Tree Viewer
Tree Auditor
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Introduction to Tree Manager
To find an existing tree on the Tree Manager page:
1. Select the Tree Manager menu group.

2. Select the Tree Manager component. The Tree Manager page - Find an Existing Tree tab is
displayed.

Tree Manager

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Tree [ ]
¥ Search Criteria

Search by: |Tree Name begins with|

Figure 111: Tree Manager Page - Find an Existing Tree Tab

3. Complete the fields as follows:

Search by Defaults to Tree Name. To change, select data from the drop-down
list.
begins with Enter the information that corresponds to the Search by valid values.

4. Click search. The Tree Manager page is displayed.
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OR

5. Select the Create New Tree tab. The Tree Manager page - Create New Tree tab is displayed.

Tree Manager

Find an Existing Tree Create New Tree

Tree Hame:|

Figure 112: Tree Manager Page - Create New Tree Tab

6. Complete the field as follows:

Tree Name Enter the name of the tree to be added.

7. Click Add. The Tree Definition and Properties page is displayed.

Tree Definition and Properties

*Tree Name: |PL|—|—_T|ME x

*Structure I0: Al TIME_O1AE

*Effective Date: |01/011901 [ilsgiatys: |Active

*Description: All Time Tree for OLAP

*Category: |HR Q

“Use of Levels: |Stri|:tlyEnfnr|::ed Performance Options

*CatiD: HXFRA O
s

] All Detail Values in this Tree Node Count: 1
] Allow Duplicate Detail Values
Leaf Count: 1
Level Count: 2

Perform Au dit&l Branch Count: ()

Figure 113: Tree Definition and Properties Page
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8. Complete the fields as follows:

*Tree Name

*Structure ID

*Effective Date

*Status

*Description
*Category

*Use of Levels

Audits

All Detail Values in this
Tree

Allow Duplicate Detail
Values

Item Counts
Node Count
Leaf Count

Level Count

Branch Count

Populated based on the search/create a new tree criteria.

Enter the applicable information or select data by clicking the search
icon.

Enter the effective date or select a date from the calendar icon.

Defaults to Active. To change, select date from the drop-down list.
Valid values are Active and Inactive.

Enter the description of the tree.
Enter the category or select data by clicking the search icon.

Defaults to Strictly Enforced. Tochange, select data from the
drop-down list. Valid values are Level Not Used, Loosely
Enforced, and Strictly Enforced.

Check this box if applicable. This field is used for auditing purposes.

Check this box if applicable. This field is used for auditing purposes.

Populated.
Populated.
Populated.

Populated.
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9.

10.

Click oK. The Enter Root Node for Tree page is displayed.

Enter Root Node for Tree

Tree Name: TEST

Step 1: Set Up Tree Levels

Tree Levels Personalize | Find | Wiew All | E | i First 4] 1 of1 n Last

Level Name All Values Description View Detail Delete Level

| View Detail  Delete Level

Add Level |

Step 2: Define Root Node

*Root Node: | Q

Figure 114: Enter Root Node for Tree Page

Complete the fields as follows:

Step 1. Set Up Tree Levels

Tree Levels

Level Name Click this field to sort the column.
All Values Check this box if applicable
Description Click this field to sort the column.
View Detail Click this field to sort the column
Delete Level Click this field to sort the column.

Step 2. Define Root Node

*Root Node Enter the applicable abbreviated Root Node or select data by clicking the
search icon.
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11. Click Add Level. The Tree Levels page is displayed.

Tree Levels

Level Name: || Q

[ an values

Figure 115: Tree Levels Page
12. Complete the fields as follows:

Level Name Enter the Level Name or select data by clicking the search icon.

All Values Populated with a check. Uncheck if applicable.

13. Click Save to save the information.
OR

Click Close to return to the Enter Root Node for Tree page.

Tree Viewer
The Tree Viewer option is used to view and print the tree.
To access the Tree Viewer option:
1. Select the Tree Manager menu group.

2. Select the Tree Viewer component. The Tree Viewer page - Find an Existing Value tab is
displayed.

Tree Viewer

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value
= Search Criteria

Search by: |[Tree Name begins with |

Figure 116: Tree Viewer Page - Find an Existing Value Tab
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3. Complete the fields as follows:

Search by Defaults to Tree Name. To change, select data from the drop-down
list.
begins with Enter the data that corresponds to the search by field.

4. Click search. The Tree Viewer page is displayed.

Tree Viewer

SetlD Last Audit Valid Tree
Effective Date 01/01/1980 Status Active
Tree Name COMPETEMNCY Competency Hierarchy

Collapse Al ' First Page B 30f35 MM Lastpage

= CORP - Corporat>

e’

ADMIN - Administration
INTER - Interpersonal
LDRSHP - Leadership
MGMT - Managerial
TECH - Technical

""" WVISN - Vision

Figure 117: Tree Viewer Page

5. Complete the fields as follows:

SetID Populated from the search criteria entered.

Last Audit Populated.

Effective Date Populated with the current date.

Status Populated with the current status.

Tree Name Populated with the name of the tree.

Collapse All Allows the outline of the tree to collapse the folders.
Expand All Allows the outline of the tree to expand the folders.
Find Allows the user to search for a folder.

6. Click Notify to notify the next individual in the workflow.
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Tree Auditor
The Tree Auditor option is used to find invalid or missing values.
To find/add a Tree Auditory:
1. Select the Tree Manager menu group.

2. Select the Tree Auditor component. The Audit Tree page - Find an Existing Value tab is
displayed.

Audit Tree

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value [ ]
~ Search Criteria

Search by: Run Control ID begins with |

[|case Sensitive

Figure 118: Audit Tree Page - Find an Existing Value Tab

3. Complete the fields as follows:

Search by: Run Control Enter the run control ID.
ID begins with
Case Sensitive Check this box if the Run Control ID is case sensitive.

4. Click search. The Tree Auditor page is displayed.

OR

Select the Add a New Value tab. The Audit Tree page - Add a New Value tab is displayed.

Audit Tree

| [ v e |

Run Control ID: |

Figure 119: Audit Tree Page - Add a New Value Tab
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5. Complete the field as follows:

Run Control ID Enter the run control ID to be added.

6. Click Add. The Tree Auditor page is displayed.

Tree Auditor

Run Control ID: test Report Manager Process Monitor Run

Audit Scope

O] Single Tree O Multiple Trees

Tree Definition

Tree Name QL Setld

Date Selection
(® Effective Date of Tree |04/22/2014 O
) As of Current Date
O As of Specific Date =~ -0 14
O All Trees

Figure 120: Tree Auditor Page

7. Complete the fields as follows:

Run Control ID Populated from the search/add criteria entered.
Audit Scope

Single Tree Selected. Deselect if applicable.

Multiple Trees Select this field to select multiple trees.

Tree Definition
Tree Name Enter the tree name or select data by clicking the search icon.

Setld Enter the Set ID or select data by clicking the search icon. The search
icon is displayed after a selection is made in the Tree Name field.

Date Selection

Effective Date of Tree Defaults to the current date. To change, select a date from the calendar
icon.
As of Current Date Enter the as of current date or select a date from the calendar icon.

109



Emp Wl_ﬁ{) Publications Category: HR and Payroll Processing
ﬁngullélni.rl ONS

O RETRE EmpowHR: Section 2 - User Security

As of Specific Date Enter the as of specific date or select a date from the calendar icon.

All Trees Select this field for all trees.

8. Click save to save the information. At this point, the following options are available:

Step Description

Click Notify Notifies the next individual.

Click Add Returns to the Add a New Value tab.
Click Update Display Updates the page.

Tree Structure
The Tree Structure option is used to add and update tree structure information.
To find/add a Tree Structure:
1. Select the Tree Manager menu group.

2. Select the Tree Structure component. The Tree Structure page - Find an Existing Tree
Structure tab is displayed.

Tree Structure

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Tree Structure [ ]

* Search Criteria

Search by: |[Tree Structure ID begins with||

Figure 121: Tree Structure Page - Find an Existing Tree Structure Tab

3. Complete the fields as follows:

Search by Defaults to Tree Structure ID. Tochange, select data from the
drop-down list. Valid values are Description, Tree Structure
ID, and Tree Structure Type.

begins with Enter the data that corresponds with the search criteria entered.
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4. Click search. The Search Results page is displayed. This page displays a list of Tree
Structure IDs, the Description of the Tree ID, and the Tree Structure Type.

OR

5. Select the Create a New Tree Structure tab. The Tree Structure page - Create a New Tree
Structure tab is displayed.

Tree Structure

Find an Existing Tree Structure Create New Tree Structure

Tree Structure ID: |

Figure 122: Tree Structure Page - Create New Tree Structure Tab
6. Complete the fields as follows:

Tree Structure ID Enter the applicable Tree Structure ID.
7. Click Add. The Tree Structure page - Structure tab is displayed.

Structure Levels Modes Details

Tree Structure Properties

Structure 1D; TEST

*Description: |

| Detail

Havigation Options

*Type:

Additional Key Field
[ | Mode Multi-Navigation

(® setld Indirection
[ Detail Multi-Navigation

) Business Unit
O user Defined
) Mone

Figure 123: Tree Structure Page - Structure Tab

8. Complete the fields on the Tree Structure Properties page as follows:

Populated based on the Tree Structure ID entered on the search/add

Structure ID
criteria entered.
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*Description

*Type

Additional Key Field

Setld Indirection

Business Unit

User Defined

None

Navigation Options
Node Multi-Navigation

Detail Multi-Navigation

Enter the description of the Structure ID.

Defaults to Detail. To change, select data from the drop-down list.
Valid values are Detail and Summary.

Selected. Deselect if applicable. If this field is selected, do not select
Business Unit, User Defined, or None.

Select this field, if applicable. If this field is selected, do not select Setld
Indirection, User Defined, or None.

Select this field, if applicable. If this field is selected, do not select Setld
Indirection, Business Unit, or None.

Select this field, if applicable. If this field is selected, do not select Setld
Indirection, Business Unit, or User Defined.

Select this field, if applicable.

Select this field, if applicable.

9. Click save to save the information. At this point, the following options are available:

Step Description
Click Notify Notifies the next individual.
Click Add Returns to the Create New Tree Structure tab.

Click Update Display

Updates the page.

Tree Utilities

For more information see:

Copy/Delete Tree........cccc........
ExportTree......cccoccceeiviinnnnnnn.
IMPOrt Tree .....cooeevevvciniieeceennn.
Repair Tree......cccccceeevvviiiineenn.

Repair Tree Reports...............

112



Publications Category: HR and Payroll Processing EMPOWI_ﬁ{

) g SOLUTIONS
EmpowHR: Section 2 - User Security FROM FIRE TO RETIRE

Copy/Delete Tree
The Copyi/Delete Tree option is used to copy, delete, and audit a tree(s).
To copy/delete a tree:

1. Select the Tree Manager menu group.

2. Select the Tree Utilities menu.

3. Select the Copy/Delete Tree component. The Tree Maintenance page - Tree Maintenance tab
is displayed.

1

Tree Maintenance

Tree Definitions Personaiize | Find | view 100 | B1 | 8 First B 120 07310 O Last

[ select |KevTvoe  |userKey  |lreeMame  |EffectiveDate  |ValidTree
[] setd HXFRA ALL_TIME 01/01/1301 Valid Tree
]  setd HXUSA ALL_TIME 01/01/1901 Valid Tree
[l setd MBGEN ALL_TIME 01/01/1901 Valid Tree
[ setid HXUSA ALL_TIME_TC 01/01/2000 Valid Tree
[l setd MBGEN ALL_TIME_TC 01/01/2000 Valid Tree
[0  None COMPETENCY 01/01/1980 Valid Tree
[l setd KPIND DEPT_SECURITY 01/01/1979 Valid Tree
[0  setd AUSD1 DEPT_SECURITY 01/01/1980 Valid Tree
[0 setd FRAQ1 DEPT_SECURITY 01/01/1980 valid Tree
[0  Setd BNCAN DEPT_SECURITY 01/01/1980 Valid Tree
[] setd BNUSA DEPT_SECURITY 01/01/1980 Valid Tree
[0 Setid MBGEN DEPT_SECURITY 01/01/1980 Valid Tree
[] setd BELO1 DEPT_SECURITY 01/01/1980 Valid Tree
[0  setd KRSI1 DEPT_SECURITY 01/01/1980 valid Tree
[] setd CAND1 DEPT_SECURITY 01/01/1980 Valid Tree

Figure 124: Tree Maintenance Page - Tree Maintenance Tab

4. Complete the fields as follows:

Tree Definitions

Select Check this box to select the applicable line.

Key Type Populated. Click this field to sort by Key Type.
User Key Populated. Click this field to sort by User Key.
Tree Name Populated. Click this field to sort by Tree Name.
Effective Date Populated. Click this field to sort by Effective Date.
Valid Tree Populated. Click this field to sort by Valid Tree.
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5. Select the Tree Structure Maintenance tab. The Structure Maintenance page - Tree Structure
Maintenance tab is displayed.

_ Tree Structure Maintenance

Structure Maintenance

Tree Structures Personaiize | Find | View Al BV | 8 First Bl 120 or24 I 1 5st
Select |Iree Structureld  |Descripon =~ |NodeRecordNsme  |Detsil Record Nsme
[]  ACAD _ORGANIZATIOM Academic Organization ACAD_ORG_TBL SUBJECT TBL
[]  ALL_TIME OLAP All Time Tree for OLAP TC_TREE_NODE TC_ORG VW
[  BUSINESS UNIT Business Unit BUS_UNIT_TBL_HR
O COMPENSATION Compensation Structure TC_CATEGORY TC_COMP_DEFM
O COMPETENCY Competency CM_TYPE_TBL COMPETENCY_TBL
O DEPARTMENT Department Security Chart DEPT_TBL
J EQTN_ID_TREE Equation 1D Auth Structure EQTMN_IDAUTH_TBL
[ EQTM SO _TREE Equation SQL Tree EQTN_SQAUTH_TBL
[ EQTN_TB TREE Equation Data Thi Tree Strut  EQTN_TBAUTH_TBL
[  EQTN XT_TREE Equation Ext Sub Auth Struct  EQTN_XTAUTH_TBL
Il FA_ZIPCODE_REGIONS Financial Aid £ip Code Regions BDGT_REGION_TBL RGN_POSTAL_TBL
O GPFR_DADS DADS GPFR_DA_STR_WVW
O ITEM_SECURITY ltem Security TREE_MODE_TBL ITEM_TYPE_TBL
O OLAP_TIME OLAP Time dimension TREE_MODE_TBL TC_OLAP_TIME
] POSITION Position Hierarchy POSITIOM_DATA
[ REGION Recruiting Regions REGION_TBL RGN_POSTAL TBL

Figure 125: Tree Maintenance Page - Tree Structure Maintenance Tab

6. Complete the fields as follows:

Tree Structures

Select Check this box to select the applicable line.

Tree Structure ID Populated. Click this field to sort by Tree Structure ID.
Description Populated. Click this field to sort by Description.

Node Record Name Populated. Click this field to sort by Node Record Name.
Detail Record Name Populated. Click this field to sort by Detail Record Name.

At this point, the following options are available.

Step Definition
Click Copy Copies the tree.
Click Delete Deletes the tree.
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Click View Displays the tree.

Export Tree

The Export Tree option is used to export a tree to a file.
To export a tree to afile:
1. Select the Tree Manager menu group.

2. Select the Tree Utilities menu.

3. Select the Export Tree component. The Export Tree page - Find an Existing Value tab is
displayed.

Export Tree

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value [ ]
* Search Criteria

Search by: Run Control ID begins with fest *

[ case Sensitive

Figure 126: Export Tree Page - Find an Existing Value Tab

4. Complete the fields as follows:

Search by: Run Control Enter the Run Control ID.
ID begins with

Case Sensitive Check this box if the tree to be exported is case sensitive.

5. Click search. The Tree Export page is displayed.
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OR

Select the Add a New Value tab. The Export Tree page - Add a New Value tab is displayed.

Export Tree
Eind an Existing Value Add a New Value
Run Control ID: fest %

Figure 127: Export Tree Page - Add a New Value Tab

6. Complete the field as follows:

Run Control ID Enter the Run Control ID to be added.
7. Click Add. The Tree Export page is displayed.

Tree Export

Run Control ID: test Report Manager Process Monitor

*Output File Name |

Tree Definition
Tree Name | Q EffectiveDate| ()
Tree Key Value | Q
Tree Data to Export
Tree Definition [ITree Structure [ Tree User Level
Tree Level Tree NodelLeaf [ Tree User Hodes

Figure 128: Tree Export Page

8. Complete the fields as follows:

Run Control ID Populated from the search/add criteria entered.
*Qutput File Name Enter the output file name.

Tree Definition

Tree Name Enter the tree name or select data by clicking the search icon.

Effective Date Enter the effective date or select a date from the calendar icon.
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Tree Key Value
Tree Data to Export
Tree Definition
Tree Structure
Tree User Level
Tree Level

Tree Node/Leaf

Tree User Nodes

Enter the key tree name or select data by clicking the search icon.

Populated.
Check this box to select a tree structure.
Check this box to select a tree user level.
Populated.
Check this box to select a tree node/leaf.

Check this box to select a tree user node.

9. Click save to save the information. At this point, the following options are available:

Step Description
Click Notify Notifies the next individual.
Click Add Returns to the Add a New Value tab.

Click Update Display

Updates the page.

Import Tree

The Import Tree option is used to import a tree from a flat file.

To Import a Tree:

1. Select the Tree Manager menu group.

2. Select the Tree Utilities menu.
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3. Select the Import Tree component. The Import Tree page - Find an Existing Value tab is
displayed.

Import Tree

Enter any information you have and click Search. Leave fields blank for a list of all values.

o ancising vaus | )

* Search Criteria

Search by: Run Control ID begins with fest x
[l case Sensitive

Figure 129: Import Tree Page - Find an Existing Value Tab

4. Complete the fields as follows:

Search by: Run Control Enter the Run Control ID.
ID begins with

Case Sensitive Click this box if the Role Name is case sensitive.

5. Complete the fields as follows:
6. Click search. The Tree Import page is displayed.
OR

Select the Add a New Value tab. The Import Tree page - Add a New Value tab is displayed.

Import Tree

| [ ha i vaue |

Run Control ID: fest x

Figure 130: Import Tree Page - Add a New Value Tab

7. Complete the fields as follows:

Run Control ID Enter the Run Control ID to be added.
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8. Click Add. The Tree Import page is displayed.

Tree Import

Run Control ID: test Report Manager Process Monitor

*Input File Name|

*Save I Save . Replace Tree if Exists Load Tree Defn from File

Tree Definition

Tree Name Effective Date
Structure Clanvawes [ Allow Duplicate Leaf
Setid *Encoding |UTF-8
Description Category DEFAULT
Use Levels Strictly Enforced

Figure 131: Tree Import Page

9. Complete the fields as follows:

Run Control ID Populated from the search/add criteria entered.
*Input File Name Enter the input file name.
*Save Method Defaults to Save. To change, select data from the drop-down list. Valid

values are Saved and Save Draft.
Replace Tree if Exists Checked and will replace an existing tree. Uncheck this box if applicable.

Load Tree Defn from File Checked and will load the tree definition from a file. Uncheck this box if

applicable.
Tree Definition
Tree Name Populated.
Effective Date Populated.
Structure Populated.
All Values Populated.
Allow Duplicate Leaf Populated.
Setld Populated
Description Populated.
Category Populated.
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Use Levels Populated. To change, select date from the drop-down list.

10. Click save to save the information. At this point, the following options are available:

Step Description

Click Notify Notifies the next individual.

Click Add Returns to the Add a New Value tab.
Click Update Display Updates the page.

Repair Tree
The Repair Tree option is used to audit and repair tree utilities.
To repair a tree:

1. Select the Tree Manager menu group.

2. Select the Tree Utilities menu.

3. Select the Repair Tree component. The Repair Trees page - Find an Existing Value tab is
displayed.

Repair Trees

Enter any information you have and click Search. Leave fields blank for a list of all values.

i an Exstng v | |

* Search Criteria

Search by: Run Control ID begins with |
[ case Sensitive

Figure 132: Repair Trees Page - Find an Existing Value Tab

4. Complete the fields as follows:

Search by: Run Control Enter the Run Control ID.
ID begins with

Case Sensitive Click this box if the Role Name is case sensitive.

5. Click search. The Repair Trees page is displayed.
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OR

Select the Add a New Value tab. The Repair Trees page - Add a New Value tab is displayed.

Repair Trees

FEind an Existing Value Add a New Value

Run Control 1D: |

Figure 133: Repair Tree Page - Add a New Value Tab

6. Complete the fields as follows:
Run Control ID Enter the Run Control ID to be added.

7. Click Add. The Repair Tree page is displayed.

Repair Tree

Run Control ID: test Report Manager Process Monitor Run

Tree Utility Type

*Tree Utility [ Tree Audits

Audit Scope
O Single Tree O Multiple Trees

Tree Definition

Tree Name | L Setld

Date Selection

®) Effective Date of Tree |04/22/2014 Q
O As of Current Date

O As of Specific Date -0 %

O All Trees

Figure 134: Repair Tree Page

8. Complete the fields on the Repair Tree page as follows:
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Run Control ID
Tree Utility Type

*Tree Utility

Audit Scope
Single Tree
Multiple Trees
Tree Definition
Tree Name
Setld

Date Selection

Effective Date of Tree

As of Current Date

As of Specific Date

All Trees

Populated with the search/add criteria entered.

Defaults to Tree Audits. To change, select data from the drop-down
list.

Select this field if the audit is pertaining to a single tree.

Select this field if the audit is pertaining to multiple trees.

Enter the applicable tree name or select data by clicking the search icon.

Enter the applicable Setld.

Populated with the current date. To change, select a date from the
calendar icon.

Select this field, if applicable.

Defaults to the current date. To change, select a date from the calendar
icon.

Select this field for all trees.

Click save to save the information. At this point, the following options are available:

Step Description
Click Notify Notifies the next individual.
Click Add Returns to the Add a New Value tab.

Click Update Display

Updates the page.

Repair Tree Reports
The Repair Tree Reports option is used to review results from the Repair Tree option.
To repair tree reports:

1. Select the Tree Manager menu group.

2. Select the Tree Utilities menu.

122



Publications Category: HR and Payroll Processing EMPOWPﬁ()

) g SOLUTIONS
EmpowHR: Section 2 - User Security FROM FIRE TO RETIRE

3. Select the Repair Tree Reports component. The Repair Tree Reports page - Find an Existing
Value tab is displayed.

Repair Tree Reports

Enter any information you have and click Search. Leave fields blank for a list of all values.

Find an Existing Value

* Search Criteria

Search by: |[Run Control ID begins with||

Figure 135: Repair Tree Reports Page - Find an Existing Value Tab

4. Complete the fields as follows:

Search by Defaults to Run Control ID. Tochange, selectdatafrom the
drop-down list. Valid values are Run Control ID and Process
Instance.

begins with Enter the data that corresponds to the search criteria entered.

5. Click search to access the Repair Tree Reports.
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