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Overview EmpowHR Security 9.0

Security is critical for core business applications. Typically, not every group in the
organization should have accessto al of the application features or have accessto all the data
within the application.

The EmpowHR application provides security features to ensure that agency’s sensitive data
does not fall into the wrong hands.

The Security Administrator can apply security application to all users, including employees,
managers, customers, and contractors. They can group users according to defined roles.
which gives them different degrees of access.

EmpowHR also enables the agency to restrict user access to records/data within a
component. Thus, a Security Administrator can limit a user’s access to only records/data that
belong in those organizational codes (DEPTID) associated with a specifically defined
Row-Security Permission List. This data access level is defined for each user in each user’s
individua profile by the Row-Security Permission List that is assigned to that profile. The
Security Administrator is at the highest level in the Department Tree (Organizational
Structure, TMGT, Table 5). A Security Administrator can delegate all or part of security
functions to a person(s) who is called a Distributed Security Administrator. The Distributed
Security Administrative access can be limited to a specific agency within the Department
Tree (Figure 11).

EmpowHR Department I1Ds are used in place of the NFC Organizational Codes and are
required for various types of transactions within the application. Prior to data being loaded
into the EmpowHR application, these IDs must be established in order to translate each
unique NFC Organizational Code for organizations into unique EmpowHR department 1Ds
(DEPTID).

Also, prior to the agency data being loaded into the EmpowHR application and based on
information the agency provides, a security tree is created that represents the agency’s
organization's security hierarchy. Security trees enable that agency to grant (or deny) access
to an employee’s data by granting access to the entity (DEPTIDSs) to which the user reports
to. To grant access to a group of entities (DEPTIDs), grant access to the entity (DEPTID)
within the security tree to which all of those entities report to. Access can be restricted to
individual entities or to a group of entities.

The following topics are included in this section:
Introduction
Purpose And Scope

Organization
Points Of Contact

Security Administrator Responsibilities

Distributed Security Administrator Responsibilities

Information Security Systems Office (ISSO) Responsiblities




Introduction

This Training Manual contains all essential information for the user to make full use of the
delivered EmpowHR Security functionality. This manual also includes a description of the
system functions and capabilities regarding this process.

Purpose And Scope

The purpose and scope of this Training Manual is to provide each Security Administrators
and Distributed Security Administrators with a clear understanding of the system capabilities
and their required role. This Training Manual will also explain the step-by-step description of
the new Security features offered in 9.0.

Organization

This Training Manual describes the functions and responsibilities of the Agency Security
Administrator. It will also describe other supporting menus and component selections of Tree
Viewer and Security By Department Tree, and the primary Distributed User Profiles menu
group. This manual is organized to provide answers for only the points of interest within this
realm.

Points Of Contact

The following are the points of contact and their functions:

e For EmpowHR Application issues, contact the EmpowHR Help desk at 888-367-9641
or nfcempowhr@usda.gov.

e For password/access issues contact the Security Administrator/Distributed Security
Administrator

e  For security issues the Security Administrator should contact the NFC Operations and
Security Center at 800-767-9641 or osc.etix@usda.gov.

Security Administrator Responsibilities

The Security Administrator will be responsible for the following:
e Monitoring new user access created by the Distributed Security Administrators.
e Deleting new agency user profilesif the proper procedures/clearances are not followed.

e Establishing new and/or updating existing Department Security access by
Row-Security Permission Lists.

o Deleting user profiles.




Creating new and/or modifying existing agency Roles and Permission List.

Resolving issues that may not be covered in this manual.

Distributed Security Administrator Responsibilities

The Distributed Security Administrator will have the capability and responsibility for the
following:

Maintain documentation on all security user access to EmpowHR environment.

Review existing agency security access by Row-Security Permission List, and make
modificationg/creation of a new Row-Security Permission List for their agency.

Follow the proper procedures and naming conventions for the agency when creating
new profiles.

Establish accurate Row-Level Security access for each agency user.
Reset user profile passwords within the agency.

Locking and unlocking user profiles within the agency.

Create and/or update user profile email addresses.

Add or subtract Application Rolesto agency user profiles where these Roles may
provide access to specific menu selections, Workflow groups, and Report Distribution
groups.

Reassign User Worklist items from one agency user ID to another.

Set up temporary alternate agency user 1Ds for receipt of chosen Users Worklist items.

Information Security System Office (ISSO) Responsiblities

Below are the 1SSO responsibilities:

Receive Security Request Forms from the Security Administrators
Process security requests to the EmpowHR and NEIS




Permissions

Permission lists are the building blocks of user security authorizations. Permission lists are
created before roles and user profiles are created. When defining permission lists, consider
the roles, data, and user profiles that will be used with them. Recall that roles are
intermediary objects between permission lists and users. Use roles to assign application
permissions (Position Management, PAR, ESS, MSS, etc.) to users automatically.

Application Permission lists may contain a variety of accessibility, such as sign-in times, and
view/update/add page access authority. Application Permission lists are more flexible and
scalable when they contain fewer permissions but require more effort to maintain.

The following example diagram illustrates how Application Permission Lists are assigned to
Roles, which are then assigned to User Profiles. A role may contain numerous application
permissions, and a user profile may have numerous roles assigned. A user inherits al
permissions assigned to each role to which the user belongs. User access is determined by the
combination of all assigned roles. The diagram below (Figure 1) represents the security
authorizations of Mickey Mouse. Mickey inherits the five permission lists assigned to the
two roles assigned to his profile. If Mickey’s role changes and he becomes a manager, then
the Manager role would be added to his user profile.

Permission List:
User Profile: Role: Self-Service Pages
Mickey Mouse Employee Sign-on Time: M-F
8 am-5pm
Role: Permission List:
Administrator Sign-on: 24 hours, 7 days

Permission List:
Application Message
Monitor

Permission List:
Process Monitor

Permission List:
Security Pages

Figure 1. Security Hierarchy

This section contains the following topic:

Understanding Data Security And Row-Level Security Permission Lists

Understanding Roles

Understanding User Profiles
NFEC Organization Codes And EmpowHR DEPTIDs

Understanding The Department Security Tree

Understanding User Access And Row-Level Security




Understanding Data Security And Row-Level Security Permission Lists

The Permission List relationship to the Department Security Tree is what defines the
Permission List as a Row-Security Permission List. SETIDs (agencies), associated
DEPTID’s, and Access Codes are what sets apart a Row-Security Permission List from a
standard application Permission List. The SETID determines the Tree, the DEPTID
determines the position on the Tree, and the Access Code designates whether or not the
DEPTID is accessible or blocked. This provides the trand ational information for the user
profiles access to data via Row-Security Permission List and the organization’s Department
Security Tree.

Below displays (Figure 2) an established Row-Security Permission List. Since the agency is
located at the very top of the Department Security Tree (Figure 3), any user assigned to this
Row-Level Permission List will have access to all agency data when accessing a particular
menu option

Déarw Yo | Heto | Custonize Pace | o

[ Sawamity by Dl Trane |

Row Security Permission List: DATA_SEC_PL

Refresh Tree CiNS ine 0172712009 [0 Fefresh Tree Efecive Dates

Customize | Fing |
*Aecess Coile Effective Date of Tree

“setiD ‘Deptin
G O [ALLDEPTE O ANDwpls Rosadhvirile: =] nimiiaea 3 [=
1 Save | LuReburnto Semch | [ Moty L nbo G

Figure 2. Security By Department Tree page




Tree Viewer

SetlD: HiG0 Last Audit:  */alid Tree

Effective Date: 01/1/1980  Status: Active

Tree Name: DEPT_SECURITY Deparment Security Hong Kong
Close Display Options Print Format

| Expand All

[ ALL DEFTS - AN Depls

= GHO11 - Marketing

= GHO12 - Accounts

= GH010 - Purchasing

= GHO09 - Sales And Services
= GHODS - Public Affairs

= GHOO7 - Human Resources
(= GHOOB - Accounts

= GHO05 - Marketing

= GHO04 - Purchasing

= GHO03 - Sales And Services
= GHO0Z - Fublic Affairs

Figure 3. Tree Viewer page




Understanding Roles

Roles are intermediate objects that usually link user profilesto Application Permission Lists.
The Security Administrator can assign multiple roles to a user profile, and assign multiple
Application Permission Liststo arole. Roles are essentially used to group users by the

specific tasks that they perform (Figure 4).

Links | [®

PermissionLists | Members j Dynamic hiembers | Wiorklow ) Role Grant |

[ General

Role Mame:  CAMS Error Messages
Description: CAMS Error Messages PARSIPMS0

Customize | Find | Yiew All | i First [ 1 of 1 [ Last

Permission Lists
Permission List Description

ICAMS-ERR Q. CANS-ERR:PAR and Posn Errors Wiew Definition

View Definition

&=

Figure 4. Permission Lists page

Non-permission list based roles link user profiles directly to groups of users without an
inherited menu access within the EmpowHR application (Figure 5).
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| General

Permission Lists {__Members |} Dynamic Members } Worklow | Role Grant | Links

\®

Ruole Mame:  ASC_PAR_SUP
Drescription: ASC PAR Bupervisor

Permission Lists
Permission List

—)

Description

Customize | Find | View All | i
View Definition

view Definition [=]

First [+ 1.of 1 [ Last

Figure 5. Non-Permission List Role page

Understanding User Profiles

User profiles define the individual EmpowH R users access. User profiles are defined and are
linked to one or moreroles. A user profile must be linked to at least onerole in order to be a
valid profile. The majority of values that make up a user profile are inherited from the linked

roles.

Define user profiles by entering the appropriate values on the user profile pages. The user
profile contains values that are specific to a user, such as a user password, an email address, a
Row-Security Permission List, etc. (Figure 6), (Figure 7), (Figure 8), and (Figure 9).

The User 1D and description appear at the top of the each page for reference while viewing or

modifying a user profile.
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{ General Y ID ' Roles Y Wiorkflow ) Audit Y Links ) User|D Queries

User ID: CLIEMTMO1
o ™ Account Locked Out?

Description

Logon Information

Symbolic ID: =81 -

- I

Password: I I~ Password Expired?

Confirm P d: :

User ID Alias: |

Edit Ernail Addresses
General Attributes

Language Code: IENQ"Sh = I Enable Expert Entry

Currency Code: | S Dollar =

Default Mobile Page: | Q

Nawvigator IHCSPNAVHP Q Explain Primanz IHCPPFED Q Explain
Process Profile: [HCSPPRFL Q. Explain Row Security: [HCDPFED QA Explain

& save | [LLRsturnto Search B 2dd | UpdateDisplay

Figure 6. General tab - User Profile page

Email Addresses

UseriD:  CLIENTMO1

Email Address

=l

Ok | Cancel |

Figure 7. Email Addresses page
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[ General D Y Roles [ worklow ) Audit ) Links | UseriD Queries |

User |D: CLIENTMO1

Description:

ID Types and Values

ID Types |Emp|nyee =l

Attribute Name Attribute Yalue Description

ErnpliD ILUUUU‘\ Q Rodriguez,Anna Lucia

User Description

Description: I

Set Description  of type in User Description.

B save | JSLReturnto Search [Eradd | UpdsteDisplary

Figure 8. ID tab - User Profile page

| General ] Roles Y Worklow | Audit )" Links | UserlD Queries |
Uzer 1D CLIENTHMON
Description:

Execute on Q| D
Server: [EoPP_USER @ Common Portal User
Test Rule(s) | Refresh Ermplovee Review
IEmponee Raview Adr O

Adrin USF
Execute Rule(s) | Erml R
mployes Review
IEmplnyee Review Adm CL !
Pracess Monitar Administrator:

Service Monitar IEmponee Review Set, 0 EMplovee Review
Setup
I— Employee Review
Employee Review Seh C Setup USF
IExTernalApplicam C External Applicant
IFederaI Employee O WF] Federal Employee
Federal MFC SING
IFederaI MNFC SING Adr O Administrator
IHR Template Creation ©, HR Template Creation
IHR Template Setup . HR Template Setup

B save | LLReturnto Search | [ExAdd | UpdateDisplay

Route Contral  Yiew Definition =

Route Contral — View Definition =1
Route Control — Yiew Definition =
Route Contral — View Definition =1
Route Control — Yiew Definition =
Route Control — View Definition =
Route Control — View Definition =
Route Contral — View Definition [=]

Route Contral  Yiew Definition =

oA aana " oa aa

Route Contral  Yiew Definition =

Figure 9. Roles tab - User Profiles

Understanding NFC Organizational Codes And EmpowHR DEPTIDs

EmpowHR Department IDs are used in place of the NFC Organizational Structure Codes and
are required for various types of transactions within the application. Prior to the agency’s
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data being loaded into the EmpowHR application, department I1Ds must be established in
order to translate each of the unique NFC organizational structure codes for the agency’s
organization into unique EmpowHR Department IDs (DEPTID). The following is an
example of an organizational structure to Department ID translation (Figure 10).

B 1D

/ Takihe "\ Gamim Aty ind E6 =l

el COMMN Dapartment; An0anE

| Vi
“Fffictin: Diate: AR AAE (i P, =
[L——— [FOWMETRATIVE BRANGH | Sha

Location Setil: [ a e

Location: Q

ey [%_ Q Dietpitetrnsril of Agricullun

Sub Agancy: fra @ Fiann Buvice Aguny

*Org Structure Code 2o L] 015 2,
“0rg Structure Code 3rd Level |07 ©4

*0rg Structure Code 4t Level [1008 2L BENNSYLVANIA BTATE OFFICE b

“Chrg Structure Code Sih Lsed (172 ADMINISTRATIVE BIRAMCH
“0rg Structure Code Gth LMIW = ADMINISTRATIVE BRANCH
“Org Structure Code mlmlm Q ADMINISTRATIVE BRANCH

“Chryg Structure Code B Lised {10 2

PAR Line 2 Description [Farm Sendce agency
PAR Line 3 Description [EXECUTIVE DIRECTOR Fom STATE OPERATIONS

PAR Line 4 Description [ﬁDMINIG’I""ﬁTI\E DRANCH j

Figure 10. Department Table tab

Understanding The Department Security Tree

Prior to the agency’sdata being loaded into the EmpowHR application and based on
information provided to NFC, a security tree is created that represents the agency’s
organizational security hierarchy. Security trees enable security administrators to grant/deny
access to an employee’'s data by granting access to the entity (DEPTID) to which they
belong. To grant access to a group of DEPTIDs, grant access to the DEPTID within the
security tree to which al of those belong. Access can be restricted to individual DEPTIDs or
to agroup of DEPTIDs (Figure 11).

In the example provided below, Department ID 921540 reports directly to Department ID
921539. Department 1D 921539 reports directly to 921538 who belongs directly to the
Department ID GAO.

The menu path to review Department Security Tree information is as follows, and should be
used by Sub-Agency Security Administrator when data access questions arise.
<Tree Manager> <Tree Viewer>.
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ogs Jigglar Juligns PrintFamal

21538 >

921539
Apand A

CF GAG - W7 AN UUDU- U0 D000 - GOVT ACCOUNTABILITY OF FICE

15 921530 - 97-10-00-0000.00.00.00.00 - T

=5 GI000 - O7-10.00-000 1.00.00.00.00 - 7
=] HZT540- 971000 DINT U VO VD U0 - £
15 921542 - 97-10-10-0000.00-00.00.00 - COMPTROLLER GEMERAL
%) 821543 - 9740100001 -00-00-00-00 - 7

1544 - 9710 10-U0UR (000N DN) - CAREER MUMT STSTEM TASK FORCE
L 51 - 97.10-13-0000.00-00-00-00 - ASSISTANT COMPTROLLER GENERAL
[¥1 921585 - 07.10-14-0000-00-00.00.00 - HATIONAL PREPARFDNEER
(25 921559 - 97- W0 19- U000 000U U - CHIEF OPERATING UFFICER
L 21560 - 97-10-19.0001-00-00-00-00 - Z

£3 - 07.10-20-0000.00.00.00.00 - PUBLIC AFFARE
21068 - 97-10-21.0000-00 DU -DU DU - STRATEGIC PLNGEXTNAL LIAS0ON
121592 - 97.10-22.0000.00-00-00-00 - PRODLICT & PROCESS IMPROVEMINT
21538 - 07.10-23-0000.00.00.00.00 - EPECIL PROIECTS
L) 921600 - 9710240000 DU DU DU DU - STRATEGIC ISSUES
[0 9215841 - 97-10-25-0000-00-00-00-00 - OFFICE OF QUALITY MANAGEMENT
[¥1 821645 - 07.10-28-0000.00-00.00.00 - APPLIED RESEARCH AND METHODS
E 216EG - 9710 0 (00U DU DU DU oo - NAL RELATIONS
[ 921700 - 97-10-40-0000-00-00.00-00 - OF ¥ & INCLUSIVENES l’

Figure 11. Tree Viewer page

Understanding User Access And Row-Level Security

A Row-Security Permission List for each user profile is required for enabling accessto
data/records within the EmpowH R application. The menu path to review the Row-Security
Permission List information is as follows:

<Setup HRM S> <Security> <Core Row Level Security> <Security By Dept Tree>
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*SetlD *DeptiD

ks G |22000 C Sales and Serices
krst Q43000 @, Research and Development

[ save | £ Return to Search |

Security by Dept Tree
Row Security Permission List: HCDPUSA Data Sec by Tree - USA
Refresh Tree Effdts by: 01/28:2009 Eﬂ Refresh Tree Effective Dates

*hcc

frective Date of Tree
Readitrite ~| 01/01¢1880

Readinrite x| 010101990

Bk add Updsteisplay

Figure 12. Security By Dept Tree tab - Security By Dept Tree page
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Security Administrator

This portion of the Training Manual provides the Security Administrator with a step-by-step
guide for the changes to the Security 9.0.

This section contains the following topics:
Creating A Distributed Security Administrator Role

Defining Roles That The Distributed Security Administrator Can Grant

Assigning The Distributed Security Administrator Roles To A User

Creating A Distributed Security Administrator Role

This component is used by the Security Administrator (Super User) to create anew rolein
EmpowHR. Thisroleis created for the Distributed Security Administrator (Sub-Agency
Administrator).

The following describes the procedure for adding roles:
1. Select the Peoples Tools menu group.
2. Sdlect the Security menu.

Select the Permissions & Roles menu item.

A W

Select the Roles component. The Add A New Value tab - Roles page(Figure 13) is
displayed.

Roles

| Find an Existing Yalue | Add a New Yalue

Role Name: |

Add

Find an Existing Yalue | Add & Mew Value

Figure 13. Add A New Value tab - Roles page
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5. Enter the Role Name.

6. Click Add. The General tab - Role page(Figure 14) is displayed.

/ General "\ Permission Lists ' Members | DynamicMsmbers | Worklow )" Role Grant J  Links [P
Fole Mame:  NFC Remaote Security Admin
*Description: I
Long Description
=
El
B save E‘+Adu| | Upciste Display
General | Permission Lists | Members | Dynamic Members | YWorkflow | Role Grant | Links | Role Grueries | Audit

Figure 14. General tab - Role page

7. Enter the description of therole.

8. Click save.

Defining Roles That The Distributed Security Administrator Can Grant

Below is a step-by-step process that allows the Security Administrator to assign arole(s) that
the Distributed Security Administrator role will be able grant.

1. Select the Peoples Tools menu group.
2. Select the Security menu.
3. Select the Permissions & Roles menu item.

4. Select the Roles component. The Find An Existing Value tab - Roles page(Figure 15) iS
displayed.

18



Note:

Roles
Enter any infarmation you have and click Search. Leave fields hlank for 3 list of all values.

| Find an Existing Value Y Add a New Value

Search by IRDIE Name ¥] begins with |

" Case Sensitive

Search |w

Find an Existing ¥alue | Add a Mew Yalue

Figure 15. Find An Existing Value tab - Roles page

Select Description or Role Name from the drop-down list.

Enter al, or part of the Description or Role Name based on the selection from the
drop-down list.

If no information is entered, click the search icon for alist of values..
Click Search.
Select avalue.

Select the Role Grant tab. The Role Grant tab - Roles page(Figure 16) is displayed.
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10.

11.
12.
13.

Note: Click the Members tab to display alist of User IDs that have the selected role.

Assigning The Distributed Security Administrator Roles To A User

Below is a step-by-step process for the Security Administrator to assign the Distributed

| General |} Permission Lists } Members J Dynamic Members | Warkilow " Role Grant " Links O]

Role Name:

NFC Remote Security Admin

Description MFC Remote Security Adrmin

Roles That Can Be Granted By This Role Customize | Find [view all | B First [0 126 2 [ Last
Role Hame Description View Definition

|AM Administrator Q. Absence Mngmnt Administrator View Definition =1
|A\NE Adrninistrator G, AWE Adrinistrator View Definition =

Roles That Canh Grant This Role Custornize | Find [ view &1 | B8 First [4]4
Role Hame Description View Definition

Q, iew Definition =]
& save | LLReturn ta Search [ErAdd | Update.'Displayl

Genheral | Permission Lists | Members | Dynarnic Mermbers | Workdlow | Role Grant | Links | Bole Queties | Audit

Figure 16. Role Grant tab - Roles page

Enter the Role Name in the Roles That Can Be Granted By This Role section, then

click the lookup icon.
Click Search.
Select avalue.

Click save.

Security Administrator role to an Operator ID (OPRID).

1.

2.

Select the Peoples Tools menu group.
Select the Security menu.

Select the User Profiles menu item.

Select the User Profiles component. The Find An Existing Value tab - User Profiles

page(Figure 17) is displayed.
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User Profiles
Enter any infarmation you have and click Search. Leave fields hlank for a list of all walues.

[ Find an Existing Value {_Add a Mew Value |

Search by: IUser ID ) hegins with |
Search |Advanced Search

Find an Existing Yalue | Add a Mew Value

Figure 17. Find An Existing Value tab - User Profles page

5. Select Description or User ID from the drop-down list.
6. Enter all or part of the Description or User ID.
7. Select the Role Name from the ook up results.
Note: If no information is entered, click the search icon for alist of values..
8. Click search.

9. Select the Rolestab. The Roles tab - User Profiles page(Figure 18) is displayed.
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10.

12.

13.

Execute on aQ

Server:

Test Rule(s) | Refresh
Execute Rule(s) |

Process Monitor
Serice Monitor

B save | ELReturn to Search |

Role

Desi
IEOW_TQ Common Portal User
s v Sy el
s oo, s ere
Imq EQUD:JUYEE Review
Imq EQE:JDBBE?FREWEW
IWQ External Applicant
IWQ [WiF] Federal Emplayee
e mRs e one
mq HR Termplate Greation
WQ HR Termplate Setup

oA aana " oa aa

| General ] Roles Y Worklow | Audit )" Links | UserlD Queries |
Uzer 1D CLIENTHMON
Description:

Route Contral
Route Contral
Route Control
Route Contral
Route Control
Route Contral
Route Contral
Route Contral
Route Contral

Foute Contral

Wiewy Definition

Wiew Definition
Wiew Definition
Wiew Definition
Wiew Definition
Wiew Definition
Wiew Definition
Wiew Definition
Wiew Definition

Wiewy Definition

=
FE
FHE
FE
FHE
FHE
FHE
=
=
=

ErAdd | UpdateDisplay

Figure 18. Roles tab - User Profiles page

Click Add to add a new row.

Click the lookup icon.

Select the Role Name from the look up results.

Click save.
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Distributed Security Administrator

This section of the Training Manual will explain the process for the Distributed Security
Administrator to grant Roles and Row-Level Permission Liststo a OPRID (user).

This section contains the following topics:

Granting Roles And Row-Level Permission Lists

Creating A Row-Level Permission List

Associating Department Security To New Row-Level Permission List

Assigning Department Security To A Permission List

Granting Roles And Row-Level Permission Lists

Below is the step-by-step process for The Security Administor to grant roles and row level
permission lists to the Distributed Security Administrator for administration:

Select the Peoples Tools menu group.
Select the Security menu.

Select the User Profiles menu item.

A W NP

Select the Distributed User Profiles component. The Find An Existing Value
tab - Distributed User Profile page(Figure 19) is displayed.

Distributed User Profile
Enter any infarmation you hawve and click Search. Leawe fields blank far a list of all values.

J/ Find an Existing Value " Add a New value

Search by IUser I vl beging with |
Search |Advanced Search

Find an Existing Walue | Add a Mew Walue

Figure 19. Find An Existing Value tab - Distributed User Profiles page

5. Select Description or User ID from the drop-down list.
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6. Enter all or part of the Description or User ID.

Note: If no information is entered, click the search icon for alist of values..
7. Click search.
8. Select a Role Name from the search criteria.

9. Select the User Rolestab. The User Rolestab - Distribute User Profiles page(Figure20)
is displayed.

[ General ] J userRoles Y Worklow " Audit ) Links UserlD Queries |
User ID AADDT234

Description: TEST

Customize | Find | I # First [1] 17t T [¥ Last

Execute on [e§] Eole Name Description
Server: [EoPP_UsER @ common Portal User = Route Control =

Test Ruleds) | Refresh |
IEmpIUyee @, [WFEmployee - Route Caontral [=
Execule Rule(s) | Federal Emplovee  ©  [WF] Federal Employee | Route Control =
Process Manitor IHH Administrator @, HR Adrministratar - Route Cantrol =
Service Monitor

IHRHD Administrator U Q,  HRHD Administrator USF r Route Cantrol [=]
[PaPP_usER Q. Enteprise Portal User = Bnute Control [=
I\ Q, r Route Contral =
B save | L\ Return to Search | Previous in List | +[E] Mext in List | Es 2l Update/Display

General | D | User Roles | Workflow | Audit | Links | User ID @ueties

Figure 20. User Roles tab - Distributed User Profiles page

10. Click + to add an additional Role.

11. Click the lookup icon to display the roles that the Distributed Security Administrator
can grant. The roles that the Distributed Security Administrator can grant are defined
by the Security Administrator.

12. Select the applicable Role Name.
13. Click Save.

14. Click the General tab. The General tab - Distributed User Profiles page(Figure 21) is
displayed.
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15.

16.

17.

{ General Y ID | UserRoles U Worklow U Audit YV Links Y UserlD Queries |

User |D: AADD1234

- [ Account Locked Out?
Description: TEST

Logon Information
Symbolic 1D: sal -

Password:

I~ Password Expired?

Confirm Password:

User ID Alias:
Edit Email Addresses
General Attributes

Language Code: Englisn 7] [ Enable Expert Entry
Currency Code: | LS Dollar =]
Default Mobile Page: | Q
Nawvigator HCSPMAYHP Q Explain Primany HCPPFED Q Explain
Process Profile: |HCCPFGALLF’ e} Explain Row Security: |EMP OWWHR e} Explain
& save | ELReturn to Search | Previous in List | +[] Mext in List [Er£dd | UpelateDisplay |

Figure 21. General tab - Distributed User Profiles page

Click the lookup icon next to the Row Security field to display Permission List(s).

Select the applicable Permission List. Thisfield grants access to the user ID in order to

view data in a component within the application.

Click save.

Creating A Row-Level Permission List

Below is the step-by-step process that will allow the Security Administrator to create a
Row-Level Permission List for the Distributed Security Administrator for administration

(access to the data within a component).

1.

2.

Select the Peoples Tools menu group.
Select the Security menu.

Select the Permissions & Roles menu item.

Select the Permission Lists component. The Find An Existing Value tab - Permission

List page(Figure 22) is displayed.




Permission Lists
Enter any infarmation you hawve and click Search. Leave fields blank for a list of all values.

| Find an Existing Value {_ Add a New Value |

Search by: IPermission List 'I bedins with|

Search |Ad\tanced Search

Find an Existing Value | Add a Mew Value

Figure 22. Find An Existing Value tab - Permission Lists page

5. Select the Add A New Value tab. The Add A New Value tab - Permission List
page(Figure 23) is displayed.

Permission Lists

[ Find an Existing Yalue | Add a New Value

Permission List:[HR
Add

Find an Existing Yalue | Add a MNew Value

Figure 23. Add A New Value tab - Permission List page

6. Enter the name of the new permission list.

7. Click Add.
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8.

Associating Department Security To New Row-Level Permission Lists

Below is the step-by-step process that will alow the Security Administrator to associate the

/ General '\ Fages | PeopleTools 3 Process Y Sign-on Times ) [B)

Permission List HR

Description: |
Permission List General
Nawvigator Homepage: I Q

™ can Start Application Server?

™ Allow Password to be Emailed?

Time-out Minutes

& Never Time-out

™ Specific Time-out {minutes) |

B save | [EYG] Update/Display

Figure 24. General tab - Permission Lists page

Click save.

Department Tree Security to the new Row-Level Permission List.

1.

2.

Select the Set Up HRMS menu group.
Select the Security menu.

Select the Core Row Level Security menu item.

Select the Security By Dept Tree component. The Find An Existing Vaue tab - Setup

Dept Security Tree Acc. page is displayed.

Select the Add A New Valuetab. The Add A New Value tab- Setup Dept Security Tree

Acc. page (Figure 25) is displayed.
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Setup Dept Security Tree Acc.

J/ Find an Existing ¥alue | Add a New Value |

Row Security Permission List:| Q
Add

Find an Existing ¥alue | Add a Mew Value

Figure 25. Add A Value tab - Setup Dept Security Tree Acc. page

6. Click the look-up to display the Row Security Permission List.
7. Select the applicable Permission List.

8. Click Add. The Security By Dept tab page (Figure 26) is displayed.

{ Security by Dept Tree

Row Security Permission List:

HR
Refresh Tree Effdts by: 021042009 51 Refresh Tree Effective Dates

iDefine Security Profile

Custornize | Finc | 8 First (41 of 1 [F] Last
'SetiD *DeptlD *Access Code Effective Date of Tree

—ar—a FEr— HE

12 save Notify: [Er s || B Updterisplay

Figure 26. Security By Dept Tree tab - Security By Dept Tree page

9. Click the look-up for the Set ID. Select the appplicable Set I1D.
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10. Click the look-up for the Department I1D. Select the appplicable Department ID.

11. Click Save.
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