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1.0   Change Management Plan

1.1 Introduction

FedTraveler.com is a Web-based, end-to-end, Federally compliant, self-service travel service that is designed to respond to the President’s eGovernment initiative.  Fully implemented, FedTraveler.com enables Federal Government agencies to realize operational efficiencies, cost-savings, and increased service through a common, automated, and integrated approach to managing travel functions.  

1.2 Purpose

The purpose of a Change Management Plan is to establish and maintain an organized, standardized, and documented way of making changes to the service of FedTraveler.com.  For purposes of industry-standard terminology, Change Management (CM) and Configuration Management are synonymous in this plan.  

This Change Management Plan defines the responsibilities; methodologies, and processes used to manage changes to the FedTraveler.com Program.  To offer and deliver services in accordance with FedTraveler.com Program objectives, all changes to the program, whether technical or programmatic, will be bound by this plan. 

The plan also defines procedures for recording technical and programmatic changes to the program.

1.3 Scope and Applicability

The responsibility for overall CM lies in a cooperative effort between the contractor (EDS) and the client process owners (GSA and client agencies).
All systems developed, maintained, or hosted for FedTraveler.com are under CM controls.  All personnel associated with the planning, acquisition strategy, purchase, development, operations, maintenance, or management of the FedTraveler.com Program and equipment or services provided shall adhere to the procedures set forth within the plan.

All documents, procedures and processes used in conjunction with delivering FedTraveler.com to the market place, for example the Program Management Plan, Implementation Plan, and Customer Support and Training Plan, are subject to change control as outlined in this Configuration Management Plan.
In addition to legacy systems, the term “software,” as used in this document, includes all custom-developed software, operating systems (OS) used with supporting hardware, commercial off-the-shelf (COTS) products, and other outsourced services used in support of FedTraveler.com.

This document uses generic terminology to accommodate all platforms, environments, and service offerings within the scope of the FedTraveler.com Program.

1.4 Responsibilities

The responsibility for maintaining this Configuration Management Plan lies with three working groups:  GSA FedTraveler.com Program Management’s Executive Change Control Board (ECCB); the EDS FedTraveler.com Program Management’s Change Control Board (CCB); and the Configuration Management Working Group (CMWG), which consists of FedTraveler.com technicians and application developers.

1.4.1 Executive Change Control Board (ECCB) 

The ECCB program will be formulated and managed by GSA eTravel Program Management Office (PMO).  The reference to the ECCB and the manner in which EDS will engage this plan with them is notional and may change as GSA PMO establishes its Configuration Management Plan.

The ECCB was established as a forum to formulate enterprise change to the eTravel initiative.  Its responsibility is to inject new direction and technology into the Government travel arena through its eTravel vendors and to participate in each vendor’s Change Control process as necessary to bring new development in eTravel capabilities to the Federal space.   

Members are determined by GSA and member agencies, but should include knowledgeable personnel from the following areas:

· eTravel GSA PMO
· EDS FedTraveler.com Program Management

· Technical and application Subject Matter Experts (SMEs), as may be required

· Other representatives may be included at the option of the Federal Government. 
1.4.2 Change Control Board (CCB)

The CCB is established as a vendor forum to formulate technical positions on requests for technical or programmatic change, information technology (IT) investment proposals, business need documents (BND) and other initiatives.  The CCB will develop a plan that employs sound CM policies and procedures to be used across the software development cycle.  The CCB has the added responsibility of verifying that each initiative is consistent with the Federal Enterprise Architecture Model (FEA), existing and future directions and policies, industry standards, corporate best practices, and EDS’ best business practices and standards.  The CCB will govern the following:

· Change Management Plan

· Request For Changes (RFCs) in: 

· Processes and policies 

· Functionality

· Delivery and implementation

· Security

· Hardware 

· Request for maintenance blackouts

· Request for development (new initiatives).
Membership shall be governed by position.  Some positions may be represented by more than one person in a role because multiple companies may have representatives on the CCB; for example, there may be an Operations Manager from both Zegato and Quality Agent.  The following positions are required to establish a forum:

· Program Manager (Chair Person)

· Technical Director

· Contracts Manager

· Operations Manager 

· Security Manager

· Change Management Manager

· Requestor of Technical Change (as necessary).
1.4.3 Configuration Management Working Group (CMWG)

The CMWG was established to implement and manage software and related hardware configurations.  The CMWG’s goal is to develop and employ sound software CM practices, share lessons learned, and engineer specific procedures for implementing continuous improvements and incremental change.  The CMWG shall be responsible for developing the following:

· Engineering Control Documents

· Maintenance of the Development Platform (Model Office)

· Security Test Scripts

· Functionality Test Scripts

· Recommendations for hardware upgrades

· Computer Incident Response Team (CIRT)

· Change Records Database.
1.5 Schedule

EDS has a regularly scheduled CCB meeting and has established a means of handling emergency changes as described below.

1.5.1 Regularly Scheduled Meetings
The CCB will meet monthly on the third Tuesday of each month (proposed) or as needed to facilitate CM progress.  Each company will be responsible for its representation at each meeting.  All substitutes attending must be capable of committing the represented company to CCB direction.  This commitment may consist of taking necessary personal action to follow up with the board.  A quorum must be achieved to pass a vote, that is, to authorize an RFC.  A quorum is represented by the presence of the following roles at a minimum: Program Manager, Technical Manager, and Operations Manager.

The Change Management Manager will be responsible for recording minutes at each meeting.  An agenda will be produced and submitted to board members no later than three days before the meeting, together with all supporting documentation such as RFCs.  The Change Management Manager will also verify that RFC requestors are notified in advance to facilitate necessary arrangements for their presence. 

1.5.2 Emergency Changes

Emergency changes are defined as highly critical changes that are implemented immediately to resolve problems that have adversely affected the Enterprise or have made it impossible for some users of the Enterprise to perform their work or to utilize the Product. Due to the critical nature of these changes and the impacts if they are not expeditiously resolved, emergency changes are processed per the following policy:

1. Identify problem, proposed resolution and backout plan. 

2. Open a trouble ticket to document problem identification, proposed resolution and backout plan.

3. Document the solution and provide notice to CCB or assignee members.

4. Get verbal authorization from CCB members to implement resolution; document verbal authorization in trouble ticket.

5. Walk the CCR through the CCB members for signature, if possible. If after normal working hours, e-mail acknowledgement and/or phone call to CCB members may be required.

6. Implement resolution; notate trouble ticket.

7. Submit a formal CCR documenting the change at the first CCB meeting following implementation.

8. Since the change may include changes to operational documentation, the CCR should be accompanied by the appropriate documentation changes to complete the change and to identify any remaining tasks.

9. The CCB reviews the CCR at the next scheduled meeting to determine if the change should remain as implemented or if a more permanent solution, if any, should be considered.

2.0   Configuration Management Process

The business process is initiated when a RFC is submitted.  This action may be for an approval to proceed with activities that can affect the environment, the scheduling of a time period (change window) outside the regularly scheduled maintenance window to perform required work, or the planning and testing of specific activities to determine their impact on the computing infrastructure.  The Business Process table below and Exhibit 2-1, Change Management Business Process, illustrate the process flow.  Emergency changes may be necessary to resolve problems that have adversely affected the system, have made it difficult for some users to perform their work, or utilize FedTraveler.com.  Emergency changes will be made and, after completion of the change, Change Management documentation will be prepared.

	Business Process

	Initiate Change
	Process for receiving, validating a RFC, assigning each RFC a Trouble Ticket Number, documenting initial change information, and creating a Change Record.

	Plan Change
	Process for building and documenting the scope of a change.

	Test Change
	Process for reviewing, scheduling, testing, and approving a change and for reviewing and approving or disapproving work that impacts the computing infrastructure.

	Implementation and Follow Up
	Process for executing a change and closing an RFC Trouble Ticket.
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Exhibit 2-1,  Change Management Business Process

The four Business Processes shown above are described in the following sections.
2.1 Initiate Change

The Change Management process starts with the creation of a RFC for the existing system.  The RFC is reviewed, categorized for the type of change and directed to the proper review authorities for a decision.  Exhibit 2.1-1, Request for Change Process Flow, provides a more detailed view of the process flow followed by a narrative description.
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Exhibit 2.1-2,  Request for Change Process Flow

The help desk is the initiation point for receiving all user and vendor RFCs.  The help desk will enter all RFCs into the Trouble Ticketing system with the initial RFC information, which will generate a unique tracking number and route to EDS for a validation check to determine whether the activity invokes the change process.  

2.1.1 Validate RFC

Upon receipt of the RFC the EDS CM Manager will review the RFC for completeness and will take one of the following steps:

1. If RFC is not complete or does not meet the change requirement, redirect RFC to requestor for completion and resubmission/or cancellation.

2. If RFC is complete, go to Categorize Type of Change.

Categorize Type of Change

EDS uses the following tools and methodology to categorize the type of change.  The Impact Attribute Questions (IAQs) and Change Category Chart (CCC) must be used together to assist in determining a Change Category Impact.  The number of “yes” responses to the IAQs will determine the category.  After determining the responses to the IAQ, review the CCC definition for each category.  It is critical to identify the Change Category properly or delays will be experienced.

· Impact Attribute Questions

1.
Does the change affect multiple client or customer environments?

Exception:  Administrative Tasks – Routine administrative tasks are general support actions and part of the job description of the system administrator.  These tasks have low risk, do not require detailed planning, and do not require special approval or review.  They include, but are not limited to, the following:

	Daily
	Miscellaneous Jobs

	Check local disks on all machines to prevent them from filling up
	Update scripts

	Check for runaway processes on all machines
	Update documentation

	Check systems statistics
	Contacting vendors

	Check print queues
	Administrative Workstation information

	Run incremental backups
	Group access

	
	Mounting disks

	Weekly Tasks
	Software distribution

	Full tape backups
	Secure login

	Disk usage reports
	Desktop configuration


2.
Are two or more technical support teams required to perform the actions?

For example, a group other than the assignee group must perform some action to implement the change.  The term “technical support team” would include the client’s technical operations team.

3.
Does the change affect critical hardware and software components?  Or, is a single point of failure involved?

For example, components having a significant effect on the client or customer, as perceived by the client or customer.  Single point of failure includes processors and front-ends.

4.
Is this a new activity on a customer or client production or development system?

An activity or task that is neither documented nor previously performed or experienced by the technical support team.

The following chart determines the change impact based on the number of “Yes”  responses to the previous IAQs:

	Change Category Impact

	Number of “Yes” Responses
	Change Category

	Y

Y

Y
	Y

Y

Y
	Y

Y

N
	Y

N

N
	0 – Emergency

or

1 – High Impact

	Y
	N
	N
	N
	2 – Moderate Impact

	N
	N
	N
	N
	3 – Low or No Impact


· Change Category Chart

As shown in the following table, each change is categorized by the impact it could have on service delivery to EDS clients.  Lead-time refers to the minimum notification time required before the approval of a change.  The Moderate Impact change typically requires a minimum of five business days.  The High Impact change typically requires a minimum of 10 business days.  Risk and impact are both implied within the IAQ.  Impact Attributes are a requirement of a change that determines risk and category of the change.
	Category
	Lead Times
	Definition
	Minimum Approvals

	0
Emergency
	No Lead
	A request representing a scheduled resolution to an existing problem that needs to be implemented immediately due to the impact or the potential of impacting client or customer service. Excludes security patches, which will be approved verbally by the Technical Director or designate.
	CCB, Assignee group(s)

	1
High Impact
	10
Bus
Days
	A request that has two or more yes responses to IAQs.
	CCB, Assignee group(s)

	2
Moderate Impact
	5
Bus
Days
	A request that has only one yes response to the IAQs.
	CCB, Assignee group(s)

	3
Low Impact
	3
Bus
Days
	A request that has no impact attributes. Change process not invoked; change does not require additional documentation or approvals. Perform or deny request.
	N/A


The RFC will be categorized according to one of the following types of change.  Reference the appropriate service level agreement (SLA) if applicable.

· Fix

· Technical

· Functional

· Program
2.1.2 Assign to Proper Group

Depending on who the RFC is from, the Change Category, and type of change determined in the above step assign the RFC:

1. Assign RFC directly to the CCB if the request is an internal request.

2. Assign RFC to Agency’s Contracting Officer’s Representative (COR)/Chief Financial Officer (CFO).

Agency and PMO/ECCB Reviews: The Agency will review the scope and  requirements necessary for the RFC to be implemented.  It will either approve or disapprove the RFC.

1. If disapproved, close the ticket and notify the Help Desk and initial requestor of the closure.

2. If approved, forward RFC to PMO/ECCB for review of impact to eTravel program.  PMO/ECCB will forward RFC to CCB.

CCB Review: The CCB will review the RFC during its monthly meeting.  It will either approve or disapprove the RFC and provide the results of the meeting to PMO/ECCB.

1. If disapproved, close the ticket and notify the Help Desk and initial requestor of the closure.

2. If approved, start the Planning the Change process, see Section 2.2 Plan the Change.
2.2 Plan the Change

After a RFC is approved the change scope is determined and assigned to the proper owner who determines the process for building and documenting the scope of the change.  Exhibit 2.2-1, Plan the Change, depicts the process flow for planning a change.
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Exhibit 2.2-1,  Plan the Change

2.2.1 Determine Change Scope

1. Determine the scope of changes.

· Determine impact of change (see IAQ).

· Identify required approvers.

· Determine readiness.

2. Scope Determined?  The scope must be within the contract and comply with any SLAs.

· Yes, go to Build Change activity.

· No, go to Terminate Change decision task.

3. Terminate Change?

· Yes, go to Close Change Record activity.

· No, return to Determine Scope of Change activity.

2.2.2 Reassign Ownership

1. Reassign Ownership to Another Group?  A different technical group may have the appropriate skills to do the work.

· Yes, go to Reassign Ownership activity.

· No, go to Reassign Change decision task.

2. Reassign Change to Another Individual?  A specific individual having the specific skills necessary to complete the work may not be available to do the work in the time required so an alternate individual must be found.

· Yes, go to Assign Change activity.

· No, go to Scope Determined activity.

2.2.3 Close Change Record

1. Update change record with change activity information or indicate why the change will not be implemented at this time.

2. Close change record.

2.2.4 Assign Change

1. Assign change to assignee.

2. Return to Determine Change Scope activity.

2.2.5 Build Change

This task includes creating the change record by identifying the tasks that are necessary to implement the change.  The build change data needs to be detailed and sufficiently clear for approvers to approve or reject the change record.

At a minimum, the following information is required:

· Detailed Description – Assignee instructions or steps to implement change activity

· Additional Assignee Instructions, if any; for example, for client operators or systems administrators

· Customer Impact – Describe the actual client impact to service delivery during the change window

· Justification – The technical and business reasons for implementing the change

· Who does what, when, and why

· Timeline of tasks to be executed within the change window

· Resource Requirements – Hardware, software, and personnel.

2.2.6 Pre-Implementation Test Plan

To verify that changes will not adversely affect the client, pre-implementation testing should take place in the Model Office environment whenever possible.  Depending on the type of change, the environment or the platform, it may not always be possible to conduct pre-implementation testing.

The following information is required:

· If a change cannot be tested before implementation, an explanation must be documented.  Examples of reasons for pre-implementation testing not being possible include the fact that a test or model office environment does not exist for a particular system; a scheduled maintenance window or reboot is being performed, but is not introducing a change; or the change is an emergency change.

In some cases, a true test or model office environment does not exist to test change, but the same change has been implemented on another production or test system.  In this situation, document the previous implementations, and include such information as the number of systems implemented and the timeframe of the implementations.

· If a change can be pre-tested, a Test Plan must be documented.  The Test Plan will confirm that the change can be implemented as designed in a test or Model Office environment before implementation in the production environment.  It is very important that the test environment be reflective of the environment that is going to be changed. 

The following items should be included:

· Test Plan – identifies the elements to be tested including scope, and how it will be accomplished

· Test Results – problems encountered, pass/fail

· Other considerations:

· Data to test specific conditions for each test

· Hardware and software required to test the change

· Detailed instructions for each test

2.2.7 Verification Plan

A Verification Plan is required to confirm that the change was implemented as documented.  The assignee must document the Verification Plan.  The following data should be considered for inclusion, based on the complexity of the change activity:

· Tasks – Identify the elements (detailed instructions) to be verified, including scope (features, functions, etc.). The tasks must demonstrate that the change operates according to design.

· Resource Requirements – Hardware, software, and personnel

· Timeline – Include the duration necessary to conduct all task activities.

· Data to confirm specific conditions for each activity.

2.2.8 Backoff or Backout Plan

1. A Backoff or Backout Plan is required to document the steps to restore service to its previous operational state.  The following items should be considered in any Backoff or Backout Plan:

· Sequence of Tasks – Provides the technical details of the Backout Plan.  A step-by-step script to explain how the change will be undone, if unsuccessful during the verification or validation process.

· Point of No Return – The go, no-go point for deciding whether to proceed with the change or to begin executing the Backout Plan.  The “point of no return” may be defined in terms of time or of a specific step.

· Backout Checklist – A list of tasks to verify that the change was successfully backed out.

2.
Determine whether the change is ready to proceed or should be terminated.

2.2.9 Terminate Change?

1. Yes, go to Close Change Record activity.

2. No, return to Determine Change Scope activity.

2.3 Test Change

Prior to implementation of the change, testing requirements are developed, testing is conducted, and the results of the test are reviewed.  Exhibit 2.3-1, Test the Change, depicts the process flow for testing a change.
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Exhibit 2.3-1,  Test Change

2.3.1 Determine Testing Requirements

1. Technical support teams will determine testing requirements.

2. Require pre-implementation testing?

· Yes, go to Conduct Testing activity.

· No, go to Plan/Conduct Pre-Implementation Review activity.

2.3.2 Conduct Testing

1. Conduct Testing.

· As required, update documentation to indicate why testing is not required or possible before change implementation.

· Confirm time requirements for change.

· Perform testing according to Test Plan and gather results.

2. Analyze and act on results.

3. Testing Successful?

· Yes, go to Plan/Conduct Pre-Implementation Reviews activity

· No, return to Plan Change

2.3.3 Plan/Conduct Pre-implementation Reviews

1. Plan/conduct reviews

· As required, update documentation to indicate why testing is not required before implementation.

· Update documentation for Pass test results

· Communicate testing results when required

· Review operational impact

· Conduct pre-implementation reviews

· Change coordinators, customer/client representatives, and technical representatives evaluate change records for the purpose of granting or withholding approval and accomplishing the following objectives:

· Identifying risk and impact with the change

· Reviewing and validating the change detail and justification

· Reviewing and validating the change window

· Reviewing and validating the Backout Plan

· Reviewing the Test Plan and the test results (if applicable)

· Reviewing and validating the Verification Plan

2. Go to Obtain Implementation Approval activity.

2.3.4 Obtain Approval

1. Obtain approvals

· Obtain approvals for change.

· Communicate approval and disapproval within the Trouble Ticket.

· Change must be approved before implementation.

2. Approved?

· Yes, Implement/Follow Up Change.

· No, go to Terminate Change task.

3. Terminate Change?

· Yes, go to Close Change Record activity.

· No, return to Plan Change.

2.3.5 Close Change Record

1. Close Change Record

· Update change documentation to indicate why the change will not be implemented at this time.

2.4 Implement/Follow-Up Change

Exhibit 2.4-1, Implement/Follow Up Change, depicts the process flow for implementing a change and the follow-up.
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Exhibit 2.4-1,  Implement/Follow-up Change

2.4.1 Execute Change

1. Execute actions for implementation of change as designed.

2. Monitor time requirements.

3. Go to verification activity.

2.4.2 Verification

1. Follow Verification Plan as documented.

· Assignee will determine if the actual verification results meet the expected verification results.
After execution of the Verification Plan, document problems encountered. If the change is backed out or if it causes customer impact, a problem record must be opened and cross-referenced in the change record.

· Update change documentation to reflect the outcome of verification.
When the change has been implemented, the assignee updates the change record and completion status within two business days of the requested end date and notifies the requestor to proceed with Validation (User Acceptance Testing).

· Escalate as appropriate.

2. Criteria Met?

· Yes, go to Close Change Record activity.

· No, go to Execute Backout Plan activity.

2.4.3 Execute Backout Plan

1. Execute Backout Plan.

2. Resolve Incident (within change window)?

· Yes, link to Execute Change.

· No, go to Terminate Change and Close Change Record and refer to CCB for problem resolution.

3. Post-Backout Tasks:

· Was the Backoff Plan used? Did it cause client impact?
If the answer to either question is Yes, a problem record must be opened to reference the unsuccessful changeover. Update the change record with the problem record number, document unexpected problems, and update the change record with completion status of “Unsuccessful.”

· To obtain accurate CM metrics, under no circumstance should this same change record be pushed out to another date.

4. Terminate Change.

· Go to Close Change Record activity.

2.4.4 Close Change Record

1.
Close change record.

· Requestor verifies that Validation (User Acceptance Testing) is performed.

· Determine if Requestor’s criteria for change have been met.

· Update change record to show that change has been accepted by Requestor.
When implementation of the work order is completed and verified, the Requestor will validate and close the change record.  Change record must be closed within five business days of the requested end date, unless otherwise documented in the record.

	Completion Status
	Verification/Validation Status

	Successful
	Verification = Pass / Validation = Pass

	Unsuccessful
	Verification = Pass / Validation = Pass or Fail

	Validation Failure
	Verification = Pass / Validation = Fail


2.5 Roles

Members of the three working groups defined in Section 1.4 — ECCB, CCB, and CMWG — must use this process when implementing changes.  Following are the operational roles for this process.  Two or more roles may be filled by a single individual or entity depending on the configuration and personnel resources available for a given operation. 

Change Coordinator

· Support compliance to the process

· Communicate and escalate concerns

· Review, schedule, and forecast system changes

· Conduct Change meetings

· Verify Change reporting availability

Requestor or Requesting Group

· Support compliance to the process

· Communicate and escalate concerns

· Notify group assigned

· Be available to present the change record at designated change meetings

· Initiate the change record

· Initially schedule the change

· Verify that validation (User Acceptance Testing) is performed and update the change record status as necessary.

· Perform the Problem Management process when appropriate

· Close change record

Assignee (Assignee Group)

· Support compliance to the process

· Communicate and escalate concerns

· Be available to represent the change record at designated change meetings

· Obtain approval of change record

· Add approvers if necessary

· Verify that the change is ready for implementation

· Implement the change according to the requested schedule

· Execute the Verification Plan and update the change record status

· Perform the Problem Management process when appropriate

Approvers

· Support compliance to the process

· Communicate and escalate concerns

· Monitor the system for change records requiring approval

· Using the technical and business information documented in the change record, evaluate the need for performing the change, the potential for affecting EDS’ Service Excellence and how the assigned change window minimizes potential client impact. Then, approve the record, reject the record, or escalate concerns and issues to the requestor or assignee as appropriate.

· Add additional approvers, if necessary

2.6   Auditing

ISO 19011:2000 Guidelines for Quality and/or Environmental Management Systems Auditing provides the direction in the performance of all internal audits and its procedures will take precedence where there is a conflict in direction. 

2.6.1 Purpose

The purpose of the Internal Audit Process is to verify the adequacy and effectiveness of the change management system in meeting customer commitments and business objectives.  EDS will employ the ISO standard requirements during the lifecycle of the FedTraveler.com system.
The EDS Team will use the results of internal audits to evaluate the effectiveness of the configuration management system implementation and the efficiency of its processes.  The intent of the Internal Audit Process is to document the steps necessary to perform these verification activities.  In addition, the Internal Audit Process will allow EDS to:
· Collect objective evidence to permit an informed judgment about the status of the systems, processes or products audited

· Ensure that the requirements in the CM Plan are effectively being followed

· Evaluate the effectiveness of CM processes and procedures, and that they are implemented and maintained
· Identify the need to improve any of the above processes or procedures
· Provide feedback to the client on the results of internal audits that demonstrate the effectiveness of the CM Plan for continual improvement.

2.6.2 Internal Audit Program Objectives

To guide the planning and conduct of internal audits, the FedTraveler.com audit program is based on the following objectives:

· Management priorities (to contribute to the improvement of the management system)

· Management system requirements (to meet the requirements of the ISO standard)

· Statutory, regulatory and contractual requirements (to verify conformance with contractual requirements)

· Need for supplier evaluation (in order to maintain confidence in the capability of suppliers)

· Customer requirements

· Needs of interested parties

· Risks to the organization

2.6.3 Process Steps
Exhibit 2.6-1, Internal Audit Process, and associated narrative depicts and describes the audit process flow used by FedTraveler.com.  The EDS auditors will consist of individuals outside of the FedTraveler.com team and not from the FedTraveler.com development or production group.
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Exhibit 2.6-1, Internal Audit Process
1. The CCB/Senior Management is responsible for establishment of an audit program.  They will:

· Determine and approve a schedule for audits

· Establish, implement, monitor, review and improve the audit program

· Identify the necessary resources and ensure they are provided

· Establish procedures to conduct audits within the program

2. The auditors plan and prepare for an audit by:

· Initiating the audit

· Appointing the audit team leader

· Defining audit objectives, scope and criteria

· Determining the feasibility of the audit

· Selecting the audit team

· Establishing initial contact with the auditee

· Conducting document review

· Preparing for the on-site audit activities

· Preparing the audit plan

· Assigning work to the audit team

· Preparing work document(s)

3. The audit team performs the audit:

· Conducting the meeting

· Communication during the audit

· Collecting and verifying information

· Generating audit findings

· Preparing audit conclusions

· Conducting the closing meeting

4. The audit team prepares the audit report, approves and distributes the audit report:

· Provides complete, accurate, concise and clear record of the audit

· Issues audit report within agreed time period

· Distributes audit report to recipients designated

5. The audit team will issue recommendations on follow-up corrective actions that the responsible organization should perform.  Completion of recommended actions is not part of the audit.

6. The responsible organization will perform the corrective action activities if they agree with the findings of the audit team

2.6.4 Guidelines

The following are standard guidelines for auditing and auditors in compliance with ISO 19011, Guidelines for Quality and/or Environmental Management  Systems Auditing.  Definitions for this section are referenced in Appendix C, Auditing Definitions.

· Auditor Qualifications: Refer to ISO 19011.

· Auditors are trained in auditing techniques and are knowledgeable of the CM Plan and any additional requirements.
· Auditors shall also be knowledgeable of ISO standard requirements and regulatory, statutory and customer requirements applicable to their respective customer, business or industry, and other quality models (e.g., CMMIsm, Six Sigma, etc.), if applicable.

· Recently trained auditors may be paired with an experienced auditor until they have gained sufficient experience to perform an audit independently.

· Auditors have been trained in auditing techniques and the requirements of the Standard and the CM Plan.

· Auditors must be objective and impartial in the area, functions or group being audited.
· Lead auditor:

· Prepares and coordinates the audit plan (scope, and type)

· Identifies additional auditor resources required  

· Briefs team on procedures and audit scope prior to the audit 

· Assigns work to the audit team according to the members qualifications

· Conducts audit opening and closing briefs
· Supervises the audit activities and monitor the progress

· Reviews all audit findings with the cognizant organization responsible for corrective action 

· Verifies accuracy and completeness of the audit report

· Ensures audit quality records are maintained

· Provides assessment of effectiveness by applying statistical or causal analysis techniques, where applicable.

· Audit team members:

· Perform the lead auditor functions where there is a single auditor 

· Familiarize themselves with the procedures to be audited prior to the audit.

· Perform assigned audit tasks which may include such tasks as preparing working documents, conducting audit interviews and completing the audit report

· Develop initial checklists on the processes and procedures to be audited.  The content of these checklists will be used to verify: 

· That documented QMS processes are being performed
· That corrective actions related to the processes have been competed
· Document non-conformances to the respective auditee for acknowledgement and generation of a plan for corrective action.  All non-compliance shall be recorded in the Trouble Ticketing system or Corrective/Preventive Action Request (C/PAR) Log for follow-up tracking purposes

· Document the audit results in an Internal Audit Report.

· Coordinate a follow-up verification of the corrective actions in progress or completed.  

· Verify the root cause of assigned non-conformances 

· Perform post-audit analysis and audit closeout activities

· Provide internal audit feedback to the effectiveness of the system as an input to the Configuration Management Reviews.
· Management:
· Participates in audits and reviews

· Ensures corrective actions address audit findings without delay  

· Verifies implementation of corrective action effectiveness

· Ensures non-conformances are communicated and addressed appropriately within their delivery organization 

· Provides resources and support for internal audit activities.

· Participants:
· Establish contacts and timing for interviews 

· Arrange visits to areas of the site or organization 

· Provide clarification of requested information, at the request of the auditor 

· Assist in collecting information, at the request of the auditor

2.7 Related Documents

· Appendix A, Request for Change (RFC) Form.

· Appendix B, Configuration Management Working Group (CMWG) Assessment Questionnaire.

· Appendix C, Auditing Definitions

Appendix A,  Request for Change (RFC) Form

Request #: From Help Desk Tracking System     
Requestor:  Please fill out all fields, and submit this Work Request to the FedTraveler.com Help Desk for recording and tracking.  The Help Desk will send the completed Work Request to the FedTraveler.com CCB for final approval. Please specify the title of the work request.  

Send completed form(s) to CM Manager by 4:00 p.m. EST the three days prior to the FedTraveler.com CCB in order to be considered for the next scheduled review.  Any RFC submitted that does not contain all required information will not be considered and will be returned to the Requestor.

*Requestor submitting RFC must be present via phone or in person for the CCB meeting.  

FedTraveler.com CCB meets every third Tuesday of each month

Part I - Service requestor
Prepared By:

	Title and Type of Request:  
	

	Name:        
	Organization (if applicable):        

	Phone:  :     
	Agency:        

	E-Mail:        

	Implementation Manager (If Applicable):
      
	Phone:      
	E-Mail:
      

	Migration Manager (If Applicable):
      
	Phone:      
	E-Mail: 
     

	Date of Request:        


Purpose: 

State what is being requested: (Limited to 255 characters) 

     
Required Delivery Date for Solution: 

Enter Date the Solution Needed (Mandatory - ASAP is not an acceptable date. If necessary, enter approximation):   FORMDROPDOWN 
 on        

Requirements:

What is Required—State exact requirements.  Be specific.  Example: Additional Resources (include whether FTE, BPA, subcontractor, plus exact technical skill set required as well as number of resources); More Hardware (include model numbers, part numbers, etc., training course name, etc.)

     
When is it Required—State when requirements are needed and for how long.        
Where is it Needed—State where the resources will reside.  (Example: can staff be remotely located?  Does equipment need to be located in a specific area?  Where is the training to take place?)        

Justification:

	 FORMCHECKBOX 
 Contract
	 FORMCHECKBOX 
 CLIN
	 FORMCHECKBOX 
 H/W
	 FORMCHECKBOX 
 S/W
	 FORMCHECKBOX 
 Ops

	 FORMCHECKBOX 
 Customer
	 FORMCHECKBOX 
 Implementation
	 FORMCHECKBOX 
 Scalability
	 FORMCHECKBOX 
 SLA
	 FORMCHECKBOX 
 Security


Reason Text

State the reason for this request (i.e.; contractual requirement, customer expectations, high-profile schedule, deliverable-dependant deadlines, etc.) 

     
Quantify:

At your Agency  or location state:

· The number of Organizations affected by this request:        
· The number of users affected by this request:       
Schedule Impact:

Rate the proximity of this request in relation to your schedule/objectives:

 FORMCHECKBOX 
  User Rollout Schedule

 FORMCHECKBOX 
  User Adoption

 FORMCHECKBOX 
  Technical Director Requirement

 FORMCHECKBOX 
  Serious Delay/impact to our Agency’s Critical Path

 FORMCHECKBOX 
  Requires Immediate Handling/Delivery.

Service Impact:

Rate the impact if this service request is not met:

 FORMCHECKBOX 
  Nice to have.

 FORMCHECKBOX 
  Significant degradation to effectiveness/service.

 FORMCHECKBOX 
  Must have, serious degradation to effectiveness/service.

 FORMCHECKBOX 
  Showstopper:  Unable to continue delivery/functionality.

Technology Insertion:

Choose appropriate category as related to SLA’s  :

 FORMCHECKBOX 
  Demonstrated Benefit

 FORMCHECKBOX 
  Increased Performance

 FORMCHECKBOX 
  Lower Cost

 FORMCHECKBOX 
  New Desired Capability

 FORMCHECKBOX 
  Benefit Significance

 FORMCHECKBOX 
  Noticeable (5-10%)

 FORMCHECKBOX 
  Significant (10-20%)

Consequences:

If this service request is not provided, then the following consequences (in their order of importance) may result (minimum top 3 required):

     
Appendix B,  Configuration Management Working Group (CMWG) Assessment Questionnaire

Introduction

The following questions have been developed to guide the Configuration Control Board (CCB) in determining the full scope of technology that will affect FedTraveler.com and the associated costs to put that technology in place.  Each question is designed to evaluate specific functional areas of a product or change to a product that would or could change the functionality of FedTraveler.com.  The actual impact of this assessment questionnaire would also have significant contributions to assessing the actual ROI analysis when correctly filled in.  The CMWG is responsible for completing this form and attaching it to the Request for Change (RFC) form prior to its submission to the CCB.  Failure to accurately fill out this form could lead to a delay, or disapproval.  The questions should not be considered all-inclusive if additional questions are needed, add them.  

	Hardware

	Questions
	Answers

	1.
What platform does the product reside on?
	

	2.
Are multiple versions of this platform used?
	

	3.
Can an alternate platform be used?
	

	4.
What are the EOL and EOS expected dates for these platforms?
	

	5.
What is the vendor support for these platforms?
	

	6.
Has this platform been certified through the program INFOCSEC?
	

	7.
How will these platforms be tested?  Standards?
	

	8.
Who will test these platforms?
	

	9.
Who has financial responsibility for testing these platforms?
	

	10.
How are hardware patches performed?
	

	11.
Where do the hardware patches come from?
	

	12.
What is the average length of time to receive patches?
	

	13.
Is there any firmware coding used on these platforms?
	

	14.
If YES to question 13, answer questions 6 through 9 again.
	

	15.
For security vulnerabilities, answer questions 6 through 12 again.
	


	Operating Systems (OS)

	Questions
	Answers

	1.
What OS does the product reside on?
	

	2.
Are multiple versions/builds of this OS used?
	

	3.
Can an alternate OS’s be used?
	

	4.
What are the EOL and EOS expected dates for these OS’s?
	

	5.
What is the vendor support for these OS’s?
	

	6.
Has this OS been certified through the program INFOCSEC?
	

	a.
If not, How will these OS’s be tested?  Standards?
	

	b.
Who will test these OS’s?
	

	c.
Who has financial responsibility for testing these OS’s?
	

	7.
How are system patches performed?
	

	8.
Where do the system patches come from?
	

	9.
What is the average length of time to receive patches?
	

	10.
Is there any proprietary coding used in these OS’s?
	

	a.
If YES, Answer questions 2 through 9 again.
	

	b.
Have you recorded the base line coding?
	

	c.
Do you have CM documented?
	

	d.
Is each coding development tested separately or as a module?
	

	e.
Do you have SEI-CMM implemented for this proprietary OS?
	

	11.
Does this OS run as a micro kernel?
	

	a.
If YES, Can additional services be mounted?
	

	12.
For security vulnerabilities patches, answer questions 6 through 9 again AND,
	

	a.
Is there a contingency plan for accelerated implementation on proprietary coding and micro kernel OS’s?
	


	Application

	Questions
	Answers

	1.
Are there multiple versions of this application?
	

	2.
What are the EOL and EOS expected dates for this application?
	

	3.
What are the EOL and EOS expected dates for this application?
	

	4.
What is the vendor support for this application?
	

	5.
Has this application been certified through a program INFOCSEC?
	

	a.
If not, How will this application be tested?  Standards?
	

	b.
Who will test this application?
	

	c.
Who has financial responsibility for testing this application?
	

	6.
Are you the CDA for this application?
	

	a.
If not, Is there CDA support?  Who?
	

	b.
Who has financial responsibility for CDA support?
	

	7.
How are deployed applications patches/fixes performed?
	

	8.
Where do the application patches/fixes come from?
	

	9.
What is the average length of time to receive patches/fixes?
	

	10.
Have you recorded the base line coding?
	

	11.
Do you have CM documented?
	

	12.
Is each coding development tested separately or as a module?
	

	13.
Do you have SEI-CMM implemented for application lifecycle development?
	

	14.
Who has financial responsibility for life cycle development/CM/Patches/Fixes?
	

	15.
Is this application imbedded into the OS/Kernel?
	

	16.
If YES, Can additional services be mounted?
	

	17.
For security vulnerabilities patches, answer questions 5 through 9 again AND,
	

	a.
Is there a contingency plan for accelerated implementation on imbedded OS coding?
	


	Support: Transition/Deployment

	Questions
	Answers

	1.
Who has responsibility for deploying this product?
	

	2.
How many resources are needed to deploy it, per deployment?
	

	3.
Are additional resources from other functional areas needed to support deployment?
	

	a.
If YES, What Hardware?
	

	b.
If YES, What Manpower?
	

	1.
Skills sets required?
	

	2.
How many?
	

	c.
If YES, What Configuration?
	

	4.
How long will deployment take, per deployment?
	

	5.
Who will record and submit CM/IATO/C&A documentation?
	

	6.
Who has financial responsibility for deployment?
	

	7.
Will facilities build be required?
	

	8.
Who has responsibility for facilities build?
	

	9.
Who has financial responsibility for facilities build?
	


	Support: Sustainment  

	Questions
	Answers

	1.
Who has responsibility for sustaining this product?
	

	2.
How many resources are needed to sustain it?
	

	3.
Are additional resources from other functional areas needed to support it?
	

	a.
If YES, What Manpower?
	

	1.
Skill Sets required?
	

	2.
How Many?
	

	4.
Who will record and submit CM?
	

	5.
Who has financial responsibility for sustaining it?
	

	6.
How long?
	


	Management

	Questions
	Answers

	1. 
Who has program management responsibility?
	

	2.
Who has project management responsibility?
	

	3.
Who will be client facing?
	


Appendix C, Auditing Definitions

Audit – Systematic, independent and documented process for obtaining audit evidence and evaluating it objectively to determine to extent to which the audit criteria are fulfilled.  [ISO 19011, 3.1]

Audit Classifications:

1. Internal audit – Sometimes referred to as 1st party audits, are conducted on behalf of the organization on itself for internal purposes and can form the basis for an organization’s self-declaration of conformity.  (1st Party audits not to be confused with 2nd  or 3rd party audits)  [ISO 19011, 3.1 Note 1]

2. External audit – Includes those generally termed 2nd and 3rd party audits.
a. Second-party -- audits are conducted by parties having an interest in the organization, such as customers, or by other persons on their behalf.
b. Third-party -- audits are conducted by external, independent auditing organizations, such as those providing registration or certification of conformity to the requirements of ISO 9001.  [ISO 19011, 3.1 Note 2]

Audit criteria – Set of policies, procedures or requirements.   [ISO 19011, 3.2]
Audit evidence -- Records, statements of fact or other information, which are relevant to the audit criteria and verifiable.  [ISO 19011, 3.3]
Auditee – Organization being audited.  [ISO 19011, 3.7]

Audit Plan – Description of the activities and arrangement for an audit.  [ISO 19011, 3.12]

Audit Scope – Extent and boundary of an audit.  [ISO 19011, 3.13]

Audit Program – Set of one or more audits planned for a specific time frame and directed towards a specific purpose.

Product  audit  (or service audit)-- An audit that reviews the tangible characteristics and attributes of a thing conforming to a predetermined set of characteristics, attributes or requirements.

Process audit – An audit that reviews if process requirement are being met, e.g., an activity or sequence of activities to verify that inputs, actions, and outputs are in accordance with an established procedure, plan, or method.  Outputs can be compared to objectives to determine their effectiveness and efficiency.   The activity examined during a process audit is normally described as a verb where an action is taking place.

System audit – An audit that determines if system requirements (manual, policy, standards, regulations) are being met, e.g., series of inter-related and interacting processes.  Audit can examine the operation of a team, project, program, Account, or organization and can include product or process audits.
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